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Abstract of the contribution: This contribution aims to discuss some possible roaming architecture for ANDSF. Based on the analysis on these alternative architectures, one of them is suggested as the basic roaming architecture for ANDSF.  
1
Introduction
In current TS23402, the non-roaming scenario architecture for ANDSF is given. One objective on ANDSF for Rel 9 is to enable ANDSF for roaming scenario. In this paper, it gives some possible architecture and suggests one of them is used as the basis of the ANDSF for roaming scenario.
2.
Discussion
During the Sa2#70 meeting three possible roaming architectures for ANDSF has been presented:
· Alternative A: UE connects with hANDSF and vANDSF separately.

· Alternative B: UE connected to hANDSF, which is connected to vANDSF.
· Alternative C: UE connected to vANDSF, which is connected to hANDSF..
During the meeting an analysis for pros and cons has been done, further considerations are required. The TS 23.402 Rel-8 defines the ANDSF functionalities based on SA1 requirements. The main requirements which needs to be considered in roaming architectures are:
· Inter-system mobility policy:

· a set of operator-defined rules and preferences indicating when inter-system mobility is allowed or restricted and to select the most preferable access technology type or access network 

· shall be able to indicate if a specific access technology type is preferable to another (e.g. WiMAX is preferable to WLAN) and/or a specific access network identifier is preferable to another (e.g. WLAN SSID‑1 is preferable to WLAN SSID‑2). 
· Access network discovery information:

· the ANDSF may provide a list of access networks available in the vicinity of the UE for all the access technology types requested by the UE (if any requested).

· The ANDSF provides information for access networks that are available to the UE including the access technology type (e.g. WLAN, WiMAX), the radio access network identifier (e.g. the SSID of a WLAN) other technology specific information (e.g. one or more carrier frequencies) and validity conditions, i.e. conditions indicating when the provided access network discovery information is valid (such conditions may include e.g. a location).

Furthermore the ANDSF shall not interfere with the PLMN selection procedure and as stated in SA1 LS that the selection of access and the inter-system mobility shall be performed among the access network and access technologies which pertains to a PLMN.
2.1
Comparison elements
The alternative architecture roaming architecture has been compared considering the following issue:

· Coordination of reception of answers from ANDSFs

· Confidentiality and privacy of UE location information, if required by local, regional or national regulation

· Confidentiality of network information between VPLMN and HPLMN

· Confidentiality of policy information between VPLMN and HPLMN

· Enforcement of Policy in respect to roaming agreement

· Behaviour in case of absence presence of both ANDSF and presence of one ADSF in HPLMN or in VPLMN

· Network deployment complexity

2.1
Alternative A
In this case, both hANDSF and vANDSF send its own policies to the UE. UE should make the decision to which policies it shall apply, e.g. home or visited. According to the principles agreed during last meeting the UE shall give preferences to the VPLMN’s policies. The decision-making-point in this architecture is located in UE,.
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Figure 1: Alternative A
When the UE has entered in a location and after PLMN selection procedure the UE has selected a network, the UE may use the pre-configured policies or it may trigger the ANDSF to obtain the policies sending its location. The two ANDSF functions are contacted separately, they may answer in a certain period of time, so the UE can receive the answers in two different moments, even one of the two ANDSF may not answer at all. Hence how many time the UE shall wait before deciding if an action is required or not? In this scenario, a reasonable timing should be introduced in ANDSFs to provide an answer and the UE shall wait for a period of time greater that this value before taking any decision. If this value is left to configuration then some unpredictable result can occur. The worst scenario is that the UE decides to do something based on pre-configured policy, then the UE receives policy from hANDSF and consequently the UE changes network. After that it gets the policy from vANDSF that forces the UE to change for the third time.  
The UE sends its location information to the ANDSF in order that the ANDSF may provide a list of access networks available in the vicinity of the UE. In this scenario the UE has to send the information to both HPLMN and VPLMN. The UE location information shall take into account two constraints; confidentiality and privacy. In fact local, national and regional privacy and confidentiality requirements of location information shall not allow to store the user's location information. The vANDSF can be easily configured according to these requirements, since it is controlled by the local operator and it is located in the area where the requirements shall be fulfilled, while the hANDSF shall be configured in order to fulfill worldwide regulations. A second aspect is the business confidentiality, the HPLMN becomes aware of information related to visited access networks which can be considered critical by the VPLMN, such as which networks are available in a close area, etc. The VPLMN is not able to block this flow of information from UE to the HPLMN.     
Let consider the examples depicted in Figure 2 where the ANDSF is present in both HPLMN and VPLMN or only in one of the two PLMNs.
CASE A) The UE receives the policies from both HPLMN and VPLMN. So the UE shall give precedence to the VPLMN policies selecting , in this example, the WiMAX access network. In case that the UE, at the end of the PLMN selection procedure, is camping on the 3GPP network or on the WLAN, it shall perform an inter-system mobility toward WiMAX.

CASE B) The UE receives policies from the hANDSF, so it selects the WLAN. The VPLMN is not able to control the roamer behaviour in its own network, while the UE is completely under the control of HPLMN. However it is FFS whether to prevent that the UE contacts the hANDSF when vANDSF is not present.
CASE C) The UE receives local policies from the vANDSF. Since the HPLMN has not deployed the ANDSF, it is not able to control the roamer behaviour neither in visited network neither in home network, while the VPLMN is able to control the roamer in its own network.
When ANDSF is present in both PLMNs, the UE is the decision point and the proper action can be engaged. When the ANDSF is missing in VPLMN the UE is completely under the control of HPLMN even if it is in the VPLMN. The HPLMN can consider this scenario nice, while VPLMN can be considered unpleasant. 
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Case C) ANDSF only in VPLMN
Figure 2: Example of Alternative A uses cases 
	Pros
	Cons

	No new interface compared with that in R8
Simpler deployment since there is not need to interconnect the ANDSF
	Two sessions are maintained, one with vANDSF and one with hANDSF;

More complexity on the UE as the decision-making-point   (the UE shall give precedence to the policies received from vANDSF)
Most difficult the synchronisation of the policies received by HPLMN and VPLMN. A multiple inter-system mobility may occur due to different instant of policies reception.
The HPLMN shall fulfil any (worldwide) local privacy and confidentiality requirement related to the UE location information.
The HPLMN becomes aware of sensible information of VPLMN from UE location information. The VPLMN can not filter or block this flow of information.
When VPLMN does not deploy the ANDSF the UE is under the control of the HPLMN.


2.2
Alternative B
In Alternative B the UE obtains directly from hANDSF which is connected to vANDSF. The decision point is the hANDSF, so the UE is kept simple since it receives just 1 set of policies from a single ANDSF.


[image: image5]
Figure 3: Alternative B
When the UE has entered in a location and after PLMN selection procedure the UE has selected a network, the UE may use the pre-configured policies or it may trigger the ANDSF to obtain the policies sending its location. The UE contacts the hANDSF which in its turn contacts the vANDSF. Hence the UE receives the policies one time and the synchronisation problem described for Alternative A does not occur. 

In this scenario the UE sends the information to the VPLMN which forwards them to the HPLMN. Considering the  confidentiality and privacy requirements, the vANDSF can be easily configured to respect the confidentially and privacy requirements, such as not to store this information or vice versa to store it. While the hANDSF shall be configured in order to fulfill worldwide regulations. A second aspect is the business confidentiality, the HPLMN becomes aware of information related to visited access networks which can be considered critical by the VPLMN, such as which networks are available in a close area, etc. The VPLMN is not able to block this flow of information from UE to the HPLMN. In addition to that in case that VPLMN would like to provide policy with access information related to other local operators with which has local roaming agreement or network sharing or its acts as virtual operator, e.g. a set of WLAN SSID corresponding to other PLMN or WiMAX Access identifier of operator that provide wholesale access to VPLMN, the HPLMN becomes aware of such information. 
Let consider the examples depicted in Figure 4 where the ANDSF is present in both HPLMN and VPLMN or only in one of the two PLMNs.

CASE A) The UE receives the policies from HPLMN which in its turn receives them from VPLMN. So the HPLMN shall give precedence to the VPLMN policies  sending to the UE the VPLMN policies even if they are different from its own, in this example the highest preferences is for WiMAX access network. In case that the UE, at the end of the PLMN selection procedure, is camping on the 3GPP network or on the WLAN, it shall perform an inter-system mobility toward WiMAX.

CASE B) The UE receives policies from the hANDSF, so it selects the WLAN. The VPLMN is not able to control the roamer behaviour in its own network, while the UE is completely under the control of HPLMN. However it is FFS whether to prevent that the UE contacts the hANDSF when vANDSF is not present.
CASE C) The UE is not able to receive any policies, since the HPLMN has not deployed the ANDSF, but this it is not a problem for HPLMN otherwise the HPLMN would have deployed ANDSF in its own network. Viceversa the VPLMN has deployed the ANDSF, so it is able to control its own UE in its network, but it is not able to control the roamers.
When ANDSF is present in both PLMNs, the hANDSF is the decision point and the proper action can be engaged. When the ANDSF is missing in VPLMN the UE is completely under the control of HPLMN even if the UE is in the VPLMN. The HPLMN can consider this scenario nice, while VPLMN can be considered unpleasant. When the ANDSF is present in the HPLMN, for HPLMN is not a problem, while the VPLMN is able to control its own UE while it cannot control roamer even if the ADSF is present in its own network.
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Case A) ANDSF in both PLMN
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Case B) ANDSF only in HPLMN
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Case C) ANDSF only in VPLMN

Figure 4: Example of Alternative B uses cases 
	Pros
	Cons

	UE only maintains one session with hANDSF 
No synchronisation problem in policy download


	New interface Sz 
The HPLMN shall fulfil any (worldwide) local privacy and confidentiality requirement related to the UE location information.

The VPLMN exposes its local access network info to HPLMN.

The HPLMN become aware of sensible information of VPLMN from UE location information. The VPLMN can not filter or block this flow of information.
The HPLMN may become aware of VPLMN policies, e.g. local agreements, in case that the VPLMN would like to provide to the UE policies with many accesses information. 

When VPLMN does not deploy the ANDSF the UE is under the control of the HPLMN.

When the VPLMN deploys the ANDSF and the HPLMN does not deploy it, the VPLMN has the control of its own UE but not of the roamers.

Major deployment cost due the interconnection of ANDSF in Home and Visited PLMN. The need of secure connection between the ANDSF


2.2
Alternative C
In Alternative C the UE obtains directly from vANDSF which is connected to hANDSF. The decision point is the vANDSF, so the UE is kept simple since it receives just 1 set of policies from a single ANDSF.
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Figure 5: Alternative C
When the UE has entered in a location and after PLMN selection procedure the UE has selected a network, the UE may use the pre-configured policies or it may trigger the ANDSF to obtain the policies sending its location. The UE contacts the vANDSF which in its turn contacts the hANDSF. Hence the UE receives the policies one time and the synchronisation problem described for Alternative A does not occur. 

The UE sends its location information to the ANDSF in order that the ANDSF may provide a list of access networks available in the vicinity of the UE. In this scenario the UE sends the information to the HPLMN which forwards them to the VPLMN. As for Alternative A, The UE location information shall take into account two constraints; confidentiality and privacy. The vANDSF can be easily configured to respect the confidentially and privacy requirements, such as not to store this information or vice versa to store it. In this scenario the hANDSF can be only configured to respect its local requirements without any need to complex configurations. Furthermore the VPLMN may filter the UE location information if needed. In this scenario the business confidentiality is not a problem, in fact the UE location information can be filtered in order to delete the sensible information related to the access network hiding them tp the HPLMN. Clearly the VPLMN may not filter this information or may apply different filtering, if required by roaming agreement and this capability is supported by ANDSF. 

Regarding the confidentiality of the policies sent by the HPLMN to the VPLMN, the information related to the access network, such as cellID, RAC, LAC, etc are usually unknown to the HPLMN otherwise it means that the VPLMN has communicated this info to the HPLMN. So the HPLMN is not able to send policy with such level of granularity unless disclosed by VPLMN. Furthermore ANDSF functionality shall be used to selected an access network within the Registered network, so the HPLMN needs to send only policies related to the registered VPLMN. Hence the HPLMN is able to control the policies transmitted and if HPLMN send policies not related to VPLMN this is its own choice. Therefore the confidentiality of information send by HPLMN to the VPLMN is completely under the control of HPLMN.

Let consider the examples depicted in Figure 6 where the ANDSF is present in both HPLMN and VPLMN or only in one of the two PLMNs.

CASE A) The UE receives the policies from VPLMN which in its turn receives them from HPLMN. So the VPLMN shall give precedence to the its own policies, in this example the highest preferences is for WiMAX access network. In case that the UE, at the end of the PLMN selection procedure, is camping on the 3GPP network or on the WLAN, it shall perform an inter-system mobility toward WiMAX. Nevertherless the VPLMN shall respect the HPLMN restriction, if present.
CASE B) The UE does not receives any policies. but this it is not a problem for VPLMN otherwise the VPLMN would have deployed ANDSF in its own network. Viceversa the HPLMN has deployed the ANDSF, so it is not able to control its own UE in visited network, but this respect the VPLMN choice to not implements any control and the HPLMN can not override VPLMN decision. However it is FFS whether to prevent that the UE contacts the hANDSF when vANDSF is not present. 

CASE C) The UE receives local policies from the vANDSF. Since the HPLMN has not deployed the ANDSF, it is not able to control the roamer behaviour neither in visited network neither in home network, while the VPLMN is able to control the roamer in its own network.
When ANDSF is present in both PLMNs, the vANDSF is the decision point and the proper action can be engaged. When the ANDSF is missing in VPLMN the UE not ANDSF control can be applied. When the ANDSF is present in the VPLMN the VPLMN is able to control its own UE and roamers, for HPLMN is not a problem, since HPLMN it is not interested in HPLM control otherwise it should have deployed ANDSF in its own network.
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Case A) ANDSF in both PLMN
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Case B) ANDSF only in HPLMN
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Case C) ANDSF only in VPLMN

Figure 6: Example of Alternative C uses cases 
	Pros
	Cons

	The access network info is unseen to the hPLMN 
UE only maintains one session with hANDSF 
No synchronisation problem in policy download

The VPLMN shall fulfil its own local privacy and confidentiality requirement related to the UE location information.

T The HPLMN has not to fulfil any requirements related to UE in roaming requested by local, regional, national regulation of the Visited country. The HPLMN shall satisfy just its local, regional , national regulation.
Absence of confidentially problem, since the VPLMN can filter sensible information (e.g in UE location information ) towards the HPLMN, the HPLMN can send only  the needed information to the HPLMN (its up to HPLMN decides which information is included within the policy)
	New interface Sz 
Major deployment cost due the interconnection of ANDSF in Home and Visited PLMN. The need of secure connection between the ANDSF


2.2
Policy enforcement
In roaming architecture another element which can be taken into consideration is the capability to enforce policy agreed between roaming partner, for example to allow the roamer to obtain services via a particular access or not. Since the difficult to classify the result in terms of pros or cons, this section describes the different capability which are enabled by the different roaming architecture.

First of all , this capability is based on the recognition of the UE at least its domain.

In Alternative A:

· If the UE send the identity to the V-ANDSF, the V-ANDSF can recognise the roamer’s domain/HPLMN. So the V-ANDSF can be configured to send the policies related to the HPLMN based on roaming agreement, e.g. different policies for Operator1’s customer and Operator2’s customers. If the V-ANDSF is not able to select policies, the UE may select an access for which it has no permission 

· The UE gives priority to V-ANDSF Policy. So UE behaviour is determined by VPLMN policies, unless the UE has the capability to recognise that same policies are not allowed based on a more complex comparison between Home configuration, policies received by HPLMN and VPLMN 
In Alternative B:

· If the UE send the identity to the H-ANDSF, the H-ANDSF can ask to the V-ANDSF local the policy. The H-ANDSF transmits the policy defined according to roaming agreement. The V-ANDSF may not change them. The policies are different operator by operator since they are sent by different HPLMN. 

· UE receives them and just follows the indication.

In Alternative C:

· If the UE send the identity to the V-ANDSF, the V-ANDSF can ask to H-ANDSF the policy per domain or per single UE. The H-ANDSF transmits to the V-ANDSF the policy defined according to roaming agreement. The V-ANDSF may change if they are not correct. The policies are different operator by operator since they are sent by different HPLMN. 

· UE receives them and just follows the indication.

In addition the policy send to the UE can be:
· only per UE domain/PLMN in alternative A
· per UE domain/PLMN or per single UE in Alternative A and C
3.
Conclusions
Considering the conclusions resumed in the following table, Alternative C is suggested to be used as the roaming architecture for ANDSF. 

In case of roaming scenario, the HPLMN may express preferences with regard to the preferred non-3GPP radio access technology to be used. But the final decision on the RAT choice belongs to the serving PLMN (i.e. VPLMN in this roaming scenario).
	
	Alternative A
	Alternative B
	Alternative C

	Pros
	No new interface compared with that in R8
Simpler deployment since there is not need to interconnect the ANDSF
	UE only maintains one session with hANDSF 
No synchronisation problem in policy download


	The access network info is unseen to the hPLMN 
UE only maintains one session with hANDSF 
No synchronisation problem in policy download

The VPLMN shall fulfil its own local privacy and confidentiality requirement related to the UE location information.

The HPLMN has not to fulfil any requirements related to UE in roaming requested by local, regional, national regulation of the Visited country. The HPLMN shall satisfy just its local, regional , national regulation.
The VPLMN can filter sensible information towards the HPLMN. 

	Cons
	Two sessions are maintained, one with vANDSF and one with hANDSF;

More complexity on the UE as the decision-making-point   (the UE shall give precedence to the policies received from vANDSF)

Most difficult the synchronisation of the policies received by HPLMN and VPLMN. A multiple inter-system mobility may occur due to different instant of policies reception.

The HPLMN shall fulfil any (worldwide) local privacy and confidentiality requirement related to the UE location information.

The HPLMN becomes aware of sensible information of VPLMN from UE location information. The VPLMN can not filter or block this flow of information.

When VPLMN does not deploy the ANDSF the UE is under the control of the HPLMN.
	New interface Sz 

The HPLMN shall fulfil any (worldwide) local privacy and confidentiality requirement related to the UE location information.

The VPLMN exposes its local access network info to HPLMN.

The HPLMN become aware of sensible information of VPLMN from UE location information. The VPLMN can not filter or block this flow of information.

The HPLMN may become aware of VPLMN policies, e.g. local agreements, in case that the VPLMN would like to provide to the UE policies with many accesses information. 

When VPLMN does not deploy the ANDSF the UE is under the control of the HPLMN.

When the VPLMN deploys the ANDSF and the HPLMN does not deploy it, the VPLMN has the control of its own UE but not of the roamers.
Major deployment cost due the interconnection of ANDSF in Home and Visited PLMN. The need of secure connection between the ANDSF
	New interface Sz 
The hANDSF exposures its inter-system policy to hANDSF (It doesn’t matter since such an interaction is based on the roaming agreement, which is similar to the interaction between two PCRFs in PCC.) 
Major deployment cost due the interconnection of ANDSF in Home and Visited PLMN. The need of secure connection between the ANDSF


3.
Proposal
For roaming architecture for ANDSF, the alternative C is suggested to be inserted into TS23.402 Release 9 as described in P-CR in contribution S2-091042.
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