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Abstract of the contribution: In order to specify the ANDSF roaming architecture, this document provides a list of considerations which are used as decision criteria and lead us to the most favourable ANDSF roaming architecture. 
Considerations for specifying an ANDSF roaming architecture
1. The UE is capable of using ANDSF and configured to use ANDSF. This means that the home network of this UE deploys ANDSF (in other words, the hANDSF always exists). Why else would an operator configure a UE to use ANDSF if the operator hasn’t deployed an ANDSF? 
2. The hANDSF shall be able to send AND&S info to a roaming UE, as per stage-1 specs.
3. The vANDSF may or may not exist. If the vANDSF exists, it shall be possible to send AND&S info to UE, as per stage-1 requirements. If the vANDSF does not exist, it shall be possible for the UE to receive AND&S info from the home network, as per stage-1 requirements.
4. The AND&S information provided by the visited network should not be visible to the home network and vice versa. This allows operators to establish ANDSF roaming agreements without having to disclose sensitive access deployment information and policies.
5. It shall be possible to use OMA DM in the roaming scenario.
6. The roaming architecture should be based as much as possible on the non-roaming architecture specified in Rel-8. This will minimize standardization effort and implementation complexity (having to implement different mechanisms from different releases). 
7. We should take into account the overall ANDSF network architecture define in Rel-8, not only the architecture in TS 23.402. The overall ANDSF architecture in Rel-8 is illustrated below. The interfaces and the elements with the blue typeface are part of the ANDSF security architecture and are specified in TS 33.402, TS 33.220 and TS 33.222. The BSF is the Bootstrapping Server Function, a key element in the Generic Bootstrapping Architecture (see TS 33.220) and is always located in the home network of UE.
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Figure 1: The overall ANDSF architecture specified in Rel-8.
8. It is preferable to re-use the ANDSF security solution defined in Rel-8 (GBA) in the roaming scenario as well. This means that when the UE is roaming it must be able to access the BSF in the home network in order to create the bootstrapped keys. Since the UE needs a PDN connection to access the BSF in the home network, it can use the same PDN connection to access directly the hANDSF. This leads to the conclusion that the roaming architecture is preferable to have an S14 interface between the UE and the hANDSF, as shown in Figure 1.
9. In reality, the non-roaming architecture that was specified in Rel-8 can also work in a roaming environment. Indeed, as long as a roaming UE can establish a PDN connection that provides access to hANDSF and BSF (most likely a home-routed PDN connection), the UE can establish a secure S14 session with the hANDSF and retrieve AND&S information. There is nothing in the current specs that prevents a roaming UE or the ANDSF from doing so. 
10. Since the ANDSF architecture defined in Rel-8 can support UE-hANDSF secure communication when the UE is also roaming (i.e. part of the roaming requirements), it is preferable to define in Rel-9 an ANDSF architecture that is an extension of the architecture in Figure 1, which also allows a visited ANDSF to provide AND&S information to UE.
11. From the above considerations we conclude that the roaming architecture could be one of the following two alternatives, which are both an extended version of the architecture in Figure 1. 
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	Alternative 1
1. The ANDSF remains a pure OMA DM server, as in Rel-8.
2. All elements and interfaces are already defined in 3GPP specifications (including the Zn-Proxy and Zn’, see TS 33.220). So, standardization effort is minimized.

3. The UE needs to resolve potential conflicts between the hANDSF policies and the vANDSF policies.

4. The UE and ANDSF re-use the same procedures and protocols defined in Rel-8.

5. The UE must be able to access both the hANDSF and the vANDSF, preferably through the same PDN connection. This can be configured as part of the roaming agreement (e.g. a home-routed PDN connection can be used which provides access to the hANDSF & BSF and also to the vANDSF).
6. The UE needs to discover the vANDSF. This can be easily handled however by using the hANDSF to bootstrap the UE for communication with the vANDSF. In other words, the hANDSF can provide all the contact details required by the UE to establish an OMA DM session with the vANDSF.

7. Push mechanisms are readily available for both hANDSF and vANDSF. Either ANDSF can use the OMA DM push mechanisms for starting an OMA DM session.

8. From a security point of view, the vANDSF is used as a Network Application Function (NAF) located in a visited network. Such configuration is already supported in TS 33.220 and no new requirements are expected.
	Alternative 2
1. The ANDSF becomes more than an OMA DM server: It behaves as an OMA DM server for UEs and as a special proxy server that processes and relays AND&S information between the UE and the vANDSF.
2. When the home operator has ANDSF roaming agreements with many other operators, the hANDSF needs to handle concurrent sessions with many vANDSFs. Each session would handle all roaming UEs located in a specific VPLMN. This may raise processing constraints on the hANDSF, plus it makes the hANDSF a single point of failure.
3. There is need to specify the Sx interface, that is, define new security and data exchange procedures between two ANDSFs in different networks. OMA DM is not appropriate over Sx.
4. There is need to define an interworking function in the ANDSF that provides interworking between Sx and S14, i.e. translate and map information elements from one interface to the other.

5. The AND&S information of the VPLMN must be disclosed to the HPLMN. This is necessary because the hANDSF must be able to process and filter the information received from the vANDSF, so it must understand the AND&S information sent by VPLMN.

6. There is no need for the UE to resolve potential conflicts between the vANDSF and hANDSF. This conflict resolution is done by the hANDSF, which should give precedence to the list of preferred access technologies reported by the vANDSF (as per stage-1 requirements).

7. The UE must be able to access only the hANDSF (possibly via a home-routed PDN connection).
8. The vANDSF must push AND&S information to UE via the hANDSF (with a new procedure over Sx). This involves an extra step of complexity as two back-to-back push mechanisms are required. 

9. Possibly, the vANDSF does not need to authenticate the UE (however, this is up to SA3 to decide).


Figure 2: Extensions of the ANDSF non-roaming architecture for supporting roaming scenarios.
Conclusions

From the above considerations, it is proposed to select Alternative 1 (see Figure 2) as the architecture to support AND&S for the roaming case, because (i) it aligns very well with the Rel-8 architecture, (ii) it minimizes standardization effort and implementation complexity, and (iii) allows to reuse OMA DM between the UE-hANDSF and between UE-vANDSF. The relevant changes to TS 23.402 are presented in S2-090940.

NOTE: 
With Alternative 1 the UE can receive different policies from the hANDSF and the vANDSF, and needs to resolve potential conflicts between them. This issue is discussed in paper S2-090941 and relevant changes to TS 23.402 are proposed in S2-090942.

Annex A: Considerations about another alternative architecture
Another architectural alternative that was previously discussed is shown if Figure 3. This architecture is not preferred for Rel-9 because (i) it does not align well with the Rel-8 architecture, (ii) it assumes that a roaming UE cannot establish a direct OMA DM session with the hANDSF, (iii) it requires the home network to disclose all its AND&S information to the visited network, (iv) it requires the specification of a new Sx interface, (v) it does not allow the HPLMN to send AND&S information to a roaming UE when the vANDSF is not present, etc.
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Figure 3: Roaming architecture where the UE connects directly to the vANDSF only.

Annex B: ANDSF Connectivity considerations

This annex includes some assumptions / requirements related to how the UE can attain connectivity with a hANDSF and a vANDSF.
1. The architecture should not require a dedicated APN for ANDSF interactions (that was also the assumption in Rel-8).

a. If we require a dedicated APN, then the UE would need to support multiple simultaneous PDN connections (e.g. one PDN for ANDSF connectivity and another PDN for other services). However, multiple PDN connections are not supported in some non-3GPP accesses, so connectivity to ANDSF won’t be ensured over all types of accesses. 
b. If we don’t have a dedicated APN, then ANDSF reachability via any PDN might not be guaranteed. It is assumed that at least the default PDN can be configured to provide connectivity to the ANDSF(s). 
2. The architecture should not required separate PDN connections to provide access to hANDSF and to vANDSF. Separate PDN connections are not preferred due to higher signaling overhead (for connection setup / release), higher implementation complexity and due to the limitation of several non-3GPP accesses to support more than one simultaneous PDN connection. 

3. The same PDN connection used for h/vANDSF connectivity should be used also for connectivity with the BSF in the HPLMN. 

4. If the PDN connection used for h/vANDSF connectivity terminates to the VPLMN (LBO scenario), then routing to the BSF in the HPLMN should be possible (this is a routing configuration issue that can be handled as part of the roaming agreement).
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