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1. Introduction

This contribution discusses the changes that are needed to include integrity protection and ciphering support to S2c data tunnel. This feature is currently supported by H1 reference point as specified in 23.327. The solution proposed in this paper is aligned with the H1 solution and it provides, when appropriate, the PCC procedures that are not specified in the I-WLAN solution. 
2. Discussion

2.1. Enhanced security support for DSMIPv6
The feature of providing optional integrity protection and ciphering of data packets in the DSMIPv6 tunnel was already discussed as part of release 8. The feature has been included in 3GPP TS 23.327 for the I-WLAN H1 reference point; however it was not included as part of Release 8 for S2c as the study on possible impacts to the PCC architecture was not concluded. 
From a DSMIPv6 protocol point of view the solution for S2c is exactly the same of the solution specified for H1. The PDN GW can at any time establish a new child IPsec Security Association for protecting all the traffic belonging to the PDN connection. The detailed procedures are described in 3GPP TS 24.327 and in IETF RFC 4877. Below an excerpt from 3GPP TS 23.327 describes the stage 2 procedure.
==== Start of text from 23.327 ====

6.1
H1 PDN Attach

H1 PDN Attach is triggered by the UE to initialize the I‑WLAN Mobility service towards a specific PDN. For each PDN connection, the H1 PDN Attach has to be performed separately.

NOTE 1:
The H1 PDN Attach is creating a PDN specific H1 instance between a UE and a HA.

NOTE 2:
To execute H1 PDN Attach via GPRS, the UE shall have Primary PDP context to GGSN from which the discovered HA can be reached via H3.

When connected over the UE home link (e.g. 3GPP access), the UE may be configured not to trigger the establishment of IKEv2 SA. In this case, H1 PDN Attach is triggered when the UE moves to I‑WLAN. During the Handover the UE keeps using the source 2G/3G) access (i.e. make‑before‑break).

. 
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Figure 6.1: H1 PDN Attach

1.
The UE discovers the Home Agent as defined in the clause 5.3.2, Home Agent Discovery.

2.
A security association is established between UE and HA to secure the DSMIPv6 messages related to this PDN connection between the UE and the HA. The UE initiates the establishment of the security association using IKEv2 [9]; EAP [10] is used over IKEv2 for authentication purposes. The HA communicates with the AAA infrastructure in order to complete the authentication.


During this step an IPv6 home network prefix is assigned by the HA to the UE as defined in RFC 4877 [11] and RFC 4306 [9]. During this step the UE may include the APN of the PDN it wants to access (in the IKE AUTH message using the IDr payload in similar manner as specified for I‑WLAN in TS 23.234 [2]) and it can also request a specific IPv6 home network prefix as defined in RFC 4877 [11] in order to influence the IP network prefix assignment procedure. After the IPv6 home network prefix is assigned, UE constructs a home address from it via auto-configuration.


In this step, the HA may be either in the HPLMN or in the VPLMN. When the HA is in the VPLMN, the interaction between the HA in the VPLMN with the AAA/HSS in the HPLMN may involve a 3GPP AAA Proxy in the VPLMN as specified in TS 23.234 [2].


If the PDN requires an additional authentication and authorization with an external AAA Server additional authentication is executed in this step. Details on these multiple authentications are specified in RFC 4739 [12] and in TS 23.234 [2] for I‑WLAN (Private Network Access (PNA)).
3.
In case a Binding Update is required to establish the desired PDN connectivity (e.g. UE is not at it's home link), the UE sends the DSMIPv6 Binding Update message to the HA as specified in draft-ietf-mip6-nemo-v4traversal [7]. The UE shall inform the HA that IP address preservation shall be maintained for the whole home network prefix.


The HA processes the Binding Update. During the processing the HA performs local authentication and authorization of the message using the IPsec security association established in step 2. If the UE does not have an IPv4 HoA already, it may request for the IPv4 home address from the HA as defined in draft-ietf-mip6-nemo-v4traversal [7] in this step. This request for the IPv4 home address may alternatively be done in any subsequent Binding Update.

4.
The HA sends the DSMIPv6 Binding Ack to the UE. In this step the HA may include an IPv4 home address as specified in draft-ietf-mip6-nemo-v4traversal [7] if requested by the UE in step 3. In case GPRS is configured to act as the home link for the PDN connection, the HA should also include an APN through which it is possible for the UE to gain GPRS home link connectivity.

5.
The HA may additionally trigger the creation of a child IPsec Security Association for protecting the traffic sent via the H1 reference point. The child SA is created as specified in RFC 4877 [22]. Child SA can be used for H1 IP flow integrity protection and may be used also for H1 IP flow encryption.

NOTE 1:
The child SA can be established and/or released by HA at any time after the IKEv2 bootstrap and not only just after step 4.

NOTE 2:
In a roaming scenario, the usage of the child SA for H1 IP flow encryption by HPLMN HA may be restricted by the policies in the roaming agreement between the VPLMN and the HPLMN.

==== End of text from 23.327 ====

2.2. Specific issues for EPS
The solution defined for H1 is applicable also for S2c and there are no differences in terms of protocol operations between the UE and the HA function (which is implemented by the PDN GW in EPS). However, in EPS the solution must consider also the interactions with PCC and which are the impacts to the PCC when the enhanced security for the DSMIPv6 tunnel is enabled. 
Since the security is applied to the tunnel between the PDN GW and the UE, the BBERF may need to be aware of the characteristics of the security applied in order to perform SDF detection and apply the appropriate QoS rules. Two different cases can be identified: integrity protection or ciphering is provided via the DSMIPv6 tunnel.
2.2.1. Integrity protection for S2c traffic

Figure 1 shows the format of a Release 8 DSMIPv6 downlink packet when received by the BBERF and how an integrity protected DSMIPv6 downlink packet would look like. The format is common for all packets belonging to the same PDN connection.
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Figure 1 – Downlink packet formats for Release 8 DSMIPv6 (left) and integrity protected DSMIPv6 packets 

The only difference between the two packet formats is the presence of the ESP header in the case the packet is integrity protected. However, as already specified in Release 8 in CT3, the SDF detection is done by the BBERF based on the inner packet which is identified by the tunnel offset and optionally by some information on the outer header. Therefore, setting the appropriate tunnel offset (which is communicated by the PGW to the PCRF via Gx and then by the PCRF to the BBERF via Gxx) allows the BBERF to perform standard SDF detection and to apply the appropriate QoS rules. Based on this analysis, no changes are needed to the PCC procedures specified in release 8 when integrity protection is provided via the DSMIPv6 tunnel. The only procedure invoked is an IP-CAN session modification done by the PDN GW triggered by the activation of integrity protection; in this IP-CAN session modification the PDN GW provides new tunnel information to the PCRF similarly of what is done in release 8 during a handover. 
Conclusion: the integrity protection of traffic exchanged over the S2c tunnel can be introduced as a new feature without any change required to the PCC architecture; only changes to UE and PDN GW are expected and those are the same defined in 3GPP 23.327 for I-WLAN. 

2.2.2. Ciphering for S2c traffic

Figure 2 shows the format of a Release 8 DSMIPv6 downlink packet when received by the BBERF and how a ciphered DSMIPv6 downlink packet would look like.
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Figure 2 – Downlink packet formats for Release 8 DSMIPv6 (left) and ciphered DSMIPv6 packets 

As shown in the figure the inner packet, and therefore the SDF, is not visible at the BBERF when the packet is ciphered. Therefore the BBERF is not able to perform SDF detection based on release 8 procedures and is not able to apply the QoS rules received by the PCRF. 
This allows for two possibilities: 

· QoS differentiation is not supported for ciphered traffic. This implies that the BBERF does not need to perform any bearer binding or SDF detection. However some changes to the PCC procedures may be needed anyway as discussed in section 2.3.
· QoS differentiation is supported for ciphered traffic. In this case there is a need to define a solution which allows the BBERF to perform SDF detection to apply the QoS rules also to ciphered packets. A possible approach is defined in subclause 2.3 of this document.

2.3. Proposed solution for ciphered traffic
There are two possible approaches to support ciphered traffic, as discussed in the previous section: one is that QoS differentiation to traffic is provided and the other is that ciphered traffic is always mapped to a best effort bearer irrespective of what is the SDF. The following sub-section provides a detailed analysis of both approaches.
2.3.1. Ciphered traffic with QoS differentiation

To enable the BBERF to apply QoS rules, the BBERF needs to detect different SDFs based on the outer header. The following principles can be applied to enable the BBERF to perform detection of the packets based on the outer header: 
· The Flow Label (IPv6) or the ToS (IPv4) and the source IP address (HA address for downlink packets) of the outer header are used to identify different SDFs at the BBERF. In the rest of the document we refer only to Flow Label but the same procedure applies in case of IPv4 with the usage of ToS.  
· When the PDN GW creates a child security establishment and turns on the encryption for a PDN connection, it generates a Flow Label or a ToS for each PCC rule (i.e. for each SDF) and sends it to the PCRF. This is done in an IP-CAN session modification procedure. The PDN GW will then mark the outer header of all tunneled packets with the Flow Label communicated to the PCRF.
· The PCRF provides updated QoS rules to the BBERF: together with usual information on QoS and SDF, the PCRF provides also the associated Flow Label and the PGW address (as the Flow Label is unique per source address). The uplink TFTs are also sent by the PCRF to the BBERF as they are used by the UE for uplink traffic bearer binding. 
· The Flow Label and the PGW address are used by the BBERF to perform the SDF identification for downlink packets. 
· The BBERF provides the uplink TFT to the UE when establishing the bearer as per release 8 procedure. 
Figure 3 shows the steps of the procedure.
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Figure 3 – Establishment of ciphered traffic and related PCC interactions with QoS differentiation
1. The PDN GW triggers the creation of a child IPsec Security Association for ciphering the traffic sent via the S2c reference point. 

2. As soon as the traffic is activated, the PDN GW starts an IP-CAN session modification procedure towards the PCRF. In this procedure, for each active PCC rule a flow label is assigned by the PDN GW.

3. The PCRF acknowledges the procedure and store the matching between the active SDF and the Flow Label that will be used by the PDN GW.

4. The PCRF provides a modification of active QoS rules and, if any, new QoS rules to the BBERF, including the QoS information, the uplink TFTs and the Flow Label allocated by the PDN GW for each SDF.

5. The BBERF creates the respective bearers and acknowledges the procedure.

When creating the bearer, the BBERF provides the uplink TFTs to the UE so that the UE can perform bearer binding for uplink traffic.

When a downlink packet is received by the PDN GW, the PDN GW matches the SDF with the allocated Flow Label and includes the appropriate Flow Label in the outer header of the packet before ciphering the rest of the packet. When the packet is received by the BBERF, the BBERF will apply QoS rules based on the information in the outer header, namely the Flow Label and the PDN GW address.
2.3.2. Ciphered traffic without QoS differentiation

In case from an operator's perspective it is acceptable to not providing any QoS differentiation for the ciphered traffic (i.e. all ciphered traffic is treated as best effort), the solution can be simplified. However it still requires some changes to the PCC procedures.
Let's assume the UE is exchanging traffic over S2c. As shown in Figure 2, in this case the SDF is present in the inner header and the BBERF performs SDF detection based on the tunnel information provided by the PCRF. At some point in time the UE and the PDN GW activates ciphering and starts exchanging ciphered traffic. The BBERF at this point will not be able to perform SDF detection for the ciphered packets and two possible situations can occur:

· All packets are discarded because they don't match any available QoS rules

· The packets match a *.* QoS rules and they are forwarded only in case the BBERF does not perform any control on the validity of the packets (e.g. formatting of headers against the available tunnel information).
However the PDN GW is not aware if there is a match-all QoS rules at the BBERF and for this reason cannot assume that packets will go through the BBERF without contacting the PCRF. For this reason it seems necessary to have an exchange between the PDN GW and the PCRF when the ciphering is activated. Figure 4 shows how this exchange would look like without going into the details of the parameters needed.
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Figure 4 – Establishment of ciphered traffic and related PCC interactions without QoS differentiation

1. The UE triggers the creation of a child IPsec Security Association for ciphering the traffic sent via the S2c reference point. Alternatively an internal trigger is received by the PDN GW to start a Child SA establishment. The Child SA is established based on IKEv2 procedures. 

2. The PDN GW starts an IP-CAN session modification procedure towards the PCRF. In this procedure, the PDN GW indicates that the traffic will be ciphered and therefore the SDF detection cannot be performed based on the inner header.

3. The PCRF acknowledges the procedure and makes sure that a *.* best effort QoS rule is provided to the respective BBERF. Alternatively the PCRF can provide to the BBERF a pseudo-SDF including information about the outer header.
4. The PCRF provides to the BBERF either a *.* best effort QoS rules (if not yet present) or a best effort QoS rule indicating the outer header information. The latter may be useful in case the BBERF performs any check of the format of the packet.

5. The BBERF acknowledges the procedure.

Based on this flow, there may be protocol changes over Gx in order to indicate the activation of ciphering. While it is not expected to have any protocol change over Gxx, the PCRF procedure needed to support this case is different from any other PCRF procedure specified as part of Release 8.
2.3.3. Conclusion

The analysis in this document concluded that there are no impacts to the PCC architecture and release 8 signaling when integrity protection is used in DSMIPv6. The document S2-09xxxx provides a CR to 23.402 to enable integrity protection in DSMIPv6 as a release 9 feature. 
For ciphered traffic two alternatives are provided for discussion to SA2 by this paper. Based on the discussion, CRs implementing the agreed solution will be submitted at the next meeting.
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