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Abstract of the contribution: CT4 has for Rel-8 defined storage of CSG Id data and corresponding expiration date in HSS. This contribution discusses which functionality that is needed in which entity, especially for the handling at expiration, and proposes to update TR23.830.
1. Introduction
It is the task for SA2 to document the work performed by other working groups in Rel-8 in the area of H(e)NB. CT4 have approved CRs C4-083807 (for TS 29.002), C4-083617 (for TS 29.272) and C4-083806 (for TS 23.008), where CSG Id data for a subscriber in HSS to be transferred to MME/SGSN/MSC/VLR is defined, together with an optional expiration date. In the remainder of the document will “MSC” be used instead of “MSV/VLR” for brevity.
This contribution tries to extract the proposed functionality by other working groups, as well as to identify potential missing functionality.

2. Discussion

Below is shown extracts from SA1 and CT4 specifications, which is followed by a discussion on what functionality that seems required in what node due to timer handling and their associated expiration.

2.1 Extracts from SA1 specifications

This contribution targets the Rel-8 functionality, but since the SA1 requirements differ between Rel-8 and Rel-9, both are shown for completeness.
TS 22.011 v8.6.0 (for Rel-8) chapter 8.3.1 states:

 “-
When the time period expires

-
The CSG shall no longer be considered to be available to provide services, except for emergency calls. 

- 
All affected UEs in connected mode are released.”
TS 22.220 v (for Rel-9) states:

“- When the time period expires, the CSG shall no longer be considered to be available to provide services, except for emergency calls.” and

“- It shall be possible for established communication via a CSG cell to be diverted from the CSG cell. This shall be applicable in the following cases:

-
in hybrid access mode when services cannot be provided to a CSG member due to a shortage of HNB/HeNB resources
-
at the expiry of the time period for temporary CSG members”
Comment: Note that the requirement for Rel-9 is to divert the user from the CSG cell at timer expiration, while for Rel-8 it is only required to release the UE if it is in connected mode.
2.2 Extracts from CT4 specifications
TS 23.008 v8.4.0 chapter 2.4.22 states:
 “If a mobile subscriber has a Closed Subscriber Group (CSG) subscription, the HLR/HSS shall store Closed Subscriber Group Information which is a list of up to 50 CSG-Ids per PLMN and for each CSG-Id optionally an associated expiration date which indicates the point in time when the subscription to the CSG-Id expires; an absent expiration date indicates unlimited subscription. The structure of CSG-Id is defined in 3GPP TS 23.003 [5].
On updating the VLR or the SGSN or MME, the HSS/HLR identifies the VPLMN and transfers the applicable CSG-Ids and expiration dates to the VLR or SGSN or MME. 
Closed Subscriber Group Information is permanent subscriber data and is conditionally stored in HLR/HSS, VLR, SGSN, and MME.”
TS 29.002 v8.8.1 states (equivalent definitions are described in TS 29.272 for S6a and S6d, but are not shown):
“
CSG-SubscriptionDataList ::= SEQUENCE SIZE (1..50) OF





CSG-SubscriptionData
CSG-SubscriptionData ::= SEQUENCE {


csg-Id
 

CSG-Id,


expirationDate

Time

OPTIONAL,


extensionContainer

ExtensionContainer 
OPTIONAL,


...}
CSG-Id ::= BIT STRING (SIZE (27))


-- coded according to 3GPP TS 23.003 [17].
Time ::= OCTET STRING (SIZE (4))


-- Octets are coded according to IETF RFC 3588 [yy]

“
2.3 Functional distribution for H(e)NB deployment
Since the expiration date for a CSG Id exists in HSS and MME/SGSN/MSC, it seems needed that all entities handle the expiration date in some way.

Functionality in HSS:

· The HSS must supervise the expiration dates of any CSG Id in the subscription data, to be able to only send valid CSG Ids (i.e. not expired ones) in subscription data to MME/SGSN/MSC. Otherwise the result would be that the CSG list in HSS might grow over time, not allowing new CSG Ids to be entered due to the maximum limit of 50 CSG Ids per subscriber.
· When a CSG Id expires, it implies that subscription data in HSS is changed. One type of logic that could be applied is that this is regarded as new subscription data that shall be sent to MME/SGSN/MSC from HSS. This would however seem inefficient, since MME/SGSN/MSC has the possibility to themselves supervise the expiration dates. Therefore it is proposed that HSS shall not inform MME/SGSN/MSC when a CSG Id is expired. Another option is to only let HSS supervise the timers, and to update MME/SGSN/MSC each time a timer expires, but this seems to increase the signalling from HSS to MME/SGSN/MSC and is therefore not preferred.
· If a new CSG Id is added or removed in the subscribers CSG Id list in HSS, or an expiration time is changed, it seems necessary to always send the complete list of CSG Ids to MME/SGSN/MSC according to current CT4 specifications.
Functionality in MME/SGSN/MSC:

· It is assumed that MME, SGSN and MSC have the same type of functionality for timer expiration handling.

· If the MME/SGSN/MSC receives updated subscription data from HSS, it must check if the subscriber is camping on a CSG-cell, and if so check if the CSG Id of this CSG-cell still is present in the subscription data. If the CSG Id that the UE was known to be camping on is removed, the handling can be the same as when the timer expires for a CSG Id, see below.
· At any type of access control of a UE entering a CSG cell, the MME/SGSN/MSC must check that the CSG Id of the CSG cell corresponds to a CSG Id in the subscription data, and in addition that the expiration date hasn’t passed.

· If a UE is camping on one of its allowed CSG cells, and the CSG Id has a corresponding expiration date, it seems needed that MME/SGSN/MSC supervises the expiration time. If the CSG Id expires it must be removed from the subscription data.

· If the UE is in Idle mode, it seems preferred to send a page to the UE, since this will lead to the UE performing a Service Request. This Service Request can then be rejected by the MME/SGSN/MSC with an appropriate cause code, indicating that the CSG Id is not allowed. The UE will then remove this CSG Id from its list of Allowed CSG Ids, and will then move into macro coverage, or into another CSG cell, depending on the content of its Allowed CSG Id list.
· If the UE is in Connected mode, it shall be released according to SA1. The proposed behaviour for MME, SGSN and MSC is as follows:

· MME: It is proposed that MME performs an S1-release, with an appropriate error code. This shall lead to the UE performing a TAU into macro network (or into another CSG cell).
· SGSN/MSC: It is proposed that SGSN/MSC performs an Iu-release, with an appropriate error code. This shall lead to the UE performing a RAU/LAU into macro network (or into another CSG cell).

· Note that the requirement for Rel-9 is to divert the traffic to a non-CSG cell, which may require new procedures for network initiated handovers.
Functionality in UE:

· It can be discussed whether the UE in addition also need to know the expiration time. However, it does not seem possible to trust the UE to always obey the expiration time, which means that MME/SGSN/MSC must supervise it anyway. Therefore it would be duplicate functionality to require the UE to also supervise the expiration time.
· The UE does not get the expiration time according to existing standardisation work in other bodies, and it is neither required by SA1. One way to get the expiration time to the UE is to send it from the OMA DM server in addition to the CSG Ids, but this do not cover the cases where operators do not use OMA DM servers and rely on manual CSG Id addition. So in such cases would MME/SGSN/MSC anyway need to supervise the expiration time, or to add new procedures to convey the expiration time to the UE.
· The expiration time for a CSG Id is defined by CT4 to be an absolute time. For a UE it doesn’t seem trivial to precisely supervise that an absolute time has expired, and in such cases would the MME/SGSN/MSC anyway need to supervise it. An alternative is to add procedures to let the network convey absolute time to the UE, but this will introduce complexity.
· Since it is concluded above that MME/SGSN/MSC must supervise the expiration time, an expiration time in the UE as well seems to cause race conditions and unnecessary signalling, since both the MME/SGSN/MSC and the UE at probably the same time tries to perform similar actions at CSG Id expiration.

· Due to the above reasons it is proposed that the UE do not receive or handle the expiration time for a CSG Id.

Functionality in other entities:

· It is also possible for a potential CSG list server to inform the UE over OMA DM of a changed list of allowed CSG Ids, caused by the expiration time for a CSG Id.
Proposal

It is proposed to discuss and agree on the above text, and conclude to update TR 23.830 with the following:

· Add a new architectural issue for handling of CSG Id expiration time in Rel-8
· Incorporate the change proposed in S2-090964
· Incorporate the change proposed in S2-091130
· 

********************** START OF FIRST CHANGE *****************************

4.2.2.1
Support for CSGs and Allowed CSG List handling

-
The Allowed CSG List shall be provided as part of the CSG subscriber’s subscription data to the SGSN/MSC/VLR.
Note: The assumption for release 8 is the Allowed CSG List is stored in the HSS.

-
When a CSG subscriber group is updated, the affected UEs’ CSG subscription data shall be updated in the HSS. And then the HSS pushes updated subscription data to SGSN/MSC/VLR..

· The Allowed CSG List can be updated in the UE according to the result of attach, RAU/LAU, service request and detach procedures or by application level mechanisms such as OMA DM procedures.
-
If a release 8 UE is rejected to access a CSG cell with the reject cause indicating it is not allowed to access a CSG cell, the UE shall remove the corresponding CSG ID from its locally stored Allowed CSG List.

-
If a release 8 UE is accepted to access a CSG cell whose CSG ID is not included in the UE’s locally stored Allowed CSG List, the UE shall add corresponding CSG ID into its locally stored Allowed CSG List.
********************** END OF CHANGE *****************************

********************** START OF SECOND CHANGE *****************************

4.3.1.1
Support for CSGs and Allowed CSG List handling

-
All Rel-8 onwards UEs supporting CSG functionality shall maintain a list of allowed CSG identities. This list can be empty in case the UE does not belong to any CSG. 
-
Each cell of a HeNB may belong to, at maximum, one CSG. It shall be possible for cells of a HeNB to belong to different CSGs and hence have different CSG IDs.

NOTE: The limitation of a cell of a HeNB belonging to only one CSG is due to limitation on the SIB-1 length, which allows for the name of only one CSG ID. See TS 36.331 [5].
-
The Allowed CSG List shall be provided as part of the CSG subscriber’s subscription data to the MME.
Note: The assumption for release 8 is the Allowed CSG List is stored in the HSS.

-
When a CSG subscriber group is updated, the affected UEs’ CSG subscription data shall be updated in the HSS. And then the HSS pushes updated subscription data to the MME. 

-
The Allowed CSG List can be updated in the UE according to the result of attach, TAU, service request and detach procedures or by application level mechanisms such as OMA DM procedures.
-
If a release 8 UE is rejected to access a CSG cell with the reject cause indicating it is not allowed to access a CSG cell, the UE shall remove the corresponding CSG ID from its locally stored Allowed CSG List.

-
If a release 8 UE is accepted to access a CSG cell whose CSG ID is not included in the UE’s locally stored Allowed CSG List, the UE shall add corresponding CSG ID into its locally stored Allowed CSG List.
********************** END OF CHANGE *****************************

********************** START OF THIRD CHANGE *****************************

6.1.x
Architectural issue – Handling of CSG ID expiration time
6.1.x.1
Description 
The handling of the CSG ID expiration timer need to be defined, regarding what functions that are to be performed in which nodes. In addition it is needed to find a solution on how the synchronization is achieved between the UE and the MME/SGSN/MSC, to avoid that the UE is camping on a CSG cell that the MME/SGSN/MSC regards as not allowed for the UE. If the synchronization fails, it will lead to that the UE cannot be reached by a page, since it is camping on a CSG cell that MME/SGSN/MSC regards as not allowed for this UE.
Synchronization between UE and MME/SGSN/MSC is also needed in the case where a CSG ID is removed from the HSS, or the expiration time is changed in HSS. The assumption is that a solution covering the case of changed CSG data in HSS also can be used for synchronization when a CSG ID timer expires.
6.1.x.2
Solutions
6.1.x.2.1
Solution 1
Since the expiration date for a CSG ID exists in HSS and MME/SGSN/MSC, it seems needed that all entities handle the expiration date in some way.

Functionality in HSS:

· The HSS must supervise the expiration dates of any CSG ID in the subscription data, to be able to only send valid CSG IDs with corresponding expiration dates (i.e. not expired ones) in subscription data to MME/SGSN/MSC (e.g. in the existing Insert Subscriber Data message to SGSN). Otherwise the result would be that the CSG list in HSS might grow over time, not allowing new CSG IDs to be entered due to the maximum limit of 50 CSG IDs per subscriber.

· When a CSG ID expires, it implies that subscription data in HSS is changed. It is proposed that HSS shall not inform MME/SGSN/MSC each time any CSG ID for any subscriber expires. Another option is to let HSS supervise the timers, and to update MME/SGSN/MSC each time a timer expires, but this seems to increase the signalling from HSS to MME/SGSN/MSC and is therefore not preferred.

· If a new CSG ID is added or removed in the subscribers CSG ID list in HSS, or an expiration time is changed, it seems necessary to always send the complete list of CSG IDs to MME/SGSN/MSC according to current CT4 specifications.

Functionality in MME/SGSN/MSC:

· It is assumed that MME, SGSN and MSC have the same type of functionality for timer expiration handling.

· At any type of access control of a UE entering a CSG cell, the MME/SGSN/MSC must check that the CSG ID of the CSG cell corresponds to a CSG ID in the subscription data, and in addition that the expiration date hasn’t passed.
· If the MME/SGSN/MSC receives updated subscription data from HSS, it needs to check whether any CGS ID is removed, or any expiration time is changed. No action is required if one or several CSG ID are added.
· If the expiration time for a CSG ID for an attached user expires, it seems needed that MME/SGSN/MSC performs the following actions:
· If the UE is in Idle mode, MME/SGSN/MSC pages the UE. There are three possible cases:

· The UE is camped on the CSG ID that has expired. Solution: The page will lead to the UE performing a Service Request. This Service Request can then be rejected by the MME/SGSN/MSC with an appropriate cause code, indicating that the CSG ID is not allowed. The UE will then remove this CSG ID from its list of Allowed CSG IDs, and will move into macro coverage, or into another CSG cell, depending on the content of its Allowed CSG ID list.
· The UE is camped on another cell than the CSG cell with the CSG ID that has expired. Solution: The MME/SGSN/MSC accepts the Service Request and informs the UEof the expired CSG ID. It is FFS what mechanism to use to inform the UE of the expired CSG ID.
· The UE is not reachable. Solution: The MME/SGSN/MSC do not remove the expired CSG ID, but marks it for removal. If there are incoming data for the UE, it will be also paged in cells of these CSD IDs. The CSG ID is not removed until the MME/SGSN/MSC can reach the UE and confirm that the UE has updated its list. It is FFS how to handle the case when the UE attaches to another MME/SGSN/MSC when it becomes reachable again.
· If the UE is in Connected mode, there are two possible cases:

· The UE is connected via the CSG cell of the expired CSG ID. Solution: MME/SGSN/MSC performs an S1-release or Iu-release with an appropriate error code. This shall lead to the UE performing a TAU/RAU/LAU in macro-cell (or another CSG cell).

· 
· The UE is connected via another cell than the CSG cell of the expired CSG ID. Solution: It is FFS how the UE is notified of the expiry of the CSG ID. 
· Note that the requirement for Rel-9 is to divert the traffic to a non-CSG cell, which may require new procedures for network initiated handovers.

Functionality in UE:

· It can be discussed whether the UE in addition also need to know the expiration time. However, it does not seem possible to trust the UE to always obey the expiration time, which means that MME/SGSN/MSC must supervise it anyway. Therefore it would be duplicate functionality to require the UE to also supervise the expiration time.

· The UE does not get the expiration time according to existing standardisation work in other bodies, and it is neither required by SA1. One way to get the expiration time to the UE is to send it from the OMA DM server in addition to the CSG IDs, but this do not cover the cases where operators do not use OMA DM servers and rely on manual CSG ID addition. So in such cases would MME/SGSN/MSC anyway need to supervise the expiration time, or to add new procedures to convey the expiration time to the UE
· The expiration time for a CSG ID is defined by CT4 to be an absolute time. For a UE it doesn’t seem trivial to precisely supervise that an absolute time has expired, and in such cases would the MME/SGSN/MSC anyway need to supervise it. An alternative is to add procedures to let the network convey absolute time to the UE, but this will introduce additional complexity in the UE and the network.

· Since it is concluded above that MME/SGSN/MSC must supervise the expiration time, an expiration time in the UE as well seems to cause race conditions and unnecessary signalling, since both the MME/SGSN/MSC and the UE at probably the same time tries to perform similar actions at CSG ID expiration.

· Due to the above reasons it is proposed that the UE do not receive or handle the expiration time for a CSG ID.

Functionality in other entities:

· It is also possible for a potential CSG list server to inform the UE over OMA DM of a changed list of allowed CSG IDs, caused by the expiration time for a CSG ID.
6.1.x.3
Evaluation
********************** END OF CHANGE *****************************
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