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Introduction

The problem of how the UE figures out which IP-flows have been provided what QoS in the target access during inter access-system HO has been presented in the previous two meetings and some discussions have occurred (see  S2-087482, etc). 
The agreement for PCC is that the network [PCRF + (BBERF, PCEF)] sets up resources in the target access independent of whether the resources in the source were UE-init or NW-init. The problem mostly concerns with the state of QoS allocation for resources that have been setup by UE-init in the source access. For resources that have been setup in the source by the NW-init, the PCRF can inform the operator domain (eg P-CSCF in IMS) via the Rx interface if QoS has been modified/not-met.

Three solutions are on the table:

1. UE does IP-filter analysis

2. UE does IP-filter bit-matching

3. UE does IP-flow identifier mapping (Global filter identifier)
In this paper we will not describe the details of each of these, as interested folks have participated in previous online and off-line discussions. We focus on the pros and cons of the different approaches.

Before proceeding, lets figure out what the bounds of the problem are. First with regards to number of filters that one should expect to see in a UE. Best to look at 3GPP 3G. First lets look at theoretical maximum. There are a maximum of 11 PDP contexts (EPS bearers) with a maximum of 16 filters per bearer(TS 24.008) giving a maximum of 11*16 =  176 filters. Typically one does not expect to see more than 5-6 bearers per UE and public information for UMTS from a major chip vendor [1] states a maximum of 8 filters per PDP context. So we are talking about 6*8 = 48 filter at the maximum in the field per UE. 

So typically on a hand-held UE (limited processing) one could expect to see about 10-30 filters with a maximum of 50 filters.

Also, the filters when passed from the PCRF to the access-system (3GPP or non-3GPP) are described by the IPfilterRule of Diameter RFC3588 which can allow the PCRF to provide filters which have port-ranges. Both 3GPP and 3GPP2 use similar format for IP filters, i.e IPfilterRule. So we are not talking about random formats for filters, but formats that are IETF specified and used in current accesses.
IPFilterRule

      The IPFilterRule format is derived from the OctetString AVP Base

      Format.  It uses the ASCII charset.  Packets may be filtered based

      on the following information that is associated with it:

         Direction                          (in or out)

         Source and destination IP address  (possibly masked)

         Protocol

         Source and destination port        (lists or ranges)

         TCP flags

         IP fragment flag (- not used
         IP options ( not used
         ICMP types ( not used
APPROACH-1: UE does IP-filter analysis

Filters are provided to the UE in a precedence order, along with the Qos for the filter: { Precedence, filter, QoS}. In order for the UE to figure out if a particular IP-flow {IP_Filtr-1} for an application that performed UE-init resource allocation is source was provided what QoS resource in the target access, the UE will need to compare this filter with a set of TFT-filters in precedence order, as shown in the figure below. The matching is aborted either when an exact match if found or a logical-match is found to an filter in the TFT-filter set.

[image: image1]
Figure-1: Matching of a filter for a particular application against the set of TFT-filters in the UE to determine the QoS provided  to that particular flow. Control-plane processing.
Few points to note here:
· The matching is only done once after handoff to determine what QoS is provided to an IP-flow.
· This is not done in real-time, i.e this is not a user-plane process.
· Each match is not a bit-matching but to see if a application-filter is covered within the scope of the TFT-filters, ie. Destination address 192.168.2.128 is covered within 192.168.2.0/225.225.225.0. However, in most cases the comparison can be reduced to bit-matching per-filter by use of the masking-flag.
One should also note that similar processes of matching in real-time in the user-plane needs to be performed for each IP packet to figure out which bearer the packet needs to be placed on. The reverse of the process used in the PDN-GW as shown in TS 23.203 is performed by the UE in the user plane. 
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Figure 6.4: The service data flow template role in detecting the downlink part of a service data flow and mapping to IP-CAN bearers. [Ref: TS 23.203]
APPROACH-2: UE does IP-filter bit-matching

This case is similar to approach-1, except that the requirement is that filter in TFTs match exactly the filter that the UE had provided to the PCRF. Hence, the requirement is that the access-network does not modify any of the filters provided by the PCRF when forwarding to the UE. 
Here the matching can be simplified by using hash function for matching the filters, since there has to be an exact match. Hence sequential processing in precedence order is not required.
APPROACH-3: UE does IP-flow identifier mapping (Global flow identifier)
Here the assumption is that there is a unique scalar identifier for each filter, say a 8 bit number (0,255), associated with each filter. This filter identifier is not modified by the access-network and needs to be provided to the UE in both the source and target access. 
Comparison of the different approaches

The following table provides a comparison of the different approaches.

	Parameter 
	UE does filter-analysis
	UE does filter bit-matching
	Global filter ID approach

	Control plane UE processing
	Highest -filter-analysis

(NOTE-1. NOTE-2)
	Medium bit-matching
	Low –ID (Scalar) matching 

	Bearer-plane PCEF/BBERF processing
	Lowest

Filters can be combined i.e wildcarded. 
	High

PDN-GW cannot simplify filters on individual bearers (wild-carding). Number of filters is high..
	High

PDN-GW cannot simplify filters on individual bearers (wild-carding). Number of filters is high.

	Restriction on access
	None.
	Access cannot remove/modify filters provided by PCRF. 
Also larger signalling messages to the UE
	Access cannot remove/modify filters and ID provided by the PCRF. 



	Impacts to specification
	None
	Medium

23.203 needs to add this restriction along with impacts to flows.
All accesses supporting PCC will need to update specification to ensure that filters provided by PCRF are not modified
	High

Global filter ID field needs to be added on Gx interface.
Global filter ID management needs to be supported between UE and PCRF. Management of global filter ID to be added to 23.203 and Stage-3

All access (23.401, 23.402) need to be able to forward the filter-identifier to the UE.

	Support by existing accesses
	3GPP and 3GPP2
	None. 

GGSNs can modify filters when mapping to bearers. 
	Partial for 3GPP. No support in 3GPP2
TFT includes a filter identifier files (8 bits). Hoewever. not stated how the filter-Id in the TFT on Gx and Gn/Gp are related.


NOTE-1: This processing is not in user-plane (hence non-real-time). Also, similar processing is performed by UE in user-plane (real-time).

NOTE-2: Processing can be reduced by combining filters, eg wildcarding certain fields in the filters.

Table-1: A comparison of the different approaches.

One of the issues to pay attention to is the processing load on the BBERF/PCEF, since these nodes will be supporting a large number of UE and bearers per UE. The restriction posed by approach-2 and approach-3 could have impacts on the processing of the BBF function. Assume the situation that in the target access, the Qos of all the flows can be met by placing these on the default bearer (eg sufficient BW is available) and hence the wild-card filter (*.*.*.*.*) can be used in both the UL and DL direction. However, with approach 2 and 3, the BBERF will still need to keep all the individual filters of the flows. This would be the same with UE. 
Conclusion

The pro-cons are discussed and a decision made as to which approach should be adopted. 
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