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Abstract of the contribution:

This paper proposes access control list functionality at the IMS border.
Discussion:

This paper discusses the use and capabilities of access control lists that will help drive requirements for the structure and content of such lists
                                                  <Begin Change >                                                                                
7.1.2.x
 ACL content and structure

ACLs shall be used to provide access control for the following functions:

· -
Permit: The session is accepted and processed.

· -
Deny: The  session is rejected.

· -
Log: Logs  the sessions meeting the criteria specified in the ACL.

ACLs would of the following types :

· -
Inbound ACLs: These ACLs will be applied to inbound sessions that are entering the IMS CN.

· -
Outbound ACLs: These ACLs will be applied to inbound sessions that are exiting the IMS CN.
As an example, an ACL ABNF is shown below:

{permit|deny} [log] {criteria}
log

Enables logging for sessions meeting the criteria specified in the ACL.

criteria The criteria to compare packets against as described in the section that follows.

Criteria

Each ACL consists of one or more rules specifying the criteria that session initiation requests shall be

compared against. The following criteria may be supported:

· -
Any: Applies to all the session requests
· -
Source IP: Applies to session requests based on source IP address.

· -
Source AoR :   Applies to session requests based on the source AoR.

· -
Destination AoR : Applies to session requests based on the destination AoR.

                                                           <end change>                                                                          
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