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Abstract of the contribution:

The mechanism how wild card APN is used in EPS is unclear. We propose that when the UE connects to an APN not explicitly mentioned in the subscription profile, a new temporary subscription context be added. We also describe that the subscription context between the MME/SGSN and HSS can become unsynchronized due to presence of temporary subscription context. We describe different mechanisms to handle the issue and suggest that adding a subscription type parameter in the subscription data of MME and HSS is the best mechanism for solving the issue.
Introduction:

In SA2#69, the concept of Wild card APN (in SA2-088035) was approved for EPS. This mechanism was already present in Rel-7 UTRAN/GERAN networks. The presence of the Wild Card APN in the subscription profile denotes that the UE is authorized to access all the APNs accessible in the operator network. The Wild Card APN eases the configuration as the subscriber profiles for each APN need not be included for the UE if the UE is authorized for all the APNs.

Subscription Profile Management:

In 3GPP TS 23.402 (and in TS 23.401 for interworking with non-3GPP networks), the MME/non-3GPP access networks update the HSS of the PDN GW ID of the PDN GW allocated to the UE when the UE connects to a PDN. The PDN GW ID is stored in the relevant subscription profile of MME and HSS (and AAA if the UE is connected via non-3GPP access). Similarly when the UE detaches from a PDN Connection, the PDN GW ID will deleted from the subscription profile for the corresponding APN of the UE.
When the UE attaches to an additional PDN connectivity in non-3GPP access, HSS is updated by the AAA server of the PDN GW ID. The HSS in turn updates the MME of the PDN GW ID using the insert subscriber profile.

When the UE detaches from a PDN connection in non-3GPP access, the HSS is updated to delete the PDN GW ID from the relevant subscription profile by the AAA server. Similarly, the HSS updates the MME using insert subscription profile to delete the PDN GW ID.

When the UE attaches or detaches from a PDN connection in LTE/3GPP access, the MME/SGSN updates/deletes the PDN GW ID from the subscription by sending update location information message to HSS.
Types of subscription records:

When a Wild Card APN is present in the subscription profile, the subscription profile consists of the following subscriptions:

· One entry for the APN Corresponding to default PDN

· One For the Wild Card APN

· Zero or more entries for the APNs which need special information like static IP addresses
When wild card APN is present, the subscription profile for all the APNs which the UE can access is not present. When UE connects to an APN (not present in subscription profile explicitly) in non-3GPP, the HSS should add a subscription record for this APN to store a PDN GW ID. A similar record needs to be added in the MME using insert subscription profile. When UE connects to such an APN in 3GPP access, MME/SGSN should add a new record in the subscription profile for this APN. This is also added in the HSS.
Principle 1: When a new PDN connection is established by the UE, HSS should add a new record in the subscription context corresponding to the APN for the UE.
When the UE detaches from such an APN in non-3GPP access, the HSS deletes the subscription record for this APN. HSS deletes the record from MME as well.
When the UE disconnects from the PDN, the MME has to delete the record for the APN and also delete the record from the HSS.
Principle 2: When the UE disconnects from the PDN connection for which APN there was no explicit entry in the HSS, the HSS deletes the record from the subscription profile. 
Conclusion 1: To allow for the HSS to add and delete the records upon PDN connection and disconnection respectively, the subscription profile records for the APNs which are dynamically added in the HSS need to be specially handled from other static subscription records. Thus the changes required are:

· Whenever the HSS is updated with PDN GW ID, specify that if the HSS does not have a specific entry for the APN a new temporary record is created for storing the information.

· When HSS is informed of the deletion of the PDN GW ID, we should specify in TS 23.401 and TS 23.402 that if the subscription record is a temporary record, then the record is deleted from the subscription profile.
If we agree to principles 1 and 2, we have an option whether this temporary nature of the subscription record be informed to MME or not. If the temporary nature of subscription records is not informed to the MME, the MME subscription data and the HSS subscription data will eventually become unsynchronized. This will happen when the UE disconnects from a PDN connection for which a temporary subscription context has been stored in the HSS and the HSS deletes the subscription context upon receiving deregistration of PDN GW ID. However since MME is unaware of the temporary nature of the subscription context, the subscription context is not deleted from the MME. This can cause the network to mis-behave in certain cases as defined in the Annex of this paper. Thus we propose to endorse the principle that the MME and HSS data is never unsynchronized. 
Principle 3: The subscription context between the MME/SGSN and the HSS is always synchronized i.e. whenever a subscription context is added/deleted from the HSS; the same is reflected in MME/SGSN, if MME/SGSN has cached the context.

If principle 1, 2 and 3 are agreed, MME also should be updated as explained in Principles 1 and 2 upon connection and disconnection to PDNs. The MME is updated in 2 different cases:

· When the UE is connected to 3GPP access, the MME updates its records and then informs the HSS of the PDN connection or disconnection.

· When UE is connected to non-3GPP access, the MME is updated by the HSS whenever the UE connects or disconnects from a PDN connection.

There are 2 different solutions for updating the MME:

Solution 1:

The ‘temporariness’ of the subscription profile for the APNs is informed to the MME when the MME is updated of the subscription profile. Similarly when MME adds a new entry for the APN (if not present in the subscription), the ‘temporariness’ is marked. 

Thus whenever a PDN GW ID is deleted from the subscription profile, MME deletes the entire record if the profile is marked as temporary.

Advantages:

Consistent behavior in HSS and MME in dealing with the subscription profile. The subscription profiles in HSS and MME are always synchronized.

Disadvantage:

Need to update the HSS and MME with a standard indicator for indicating temporary subscription profile.

Solution 2:
The HSS manages the temporary subscription contexts without exposing them to MME or any other node. Thus whenever a request for updating a PDN GW ID is received from AAA server for an temporary subscription context, the HSS adds a new subscription context and also explicitly requests MME to add the subscription context. 
When the HSS receives a request to delete a PDN subscription context from AAA server/MME, the HSS checks that this is a temporary subscription context. If so, the HSS initiates a Purge procedure to delete the subscription context explicitly from all nodes which have cached the subscription. Thus for e.g., if the UE is attached via 3GPP access and disconnects from the subscription context, the MME sends the notify request to deregister the PDN GW ID as usual. However upon verifying that this is a temporary subscription, the HSS has to initiate a delete subscription profile procedure towards the MME. 
Advantage:
MME/AAA server need not be aware of the temporary subscription.
Disadvantage:

HSS needs to initiate a new procedure to explicitly delete the subscription upon receipt of request to deregister the PDN GW ID. Thus additional signaling load on HSS is required.
Conclusion 2:

We propose to follow the solution 1 as the system will be robust with no additional signaling load on HSS. For implementing the solution 1, the changes suggested are:

· In a subscription profile, include a flag to indicate whether the profile is temporary.

· Specify that whenever MME adds the subscription profile, it includes in the profile whether this is temporary profile.
· Whenever the MME deletes PDN GW ID from a subscription profile, delete the whole record if the profile is temporary.

Proposal:

The above proposed changes (from conclusion 1 and conclusion 2) can be found in the 23.401 CRNum 0740, S2-090080 and 23.402 CRNum 0567 S2-090081. 

Annex:

The subscription profile for the UE may be updated with a new APN for various reasons: e.g.  change in subscription.  If the HSS does not inform MME of the type of subscription profile, there is a chance that the temporary subscription profile may stick around in the MME for long time. This can cause unauthorized access to the UE in some cases like the scenario:

1. UE connects to APN 1 not in the subscription profile. However the UE is authorized for the accessing APN 1 since wild card APN Is present in the UEs subscription.

2. HSS and MME updates the profile with a new record for APN 1.

3. UE hands over to MME and disconnects from the APN 1.

4. MME deletes the PDN GW from APN 1 and updates HSS (which deletes the record).

5. Now HSS updates the subscription profile to delete the wild card APN. However the subscription for APN 1 is still present in MME and may be present for long time. As long as this is present, the UE can access APN 1.

