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Abstract of the contribution: This contribution proposes new functionalities to be considered at the IMS border nodes for interconnection of IMS-based services, as well as new definitions.
Introduction

New functionalities are identified as needed in the interconnection nodes to improve the management, control and provision of services when two or more operators are involved (roaming/interworking scenarios).

Also, definitions are added for Inbound/Outbound Session/Traffic, to clarify these notions (e.g. traffic flowing out of a border entity inwards the considered IMS network is Inbound Traffic).
Proposed Changes

The following changes are proposed to be made against TR 23.848.

**** 1st change ****

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Access Control List (ACL): Static or dynamic list that stores information of allowed/forbidden interconnected peers (remote domains/networks/parties).
Inbound Session: Session originated in another IMS or SIP network, routed into the considered IMS network through IMS border entities.
Inbound Traffic: Data traffic associated with an Inbound or Outbound Session, flowing into the considered IMS network through IMS border entities.
Lawful Interception (LI): Interception of telecommunications traffic and related information in modern telecommunications systems due to laws of individual nations and regional institutions, and sometimes licensing and operating conditions. It has to be noted that lawful interception shall always be done in accordance with the applicable national or regional laws and technical regulations [13].
Outbound Session: Session routed to another IMS or SIP network through IMS border entities,
Outbound Traffic: Data traffic associated with an Inbound or Outbound Session, flowing out of the considered IMS network through IMS border entities.
**** 2nd change ****

6
Functionalities for IMS Interconnection

Editor’s note: This chapter to gather functionalities detected in previous scenarios, classified by control and user related functionalities.

6.1
Control Plane

This clause is a summary of the control plane functionalities that may be needed by an IMS operator at the border.

The list of new functions to be considered for the control plane is as follows:

-
Service level interoperability related features:

-
Signalling transport protocol selection and interworking (i.e. dynamic transport protocol change for signalling; e.g. switching between UDP, TCP, SCTP,… for transport of SIP signalling between the interconnected peering networks).

-
Signalling interworking. It should be possible to look inside SIP signalling, concretely the SDP message, to apply local policies that aim at avoiding inter-domain malfunctions (e.g. removing codecs not supported at the interconnected peer, codec reordering/stripping in “m” lines to normalize and prioritize codecs maintaining the principle of precedence of offered codecs by UE over the ones offered by IBCF, removing “a” lines included by some terminals that expose intra-domain IP addresses,…).
-
Interworking between SIP and other protocols (e.g. H.323, SIP-I)
-
Service Level Agreement enforcement related features:

-
Resource admission control, according to Service Level Agreement (SLA) agreed between involved parties. This may be based on policies per interconnected domain or per Public Service destination (e.g. application of specific resource control policy to sessions targeted to PSIs related to gaming services), using quantitative criteria (e.g. total number of established Inbound/Outbound Sessions, total amount of related bandwidth consumed, application of an agreed traffic model), and/or qualitative criteria (e.g. number of sessions with a given priority, QoS, media type). Prior establishment of a new session, it is verified that the available resources are compatible with the requested resources taking into account existing reservations (i.e. number of current sessions/bandwidth already allocated) in order to assess the limit is not surpassed, and consequently accept or reject this new session. Inside this functionality two specific procedures could be applied:

-
Session rate based admission control. This means controlling total number of Inbound Session attempts in a given window of time coming from the interconnected domain. In case the number of session attempts exceeds an agreed threshold, incoming sessions should be rejected during a grace period.
-
Overbooking admission control: additional admission control procedure used when there is a lack of resource availability for a specific request. In this case, it should be considered (sum) the available resources plus the already committed resources for other requests and verified whether the requested resources do not exceed this amount. If it is the case, the admission is granted provided that only one request commits the same resources at a time; otherwise the request shall be denied.
-
Authorization of network resources after a successful admission control procedure.

-
End-to-End QoS management related features:

-
Policy control: static and dynamic policies to apply in the transport plane in order to control the resource allocation and bandwidth reservation (maximum/guaranteed bandwidth) procedures as well as dynamic pin-holing (i.e. gating control).

-
Support for the packet marking of Inbound/Outbound Traffic (e.g. setting the DiffServ Code Point, based on the associated QoS Class Identifier -QCI-).
-
Load Balancing and Routing management related features: 

-
Load Balancing across multiple remote IBCF nodes at interconnected peering network(s) with equal level of priority.
-
Routing to multiple remote IBCF nodes at interconnected peering network(s), allowing several levels of priority between these nodes (e.g. using one node as primary and another node for overflow). This may be based on various criteria, such as threshold on the number of simultaneous sessions or on the total traffic sent to a peering network.
-
Dynamic adaptation of routes in order to handle with different situations: node failures, overloads, precedence as destination. For this purpose, routing policies could be applied.

-
Route hunting (serial forking) of sessions to remote IBCF nodes (multiple IBCF entry nodes at remote network forking to multiple interconnect peering networks). This may be accomplished by means of local route tables or external ENUM resources.
-
Routing based on qualitative criteria:

-
originating peering networks (e.g. to provide the service agreed between peering operators),
-
specific SIP header value (e.g. to apply priority service).
-
Selection of the TrGW to be used, based on the load of each TrGW.
-
Security and protection related features:

-
Denial of Service (DoS) protection and prevention mechanisms (e.g. attacks from unknown/untrusted sources, volume-based attacks).

-
Message size verification, ensuring signalling messages formats do not exceed the sizes according to the corresponding standards (e.g. SIP message size control), avoiding to waste unnecessary resources (i.e bandwidth).
-
Overload control features:

-
Session spacing: this means preventing incoming session attempts occurring before a given delay after the last admitted session.

-
Session blocking: this means limiting the rate of accepted session to a given percentage (e.g. accept only 50% of incoming sessions).

-
Filtering of SIP methods and headers.
-
Ensuring authentication of the peering network, and signalling integrity, confidentiality and non-repudiation.
Editor’s Note 1: Determination of what security related features are required is subject to investigation by SA3 (for example in the SA3 feasibility study on unsolicited communication).
-
Access control features:

-
Management of Access Control Lists (ACLs); static and dynamic provision of allowed/forbidden domains/networks for enforcement of access control.

-
System redundancy features:

-
System redundancy: back-up functionality in order to maintain service to the end user when an attack or disaster drops down the active system at the interconnection border (e.g. when a natural disaster or an attack drops down an IBCF, another IBCF should handle the current sessions of the first one). 3GPP TR 23.812 [18] will document the results of the Study on IMS Evolution, including the results of investigation into IMS system redundancy in general.
-
Regulatory related features:

-
Priority service support. The exact meaning of priority is left to national regulation and network configuration.
-
IMS Emergency calls support, handling and prioritization. Specific details for IP-CAN networks (i.e. GPRS and EPS) are being specified in 3GPP TR 23.869 [14].

-
Lawful Interception of signalling (control plane).

Editor’s Note 2: Security and Other features possibly should be considered inside SA3.
6.2
User Plane

This clause is a summary of the user plane functionalities that may be needed by an IMS operator at the border.

The list of new functions to be considered for the user plane is as follows:

-
NA(P)T

-
Transrating (i.e. change of codec packetization time)
-
Detection of inactive bearer connections: in case no Inbound Traffic is received for a significant period of time, the IMS border may decide to release the session.
NOTE: This is to avoid maintaining "ghost" sessions, for which the UE connected to another network has been disconnected without releasing the session; in such case the serving network should detect the disconnection and release the session, but the IMS network needs to protect itself in case the peering network does not behave properly.
-
End-to-End QoS management related features:

-
Dynamic pin-holing: opening/closing gates on a session-by-session basis (i.e. packets filtering depending on IP address/port, domain, number of connections, etc).

-
Resource allocation and bandwidth reservation (per IP flow) for Inbound/Outbound Traffic.
-
Packet Marking (per IP flow) for Inbound/Outbound Traffic: appliance of QoS differentiation mechanisms to allow an efficient and adequate management of the IP flows in the transport plane (i.e Diffserv, ToS class, MPLS support).

-
Media policing of Inbound/Outbound Traffic based on static and dynamic policies (e.g. bandwidth control).

-
Resource monitoring and reporting: QoS parameters like jitter, delay, data throughput, bandwidth, number of connections, session duration, octets send/received,…should be monitored for several purposes (e.g. from charging purposes up to real-time evaluation of the network, route performance and SLA verification). QoS metrics should be collected and reported on a per-session basis and with different levels of granularity [9]:

-
IP granularity: session duration, octets sent/received, discarded packets,…

-
Service granularity (e.g. RTP): packets sent/received, packet loss (%), delay, jitter, throughput,…

-
Multilevel end-to-end billing related features:

-
IP flow-based charging in the user plane: generation of Charging Data Records (CDRs) and forward them to the Billing Domain for further processing, e.g. making subscriber bills. The user plane CDRs should contain information about the QoS applied for the interconnected domain to adequate the charging to the real E2E QoS enjoyed by the subscriber (e.g. the QoS applied in the UNI side could not be achieved in the NNI side).

-
Routing related features:

-
Based on local routing policies and real-time traffic conditions monitored, it should be possible to use the best path to provide the service (i.e. manage the volume and rate of traffic).

NOTE: specific implications of supporting Local Breakout and Optimal Media Routing are FFS.
-
Security related features:

-
Handling of media flows according to DoS protection and prevention mechanisms.

-
Message size verification, ensuring media messages formats do not exceed the sizes according to the corresponding standards (e.g. RTP message size control), avoiding to waste unnecessary resources (i.e. bandwidth).

Editor’s Note 1: Determination of what security related features are required is subject to investigation by SA3 (for example in the SA3 feasibility study on unsolicited communication).
-
System redundancy features:

-
System redundancy: back-up functionality in order to maintain service to the end user when an attack or disaster drops down the active system at the interconnection border (e.g. when a natural disaster or an attack drops down a TrGW, another TrGW should handle the media flows, related to the current sessions, of the first one). 3GPP TR 23.812 [18] will document the results of the Study on IMS Evolution, including the results of investigation into IMS system redundancy in general.

-
Regulatory features:

-
Lawful Interception of media (user plane).

Editor’s Note 2: Security and Other features possibly should be considered inside SA3. 

**** End of change ****
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