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1. Overall Description:

SA2 would like to thank SA3 for the LS on the use of DTLS-SRTP for media security. 
SA2 can confirm that there are a number of potential architectural impacts of DTLS-SRTP that would impact the end-user experience of the call. Such impacts includes, 
-
the need to ensure that the gates are open in media related functions, such as IBCF/TrGW, and PCC (to avoid media clipping), 
-
allow additional resources than negotiated to ensure that the DTLS handshake can be performed, 
-
changes to the IBCFs, MRFPs, and other media controlling nodes to handle DTLS-SRTP traffic to be passed through. This may in particular be a problem in case transcoding or other media related functions are performed. 

-
It is not clear how this would work for uni-directional media. 

In a single operator scenario, where only one operator would deploy the media security solution, changes to mitigate some of the side effects of DTLS-SRTP may be possible. However, for inter-operator scenarios, with the possibility of roaming this may not be possible as it would put requirements both on the visited and terminating network. To use DTLS-SRTP in IMS would require that all operators and interconnect networks would make the trade-offs needed (such as pre-open gates in IBCFs/TrGWs, PCC and other media controlling nodes, over commitment of resources etc). 

SA2 noted that the main reason that these problems occur is due to that DLTS-SRTP mixes control traffic (i.e., key management) and media traffic (protected payload) together.  A solution where a separation of the control traffic and media traffic is achieved would not attribute the same problems. 
2. Actions:

To SA3 group.

ACTION: 
SA2 foresee architectural problems with DTLS-SRTP as listed above and therefore recommends SA3 to take those into account when making a decision on solutions.
3. Date of Next TSG-SA WG2 Meetings:

TSG-SA2 Meeting #71 
16th – 20th February 2009
Budapest, Hungary.

TSG-SA2 Meeting #72
30th March – 3rd April 2009
Asia
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