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Abstract of the contribution:

Service requirements for HNB and HeNB include owner determined, operator controlled configuration. Architectural aspects of these functions are explored and possible solutions are considered.

Introduction

Requirements for HNB and HeNB [1] include owner controlled configuration options. Provided the operator allows this form of configuration, the owner should be able to enable

· local IP access

· "open" or "hybrid" mode 

· the establishment of  temporary group membership.

This constitutes a new form of configuration for the RAN/CN interface; access node behavior has been traditionally controlled exclusively by the operator.  These capabilities are sought not only for  release 9 but also for release 8 systems.  This paper explores issues surrounding owner configuration and considers possible approaches to avoiding impact on the release 8 EPS architecture. The goal is to develop a shared understanding of the problem so that a solution can be provided. 

Please consider your responses to the assertions below.

Discussion

1. H(e)NB Operator control over H(e)NB Owner-defined configuration

Temporary group membership "is managed by both the registered owner and the network operator."  How can authorization be managed by both the registered owner and network operator?

Hybrid access mode is "subject to network operator and HNB/HeNB owner agreement." How is this agreement possible? 
Local IP access by means of the H(e)NB may be enabled by "the H(e)NB Operator or the Owner, within the limits set by the H(e)NB Operator." [1] How can the H(e)NB Operator limit the behavior of the H(e)NB controlled by the operator?

Assertion 1: The H(e)NB Operator control requirements expressed above may be reduced to three "switches" that would allow temporary group membership, open/hybrid access mode and local IP access controlled by the H(e)NB Operator. Only if the H(e)NB Operator consents would it be possible for the H(e)NB Owner to configure the H(e)NB.

2. Enforcement of H(e)NB Owner-defined configuration

2.1 Enforcement of Local IP Access Configuration

During Local IP Access, the H(e)NB functions as a bridge between a local network and the radio access provided to the UE. No additional user plane or control function is required for Local IP Access from the EPC (as long as the Local IP Access has been consented to by the H(e)NB Operator). 

Assertion 2: Local IP Access Configuration may be a matter of local enforcement in the H(e)NB.

2.2 "Open" or "Hybrid" mode configuration

The principle difference between open, hybrid and closed mode is whether only CSG members are granted service. In Closed mode, the H(e)NB transmits the CSG ID in SIB. This prevents (properly behaving) UEs whose subscriptions do not include the CSG ID in their CSG Allowed List from attempting to register. In open or hybrid mode, the CSG ID is not transmitted, and any UE may attempt to obtain access to the network.

In any case, whether "Open", "Hybrid" or "Closed" access, the authorization of the UE will be performed by the MME.

Assertion 3: Whether to send the CSG ID in the SIB may be a matter of local enforcement in the H(e)NB, as determined by the policy of the H(e)NB Owner.

2.3 Temporary Group Membership

An H(e)NB Owner, with consent of the H(e)NB Operator, may define temporary CSG membership. Normally, when a UE attempts to register with the network, how is the CSG membership checked? RAN3 and CT4 have assumed that this is done in the MME (or SGSN) using subscription data associated with the UE.  In [S2-090098] it is further suggested that SA2 accept this architectural assumption.
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Figure 1: CSG Enforcement of UE Registration using Subscription Data

Assuming that use of a subscription-based CSG Allowed List is agreed, subscription data is entirely controlled by the Operator, as is shown in Figure 1.  This would have to change to allow the MME (or SGSN) to enforce both a subscription policy based CSG Allowed List and an H(e)NB Owner-defined Temporary Membership.
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Figure 2: CSG Enforcement of UE Registration using Owner-defined and Subscription Data

This model is difficult as it is not clear how the Owner-defined information can be provisioned to the MME or SGSN. (The possibility and implications of storing this Owner-defined information in the  HSS is considered below in section 3 of this paper.)
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Figure 3: CSG Enforcement spread between H(e)NB and MME/SGSN

Another possibility may be to enforce the owner defined policy in the H(e)NB, as shown in Figure 3. Here, the owner-defined configuraiton would be applied in the H(e)NB in addition to, but distinctly from the subscription based CSG Allowed list. This would have the advantage of isolating the MME and SGSN from the owner-defined configuration. The H(e)NB would in this case simply disallow certain subscribers while allowing others. This approach would however have certain architectural implications.

· The H(e)NB would need to be aware of the UE's identity to enforce the Owner-defined temporary membership list.

· Enforcement of the Owner-defined Temporary Membership List would be exclusive of the Subscription based list. Potentially, the H(e)NB operator could fully delegate the definition of the temporary membership list to the H(e)NB owner. However, when the H(e)NB owner chooses that a subscriber is permitted, the MME or SGSN must not exclude that subscriber because the H(e)NB ID is not on the CSG Allowed List.

· If the H(e)NB broadcasts its CSG ID the UE will only register if it is configured with the CSG ID in its Allowed CSG List. So either

· A: the UE is informed of its temporary membership.

In this case the H(e)NB may broadcast the CSG ID and the UE will know to register as it is a member  of this group.

· B: the UE will not be informed of its temporary membership. 

In this case, the H(e)NB would not broadcast its CSG ID as it would exclude temporary members.
Instead, the UE temporary membership must be taken into consideration when a UE registers. 

Assertion 4: If it is not feasible to update the UE's configuration with temporary CSG membership information, it is not possible to support both CSG information in SIB and temporary CSG membership

Assertion 5: It would suffice for the H(e)NB Operator to consent to the H(e)NB Owner defining the Temporary Group membership to fulfill the Service Requirements.  The requirement states that Temporary group membership "is managed by both the registered owner and the network operator."
Assertion 6: Autonomous support of an H(e)NB owner-defined temporary membership list would offer advantages in that the MME and HSS would not need to be aware of this configuration. It is worth seeking a technical solution to 'split enforcement' of CSG membership between the H(e)NB and SGSN.

3. Storage of H(e)NB Owner-defined configuration

The service requirements allow the H(e)NB owner to define a temporary registration for any subscriber irrespective of PLMN (subject to roaming agreements). Thus, the subscriber allowed by the H(e)NB owner may not be a subscriber of the H(e)NB Operator. Further, the information in the HSS is per subscriber, not 'per H(e)NB.' 

Assertion 7: It is not straightfoward to store Owner-defined CSG configuration in the HSS and transmit this information to the MME or SGSN.
When a H(e)NB Operator (dis)allows a H(e)NB Owner to configure a capability this policy must be enforced and the policy must be retained. This implies an architectural requirement for storage and provisioning of the H(e)NB Operator's policy.

When a H(e)NB Owner on the other hand defines a new configuration setting for the H(e)NB, is this persistent? Presumably yes, in that generally owner configuration applies until the owner again changes the configuration setting. The storage and transport requirements of this data are not however clear. The H(e)NB Operator policy must apply irrespective of the H(e)NB's status, configuration or even existence: The Operator allows or disallows the Owner from performing configuration of their equipment in any case. The Owner is only allowed to perform configuration in the specific case that the equipment is available, functioning properly and the Operator has consented to the configuration.

Assertion 8: The H(e)NB Owner-defined configuration is only required where the configuration will be enforced. 

Assertion 9: If one accepts assertion 2, 3, 5 and 7, then storage is only needed in the H(e)NB as Owner-defined configuration will only be enforced in the H(e)NB itself.
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