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Abstract of the contribution:

A new Alternative is proposed which, based on alternative 1,outsources the specific functions of the eMSC into an Interworking Function (IWF), thus leaving the MSC untouched.

1. Introduction

Current TR 23.879v1.0.0 describes an architecture alternative based on the concept of an evolved MSC (eMSC), where this eMSC performs specific functions in order to support CS services over the EPS.  In this paper, a variation of this alternative is proposed whereby the specific functions are handled by an Interworking Function (IWF), thereby avoiding changes on the legacy systems.
2. Discussion

Overall, this approach is functionally similar to the eMSC solution but has significant advantages:

· it has no impact on legacy CS systems; 

· it reuses almost completely existing functionality (no re-invention), e.g.: 

· PCC for the control of the user plane voice bearer; 

· a subset of SRVCC for the handover functionality towards the legacy systems; 

· GAN concepts in a sense that the UE attaches to the CS domain via an IP access network.
· it minimizes the new functionality needed on the UE

The IWF presents itself to the EPS like an Application Function (AF).  The IWF presents itself to the MSC like a BSC (when the A interface is used) or a RNC (when the Iu interface is used). 
3. Proposal

Given the functional similarity with alternative 1, it is proposed to insert this as alternative 2 in the TR.

I.e., insert the following text to TR 23.879, and move the subsequent clauses in the TR accordingly.
5.2
Alternative 2 – IWF between EPS and MSC

5.2.1

Reference architecture

In this alternative, the operator may reuse the MSC Server that will control establishment of voice calls and handling of SMS under E-UTRAN coverage. However, in contrast to Alternative 1, impacts on the existing MSC Server are avoided by “outsourcing” the necessary adaptation functions into an Interworking Function (IWF).

From the EPS point of view, the IWF is perceived as an Application Function (AF). This includes the connection of the IWF to the PCC environment for the control of bearer resources.

From the CS infrastructure point of view, the IWF presents itself as a RNC (Iu used towards the MSC) or a BSC (A used towards the MSC).  No changes are needed in the CS infrastructure in order to support this solution.

Editor's Note:
This contribution covers both the use of the A and Iu interfaces.  The final interface choice A, Iu or both can be left open for stage 3 discussions and decision.

Overall, this solution has some similarity with the 3GPP GAN solution, where the IWF is represented by the GAN controller. In particular, the IWF supports the transparent transport of CS NAS signalling between the UE and the MSC. The following subclauses will explore where GAN functions can be reused by this alternative.

5.2.1.1
Non-roaming architecture

The architecture of this solution resembles the one from Alternative 1, however, the eMSC is replaced by an unchanged MSC and an IWF.  This implies that the Z1 and Z2 reference points terminate in the IWF, which itself connects to the MSC via A or Iu-cs interface.
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Figure 5.2.1.1-1: Non-roaming architecture

5.2.1.2
Roaming architecture

If the Visited PLMN supports "CS domain services over evolved PS access", the following architecture shall apply where the PDN GW and the IWF are both located in the VPLMN.

Generally, there are no specific roaming issues in this architecture.  The relationship between the VPLMN MSC and the HPLMN MSC are unchanged with respect to CS inter-PLMN interworking.  The PCRF roaming architecture is already specified in TS 23.203 [5] and can be used without any changes.

In order to allow operators to limit user-plane traffic through the PDN-GW in the VPLMN to user-plane traffic related to CSoPS service, it shall be possible to have a separate APN for CSoPS.
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Figure 5.2.1.2-1: Roaming architecture with PDN GW and IWF in VPLMN

If the Visited PLMN does not support "CS domain services over evolved PS access", the subscriber may still have access to CS domain voice calls over EPS.  However, this would result in CS call control being executed in the HPLMN rather than the VPLMN, and handover to the legacy CS system would only be possible by means of an inter-PLMN inter-MSC handover procedure.  Additional issues with this approach are listed in the legal requirements and charging sections below.  Therefore, for business/legal/technical/administrative reasons, this approach might not be considered feasible by operators.

5.2.1.3
Required functionality in network elements

As the protocol architecture figures in clause 5.2.1.5 show, this solution resembles, to some extent, the 3GPP GAN solution, where the CS infrastructure is connected to a PS-only access network via an interworking function.  Therefore, in the following subclauses, reuse of GAN functionality and principles is also taken into account.  However, it must be recognised that there are also differences, given that EPS is a 3GPP access network with full RRC protocol, mobility management and authentication, ciphering and integrity, while in GAN, the access network is an untrusted non-3GPP access without support of mobility management.  This is expected to result in appropriately reduced functionality compared with the GAN specifications, tailoring of the solution to fit the EPS environment.

The following functions are needed in the EPS:

E-UTRAN

Handover signalling as specified in SRVCC (TS23.216 [17]).  Functionality from SRVCC might be reused without changes.  
MME

Handover signalling exchange with the IWF for preparation and execution, and splitting of bearers. This is analogous functionality to that specified for the MME towards the “MSC server enhanced for SRVCC” (TS 23.216 [17]), which might be reused without changes.
It is intended to avoid or at least minimize changes to MME.
· However, the option to support UE security binding, and the need for notifying a change of MME to IWF, may lead to the introduction of new procedures over Sv interface depending on the alternatives.
In the case of no IWF Discovery from the UE, the MME provides IWF address to UE (FFS)

IWF
Behaviour like a BSC or RNC towards the CS domain. An alternative where the user plane voice circumvents the IWF should also be considered.

Behaviour like an Application Function (AF) towards the EPS and the PCRF.

Translation between the UE-IWF protocol and BSSAP/RANAP.  This includes the mapping of information between the UE and the MSC communication paths.

Handover preparation and execution in cooperation with the MME, where SRVCC functions are expected to be reused.  This includes the mapping of information received from the MME into formats that are acceptable to the MSC (e.g. cell IDs / location IDs).

MSC selection 
UE-IWF protocol; e.g., for encapsulation of NAS CS domain signalling messages, for Paging and for IWF Registration procedure to provide the UE with CN parameters that are normally broadcast in System Information, such as CN domain specific GSM-MAP NAS system information. 
Ensures UE-IWF communication is secure: 

· It is FFS if GAN-style IKEv2 authentication and IPSec tunnelling between the UE and the IWF is required (e.g., to allow for UE authentication and message integrity protection). This alternative is referred to as "Security Alternative A" further below); 
· It is FFS if UE security binding verification is required; i.e. checking whether GUTI/IMSI received in UE-IWF messages from UE IP address matches with GUTI/IMSI provided by MME during UE Attach. This alternative is referred to as "Security Alternative B" further below.
UE

CS domain registration and CS signalling using IP transport.

Introduction of a "reliable transport" layer with session management.

Communication with the IWF using a "UE-IWF" protocol; e.g., for carrying CS NAS messages and paging the UE.

VoIP on the user plane in the same way as in IMS towards a MGW. The relaying of Iu UP protocol up to the UE or the translation of Iu UP into/from AMR-RTP is FFS.
FFS whether the UE shall support IWF Discovery from the UE, or reception of IWF address from the MME, or both.

Ensures UE-IWF communication is secure:  

· Security Alternative A: It is FFS if GAN-style IKEv2 authentication and IPSec tunnelling between the UE and the IWF is required (e.g., to allow for UE authentication and message integrity protection);  

· Security Alternative B: As another alternative, no additional authentication nor IPsec security to EPS. 
Editor’s Note:
Given that the EPS is an access network, where a 3GPP authentication has already been performed for the UE before it can access the IWF, it is possible that no additional security measures are needed between the UE and the IWF. In this case, a binding between IMSI/GUTI and UE IP address needs to be verified by the IWF. 
According to operator decision, the communication link between the P-GW and the IWF can be secured similar to links towards other application servers, or VPN gateways (including the use of a specifically configured, restricted-use APN). 

There are no changes needed in the legacy system to support this alternative.

5.2.1.4
Reference points

Z2
Reference point between MME and IWF.  This reference point is analogous to Sv from SRVCC per 3GPP TS23.216 [17].

Z1
Reference point between UE and IWF.  This reference point is similar to the GAN solution but with appropriately reduced functionality (e.g. no need for IPSec for the user plane, no need for RRC type measurement result transfers to the IWF).

5.2.1.5
Protocol Stacks

A possible protocol stack for Iu-based control plane over Z1 is illustrated in figure 5.2.1.5-1.
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Figure 5.2.1.5-1: Protocol stack for control plane over Z1 (Iu-cs interface)

Note 1: It is FFS whether IPsec security is required between the UE and IWF (see sub-clause 5.2.2.2).

Editor's Note:
The final choice about use of SCTP or TCP can be left open for stage 3 discussions and decision. This layer should be selected in order to avoid terminal battery drain.
The “New Protocol” may re-use available GAN messages to minimize re-invention.
The corresponding protocol stack for user plane over Z1 is illustrated in figure 5.1.1.5-2. Below is described the same UP protocol stack as in IMS. The possibility to carry Iu UP protocol up to the UE should also be studied as an alternative.
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Figure 5.2.1.5-2: Protocol stack for user plane over Z1 (Iu-cs interface)

A possible protocol stack for A-based control plane over Z1 is illustrated in figure 5.1.1.5-3.
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Figure 5.2.1.5-3: Protocol stack for control plane over Z1 (A interface)
The “New Protocol” may re-use available GAN messages to minimize re-invention.

The corresponding protocol stack for user plane over Z1 is illustrated in figure 5.1.1.5-4. This is the same UP protocol stack as in IMS.
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Figure 5.2.1.5-4: Protocol stack for user plane over Z1 (A interface)

5.2.2
Procedures

5.2.2.1
Service Discovery

The IWF with which the UE registers may be discovered in the following ways (it is FFS which alternative(s) will be selected):

1. After having attached to the EPS network, the UE performs a procedure equivalent to the GAN discovery procedure for the purpose of "Default IWF" assignment (see "GAN-like Service Discovery" below);

2. The IWF address is provided to the UE as part of the EPS Attach procedure inside the Protocol Configuration Options (PCO) parameter;

3. After having attached to the EPS network, the UE relies on DHCP to obtain the IWF address.

4. Selection of IWF under MME control and subject to configuration.

5.2.2.1.1
GAN-like Service Discovery (1st alternative)
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Figure 5.2.2.1-1: IWF Discovery procedure

1.
The UE attaches to the network according to the Attach procedure specified in TS 23.401 [xx].

2.
The UE requests CSoEPS PDN connectivity and establishes the default EPS bearer for CSoEPS service.

3.
If the UE has a provisioned or derived FQDN of the Provisioning IWF, it performs a DNS query (via the generic IP access network provided by the EPS bearer) to obtain an IP address. If the UE has a provisioned IP address for the Provisioning IWF, the DNS step is omitted.

4.
The DNS Server returns a response including the IP Address of the Provisioning IWF.

5.
The UE establishes a secure tunnel and TCP connection to a well-defined port on the Provisioning IWF.

6.
The UE queries the Provisioning IWF for the Default IWF, using UE-IWF DISCOVERY REQUEST message. The message contains:

-
EPS Location Information.

-
UE's IMSI.

7.
The Provisioning IWF returns the UE-IWF DISCOVERY ACCEPT message, using the information provided by the UE to provide the FQDN or IP address of the Default IWF. This is done so the UE is directed to a "local" Default IWF in the HPLMN to optimize network performance.

5.2.2.2
Registration 

After having attached to the EPS network and registered with the IWF, the UE shall register to the CS Domain to become available for CS Domain services.
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Figure 5.2.2.2-1: Registration procedure

Note 1: it is FFS whether these messages are needed. 

1.
The UE may be operating in GERAN/UTRAN mode and may be registered on MSC-1 and SGSN-1.

2.
The UE initiates the EPS attach procedure as described in TS 23.401.


In alternative B where no IPSec is setup, the MME gets the subscriber's IMSI from the EPS authentication procedure and the IP address allocated by the P-GW during Attach procedure. If the UE is CSoPS capable, the MME selects the IWF from the TAI, then returns IWF IP address to the UE with Attach Accept. Furthermore, before Attach Accept is sent to the UE, a UE Security Binding procedure is performed to avoid man-in-the-middle attack by which the IWF verifies the UE binding by checking whether the GUTI or IMSI received in UE-IWF messages corresponding to the UE IP address matches with the GUTI or IMSI provided by the MME in the UE-Binding message. The MME sends UE Binding Request (Temporary User Identity (e.g. GUTI) or Permanent User Identity (e.g. IMSI), UE IP address) to the IWF. The IWF stores these information, allocates a LAI and selects the MSC in the pool of MSC's that manage the LAI.
3.
The UE requests CSoEPS PDN connectivity and establishes the default EPS bearer for CSoEPS service.

4.
In Security Alternative A, the UE establishes an IPSec tunnel to the IWF. This step does not exist in alternative B.
5.
The UE registers with the IWF, using UE-IWF REGISTER REQUEST message. The message contains:

-
EPS Location Information.

-
UE's IMSI.

6.
If the IWF accepts the registration request it shall initiate the activation of a dedicated EPS bearer for the CS signalling channel (QCI=5) using the Rx interface to the PCRF. 

7.
Once established, the IWF responds with a UE-IWF REGISTER ACCEPT message. The message contains CSoEPS specific system information, including:

· Location-area identification comprising the mobile country code, mobile network code, and location area code corresponding to the CSoEPS service area.
· CN domain specific GSM-MAP NAS system information

· The GERAN (if A interface) or UTRAN (if Iu interface) cell identity identifying the cell within the location area corresponding to the CSoEPS service area.

8-21.
The UE executes the location area update procedure via the IWF using the procedures specified in TS 43.318 [xx]. The HSS updates the stored UE record with the new CS location (MSC-2 address) and cancels the previous UE location. If the MSC-2 and MSC-1 are same, step 13-15 are skipped.
5.2.2.3
Periodic Location Update

The UE performs periodic location updates as specified in TS 23.012 [4].

5.2.2.4
EPS Detach procedure 

When the UE is detached (whatever the reason) from EPS, the IWF may be informed by the UE (i.e., sending a deregister message to the IWF prior to detaching), by the PCRF (i.e., sending a notification to the IWG of the release of the dedicated bearer used for CSoEPS signalling), or based on an indication from the MME (e.g., releasing the Sv connection with the IWF), allowing the IWF to release the associated resources: 

· EPS resources via Rx

· SCCP connection to the MSC

· UE-IWF-session with the UE

· Internal resources.

5.2.2.5
Handling of IWF or MSC failure

This is FFS.
5.2.2.6
Deregistration

The UE uses the normal CS Detach procedure.  UE detach could also be triggered by the IWF when it is informed by PCC that the IP-CAN session used to transport 24.008 over IP signalling is released, and the UE has not registered via GERAN/UTRAN at that time.

5.2.2.7
Establishment of IWF-MME communication for the UE

Either the IWF-MME communication for a specific UE is performed during the UE Binding procedure at EPS Attach (Security Alternative B) 
Or it can be set up later if no UE Binding needed (Security Alternative A). In SRVCC, the MME selects the MSC Server "based on the Target ID received in the Handover Required message" (see TS 23.216, sub-clause 6.2.2.1).

Applying this same assumption to the IWF selection by the MME assumes that there is a one-to-one relationship between Target ID (e.g., GERAN CGI) and serving IWF. However, the relationship may be one-to-many for reasons of scalability, for example. Also, even if one-to-one mapping of Target ID and IWF is used, the UE may have started the call on IWF-1 then moved to an area where the Target ID maps to IWF-2.

There are a number of potential methods of addressing this issue, some which require MME support and some which are independent of the MME. The resolution of issue is FFS.

5.2.2.8
MO and MT Call Setup
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Figure 5.2.2.8-1: MO Call Setup procedure

Note 1: it is FFS whether these messages are needed. 

The UE is operating in E-UTRAN mode and is registered with the IWF and MSC.

1-8.
The UE, IWF and MSC perform the first part of the MO call procedure using either the procedures specified in TS 43.318 [xx], or a new protocol that just encapsulates the CS NAS messages.

9.
On receipt of the Assignment Request message from the MSC (or earlier), the IWF initiates the activation of a second EPS bearer for the CS voice call using the Rx interface to the PCRF.

10-17. The UE, IWF and MSC complete the MO call procedure using either the procedures specified in TS 43.318 [xx] or a new protocol that just encapsulates the CS NAS messages.
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Figure 5.2.2.5-2: MT Call Setup procedure

Note 1: it is FFS whether these messages are needed. 

The UE is operating in E-UTRAN mode and is registered with the IWF and MSC.

1-9.
The UE, IWF and MSC perform the first part of the MT call procedure using either the procedures specified in TS 43.318 [xx] , or a new protocol that just encapsulates the CS NAS messages, with additional UE-IWF Paging message.

10.
On receipt of the Assignment Request message from the MSC (or earlier), the IWF initiates the activation of a second EPS bearer for the CS voice call using the Rx interface to the PCRF.

11-18. The UE, IWF and MSC complete the MT call procedure using either the procedures specified in TS 32.318 [xx] , or a new protocol that encapsulates the CS NAS messages.

5.2.2.9
MO and MT SMS

The scenarios in this sub-clause illustrate the use of GAN-like MO and MT SMS procedures. 
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Figure 5.2.2.6-1: MO SMS procedure

Note 1: it is FFS whether these messages are needed. 
The UE is operating in E-UTRAN mode and is registered with the IWF and MSC.

1-9.
The UE, IWF and MSC perform the MO SMS procedure using either the procedures specified in TS 43.318 [xx] , or a new protocol that just encapsulates the CS NAS messages.
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Figure 5.2.2.6-2: MT SMS procedure

Note 1: it is FFS whether these messages are needed. 
The UE is operating in E-UTRAN mode and is registered with the IWF and MSC.

1-9.
The UE, IWF and MSC perform the MO SMS procedure using either the procedures specified in TS 43.318 [xx] , or a new protocol that just encapsulates the CS NAS messages.

5.2.2.10
HO from E-UTRAN to GSM/UMTS CS

The following figure illustrates the handover from E-UTRAN to GERAN (assuming DTM handover is not supported and that the Target MSC is serving the CSoEPS call). Note that the E-UTRAN to MME interaction and the MME to IWF interaction is the same as the analogous interactions described for SRVCC in TS 23.216 [17].
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Figure 5.2.2.7-1: HO from E-UTRAN to GERAN CS procedure

A CSoEPS call is established.

Similarly as in the SR-VCC mechanism where the UE sends the SR-VCC UE capability to the MME, and where the MME sends the "SRVCC operation possible" indication to the E-UTRAN inside the S1-AP Initial Context Setup Request message meaning that both UE and MME are SRVCC-capable, the E-UTRAN can be informed in the same way of the "CS over PS operation possible" (possibly with the same indicators as those used in SR-VCC). It allows the E-UTRAN to know whether the handover is a CS over PS handover (e.g. the target cell is a CS cell) or a PS handover (e.g. if the target cell is E-UTRAN cell). 

1.
Based on UE measurement reports the source eNodeB decides to trigger a handover to GERAN. The source eNodeB determines that the target GERAN cell does not support DTM handover and does not support VoIP in the PS domain.

2.
The source eNodeB sends a Handover Required (Target Identifier, Source BSS to Target BSS Transparent Container, Handover VoIP bearer to CS) message to the source MME. The E-UTRAN also indicates to the MME that this is a Handover to CS operation; i.e., that the VoIP-capable EPS bearer shall be handed over to the GERAN CS domain and that handover of the other EPS bearer(s) shall not be initiated.

3.
Based on the QCI associated with the voice bearer (QCI 1) and the Handover to CS indication, the source MME splits the voice bearer from the non‑voice bearers and initiates the CSoEPS handover procedure for the voice bearer by sending a Forward Relocation Request (Source BSS to Target BSS Transparent Container) message to the IWF.

4.
The IWF converts the Forward Relocation Request into a CS Handover Request by sending a BSSMAP Handover Required message to the MSC that is currently serving the CSoEPS call.

5.
The MSC performs resource allocation with the target BSS by exchanging Handover Request/ Acknowledge messages.

6.
The MSC sends a BSSMAP Handover Command message to the IWF, containing the GERAN RRC Handover Command message encapsulated in the "Layer 3 Information" IE.

7.
The IWF sends a Forward Relocation Response message to the MME which contains the RRC Handover Command message. 

8.
The source MME sends a Handover Command (Target BSS to Source BSS Transparent Container) message to the source eNodeB. The message includes information about the voice component only.

9.
The source eNodeB sends a Handover from E-UTRAN Command message to the UE.

10. The UE accesses the GERAN channel and completes the CS handover to GERAN procedure.

11.
the UE performs the GPRS Suspend procedure specified in TS 23.216 [xx] sub-clause 6.2.2.1 and TS 23.060 [10].

12.
The MSC sends a Clear Command message to the IWF to request release of the resources that had been allocated for the call.

13.
The IWF sends a Forward Relocation Complete message to the Source MME, informing it that the UE has arrived on the target side. A timer in the Source MME is started to supervise when resources in the Source eNodeB and Source Serving GW shall be released. The Source MME sends a Forward Relocation Complete Acknowledge message to the IWF.

14.
The IWF sends the Clear Complete message to the MSC indicating that the IWF has released the resources that had been allocated for the call

15.
The IWF initiates the release of the CSoEPS signalling bearer via the Rx interface to the PCRF, which is done according to 'IP-CAN Session Modification; PCRF initiated' procedure as specified in TS 23.203 [x].

16.
After CS call release and assuming that the UE has lost E-UTRAN coverage, the UE resumes GPRS service by performing the Routing Area Update procedure. During this procedure, the MME will receive a Cancel Location message from the HSS. On receipt of this message or when the timer started at step 13 expires, the Source MME sends a Release Resources message to the Source eNodeB. The Source eNodeB releases its resources related to the UE.

5.2.2.11
HO from GSM/UMTS CS to E-UTRAN

As with SRVCC [17], handover from GERAN/UTRAN to E-UTRAN is considered as lower priority and is FFS. We assume that the same mechanism as eventually specified for SRVCC could be used to trigger GERAN/UTRAN to E-UTRAN handover for CSoEPS.

5.2.3
Co-existence with IMS based services

It is expected that there will be UEs supporting both, CS domain services over PS access as well as IMS based services.

Operators may offer voice services over CS domain as well as over IMS in their network. For one specific user voice services can be provided in the CS Domain or in IMS, or in both. This would be part of the user's subscription information in the HSS, and configured in the UE under operator control.

Concurrent access to CS Domain voice services and IMS non-voice services is possible. It is possible to combine CS and IP Multimedia Subsystem (IMS) services as specified in TS 23.279 [2] when they are both accessed over EPS. The UE decides based on the operator controlled configuration in the UE about the preferred domain for voice services when adding a voice call to an ongoing IMS session.

VCC (as specified in TS 23.206 [10]) and ICS (as studied in TR 23.892 [11]) architectures and the here proposed architecture for CS Domain services over evolved PS access are mutually exclusive but can co-exist in operators' networks; it is not expected that any functionality can be shared or re-used.

5.2.4
Roaming aspects

5.2.4.1
IWF support in the VPLMN

In this case voice calls are fully controlled by the VPLMN where PDN GW, IWF and MSC are located. This is the preferred roaming architecture for CS Domain services over evolved PS access. It allows full re-use of CS domain roaming agreements and existing inter-operator accounting mechanisms (TAP records exchange) for CS Domain voice services over evolved PS access. In case of a handover between E-UTRAN and GSM/UMTS CS the user experience will be comparable to the one in non-roaming case as the handover is performed solely in the VPLMN, which optimizes the user plane routing.

5.2.4.2
No CSoPS support in the VPLMN

In this case it is likely that the subscriber will not have access to CS domain voice calls over EPS.  As described in previous subclauses, it is possible to control the calls via an IWF and MSC in the HPLMN, however, this would cause issues as described in subclause 5.2.1.2, 5.2.6 and 5.2.7.

In this case, depending on the operator's choice, the subscriber will either:

· not have access to CS domain voice calls over EPS; 

· or have access to CS domain voice over EPS, but the handovers to UTRAN/GERAN cells will not be allowed as the IWF and serving MSC are located in the Home PLMN whilst the target MSC is located in the Visited PLMN.

NOTE:
In this case emergency calls would not be provided by the HPLMN via CS domain services over PS access, but could be made possible by using IMS emergency architecture in the VPLMN, or the legacy CS system. Details are FFS.

5.2.4.3
Co-existence with SRVCC and support for IMS subscribers

An operator may wish to deploy support for both CSoPS and SRVCC in their EPC network either to support the operators own subscribers or to support roamers from operators supporting either approaches.

An EPC network supporting both CSoPS and SRVCC can decide which approach to use for a specific user based on the UE capabilities provided in the Attach Request message and/or subscription information fetched from the HSS (e.g. SR-STN).

In a network supporting CSoPS only, the inbound IMS roamers can still be provided access to IMS services in home routed mode or in local breakout mode with home-P-CSCF (if the CSoPS operator does not have any IMS support) or in local breakout mode with visited P-CSCF (if the CSoPS operator supports IMS).

In a network supporting SRVCC only, the inbound CSoPS subscribers will likely be unable to access voice services over E-UTRAN (although this is in theory possible; refer to the previous section), however they will have access to all the PS domain services.

5.2.5
Security aspects

The EPS provides IP connectivity with integrity protection and ciphering, and an authenticated sender IP address.

As an alternative, a security association is established over the CSoEPS signalling bearer between the UE and the IWF using IPSec/IKEv2 (as defined in TS 43.318 and TS 33.234) to allow mutual authentication and signalling message integrity protection between the UE and the IWF. IPSec/IKEv2 is used to secure the signalling channel only; the voice user plane channel is secured using normal EPS mechanisms.

Editor’s Note:
It is expected that the E-UTRAN encryption mechanisms are sufficient to ensure confidentiality so that encryption of the IPsec payload is not necessary.

Editor's Note:
It is FFS whether IPsec should be used in tunnel mode (like in GAN) or in transport mode (like in IMS).

In Security Alternative B, where no IPsec tunnel is used,, an additional EPS-IWF (e.g., MME-IWF) communication is required to verify that the UE IMSI/IP Address pair known to the IWF is the same as the UE IMSI/IP Address pair known to the EPS or to otherwise create a "UE Binding" between the IWF and the EPS.

At time of registration most operators will require that the MSC performs an Authentication Procedure to authenticate the (T)IMSI, as usually done in legacy CS systems.  No additional security measures are considered necessary.

Operators may secure the link between the P-GW and the IWF by proper system configuration, e.g. the use of a specifically configured, restricted-use APN.  From the IWF to the MSC, normal A or Iu interface is used.

5.2.6
Charging aspects

Charging functions in the MSC are reused without any changes, in both HPLMN and VPLMN. This includes the exchange of TAP records between Operators in roaming scenarios.
Editor's Note:
in the case of using a HPLMN MSC for CSoPS service in the VPLMN, additional charging aspects, e.g. CS CDRs for roaming calls in the HPLMN instead of the VPLMN, would need to be analysed.

Charging in the EPS should apply the PCC architecture as specified in TS 23.203 [5]. It is expected that operators would zero-rate all signalling traffic to the IWF, as well as the EPC bearers transporting the voice traffic.

In case of loss of transmission on the allocated EPC bearer for the voice stream the IWF will be triggered by the PCRF via Rx, and then trigger the same events towards the MSC as a BSC/RNC in case of radio link failure.

5.2.7
Legal requirements aspects

5.2.7.1
Emergency calls

Emergency Services can be used in the MSC with no changes, in both HPLMN and VPLMN.  SIMless emergency calls require the support of SIMless access to the EPS.

The IWF must ensure that the MSC gets a proper CellID for routing of the emergency call.

Editor's Note:
in the case of using a HPLMN MSC for CSoPS service in the VPLMN, additional analysis would be required for EC support.

Editor's Note:
the IWF may need to perform a location query in order to validate the CellID provided by the UE. Whether this query is performed via Sv is FFS. Alternatively, the IWF may rely on the architecture that is currently under study in the "Control Plane solutions for Location based Services" study item.

Following procedure describes an Emergency calls without UICC or without relevant roaming rights for an UE with CSoPS support.

The establishment of the UE-IWF-session between the UE and the IWF works as for the generic case but for following precisions:

1.
 The UE requests an “EPS emergency attach” (similar to the one that will be defined for support of IMS emergency calls without  UICC or without relevant roaming rights). As part of this process, a default bearer is established via a relevant S-GW and P-GW

2.
The MME (for an UE with CSoPS support), as part of this “EPS emergency attach” procedure, allocates an IWF (per CSoPS procedure for a normal attach), opens a connection with this IWF and indicates that this is for emergency service, sending to the IWF the identity of the mobile (e.g. the IMEI) received as part of the “EPS emergency attach” (instead of the temporary and permanent UE Identity in case of a normal attach).

3.
When the UE establishes the UE-IWF-session, the UE provides its identity (e.g. the IMEI) sent as part of the  “EPS emergency attach”. The IWF checks the mapping of this identity with the IP @ of the UE received from the MME.

4.
Afterwards the UE uses the services of the IWF to exchange signalling with the MSC per normal CSoPS procedure but the IWF checks that only 24.008 requests allowed by emergency services are transferred. 

5.
Furthermore when a dedicated bearer for emergency service is to be establishes, an emergency indication is provided over Rx to the PCRF in order to establish an EPS bearer with the relevant QoS.

5.2.7.2
Lawful interception

For the non-roaming and roaming architecture with local break-out the lawful interception architecture and mechanisms specified for the CS domain are sufficient.

· A radio handover triggering a domain change has no impact on lawful interception of an ongoing call.

For the roaming architecture with home-routed traffic (see Figure 5.1.1.2-2) lawful interception needs further investigations, but would be done similar to IMS voice services with home-routed traffic.

5.2.8
Assessment

The 'IWF' alternative is a full solution according to the scope this study, i.e. it is fulfilling all identified overall and architectural requirements.

The main design-principles of this solution are as follows.

-
No specific impact on EPS entities: the functionality in the EPS required for this solution is already specified in SRVCC [17]. However, the option to support UE security binding described in clause 5.2.2.2, and the need for notifying a change of MME to IWF may lead to the introduction of new procedures over Sv interface.
-
No impact on CS Domain thus securing operators' investments in legacy CS Domain and radio access equipment and services.

-
Reuse of a subset of existing GAN functionality, with appropriate simplifications.  This minimises the reinvention factor and, generally, keeps the solution rather simple.

-
Minimize the functional impact on the UE caused by the introduction of the CSoEPS mode of operation

The 'IWF' alternative allows operators to offer legacy CS domain services fully leveraging the already deployed evolved access coverage.  The solution is similar to the eMSC solution in Alternative 1, but significantly less intrusive for CS and EPS while more cost-efficient and simpler at the same time.

In roaming, CSoPS service is offered if the solution is supported by the VPLMN. So, while roaming in a VPLMN without IWF, a CSoPS subscriber will experience voice calls over legacy CS radio access. In theory, it would also be possible to provide service from the HPLMN, but this would create issues in mobility with legacy systems as well as in the charging/billing, lawful intercept and emergency call requirements areas.  So, the “HPLMN service” concept is not recommended, therefore while roaming in a VPLMN without IWF, a CSoPS subscriber will experience voice calls over legacy CS radio access.

The co-existence with ISR is FFS.
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