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1. Overall Description:

As part of the on-going work to finalize the Rel-8 specifications of the Evolved Packet System, SA2 has discussed the problem of how to provide access to PDNs requiring an additional authentication and authorization with an external AAA server. This functionality, that is typically used to provide access to corporate PDNs, is currently supported in 3GPP accesses, with both GTP-based and PMIP-based S5/S8. Solutions have been identified also for non-3GPP accesses, when using S2c or PMIPv6 on S2a. 
No solutions are instead specified for the UE to provide additional authorization data upon PDN connection establishment in non-3GPP accesses with S2b. This implies that it may not be possible for the UE to establish connectivity to corporate PDNs when using S2b, which is quite undesirable from an operator’s perspective.
In order to solve this problem, SA2 has identified a potential solution based on the following principles:

1) If the UE is using S2b and the requested PDN requires an additional authentication and authorization with an external AAA server, such an additional authentication and authorization is executed as part of the IKEv2 session with the ePDG, after the initial EAP-AKA authentication with the 3GPP AAA server. This would work as specified in TS 23.234 for private network access with I-WLAN.

2) The ePDG does not handle the additional authentication and authorization with the external AAA server directly. It instead forwards the authentication and authorization data provided by the UE to the PDN GW, using PCOs conveyed as Additional Parameters in the Proxy Binding Update (PBU). This is necessary because, differently than the I-WLAN PDG, the ePDG does not provide direct PDN access, but relies on the PDN GW for that. Therefore the ePDG may not be able to access the external AAA server in charge of the requested PDN.
3) At the reception of the PBU, the PDN GW verifies the additional authentication and authorization data provided by the UE interacting with the external AAA Server. The answer provided by the external AAA server is returned to the ePDG using PCOs in the Proxy Binding Acknowledgement (PBA). In case of successful authentication and authorization for PDN access, the ePDG completes the IKEv2 exchange with the UE and establishes the IPsec SA on the SWu interface. 
SA2 recognizes that this not a trivial approach, since it requires to bind the IKEv2 signaling on the SWu interface with the PMIPv6 signaling on S2b, with the IKEv2 exchange being completed by the ePDG only at the reception of a successful PBA from the PDN GW.

Therefore, before including this solution in TS 23.402, SA2 would like to check whether SA3 has any concerns with it, including security and/or procol level issues, and whether SA3 believes that such an approach can be finalized in Rel-8.
2. Actions: 

ACTION: SA2 kindly requests SA3 to indicate if the proposed solution for PDN connectivity authorization in untrusted non-3GPP accesses with S2b is acceptable from both a security and a protocol perspective and whether SA3 believes that such an approach can be finalized in Rel-8.
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