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1. Overall Description:

SA3 would like to thank SA4 for their LS on LS on “IMS initiated and controlled PSS and MBMS User Service” Architecture (S3-081523/S4-080805). SA3 has discussed the LS and has the following comments to the actions posed by SA4. 

SA4 action 1: Review the attached proposals on IMS based MBMS User Service authorization and key handling and to take a decision. SA4 expects that SA3 can prepare the necessary CRs to its specification and send an outline of necessary changes in TS 26.237 for SA4’s consideration before SA4#52.

SA3 answer 1: As SA3 will have one more meeting (i.e. SA3#54 in January 2009) before SA4 meeting #52, SA3 would like to take the opportunity to further discuss this issue and make the decision in SA3#54. SA3 intends to send an outline of necessary changes in TS 26.237 to SA4 before SA4#52. SA3 also intends to prepare the necessary CRs to SA3 specifications. 

SA4 action 2: Check and feedback that the text in TS 26.237 clause 7.2 is consistent with clauses 10.1 and 10.2
SA3 answer 2: SA3 has made a tentative review of the requested clauses in TS 26.237.  SA3 hopes to give more detailed review comments from SA3#54 which is still before SA4#52. The comments are as follows:

General comment

a) It seems to SA3 that clause 7.2 "User Service Description retrieval for PSS and MBMS" and clause 10.2 "Secure Service Description Retrieval" are overlapping in terms of security related information. Both clauses specify security requirements and procedures, and the clauses also include conflicting statements. It would be preferable to concentrate security in one clause, e.g. in clause 10.

 Specific comments to clause 7.2

b) It is mentioned that: " The authentication shall follow 3GPP TS 33.102 [19], and may be performed either using the mechanisms specified in 3GPP TS 33.222 [20] or HTTP Digest access authentication, as described in 3GPP TS 24.229 [7]." TS 33.102 or TS 24.229 cannot be used in this context as they specify the UTRAN access authentication and IMS access authentication, respectively. SA3 assumes that UE –SSF interface to be an application level interface, therefore use of TS 33.222 could be considered in this context

c) Support for TLS is required and RFC 2246 is mentioned. If TS 33.222 is meant to be used, TLS is included implicitly and a separate reference to TLS is not needed.

d) It is assumed that Authentication proxy may be between the UE and SSF. For this case the SSF cannot himself authenticate the UE.

e) Clause includes detailed authentication procedure. A reference to a security specification such as TS 33.222 would be sufficient, see also comment a).

Specific comments to clause 10.1

f) Repeating of GBA procedure from TS 33.220 may not be needed 

Specific comments to clause 10.2

g) Authentication proxy has not been mentioned as a possibility here but it is mentioned in clause 7.2.
h) It is stated "The SSF may use the KS_NAF to encrypt the Service Description during retrieval." Clause assumes use of TS 33.222 which includes TLS. That could be used here as well to provide the encryption.

SA4 action 3: Give guidance on the NOTE in TS 26.237 clause 10.1 (whether the ISIM or the USIM should be used for bootstrapping procedure)

SA3 answer 3: The note in SA4 TS reads as follows: It is FFS whether the ISIM or the USIM should be used for bootstrapping procedure. MBMS Rel-7 currently supports USIM and not ISIM. It is SA4 assumption that an ISIM is present in IMS based PSS&MBMS client UEs. Guidance from SA3 is required.
According to GBA TS 33.220 bootstrapping can be done with either USIM or ISIM (or with 2G SIM in case of 2G GBA is used). MBMS TS 33.246 defines the use of USIM for MBMS (use of 2G SIM is also allowed for MBMS in case of 2G GBA is used and allowed by the operator). Therefore, when GBA bootstrapping is run for the purpose of MBMS as defined in TS 33.246, USIM or 2G SIM shall be used for GBA bootstrapping, depending on which one is available in the UE. For other services than MBMS, e.g. for Secure Service Description retrieval, the usage of USIM or ISIM needs to be specified by the application using GBA.

2. Actions:

To SA4:

SA3 would kindly ask SA4 to take the above information into account.

3. Date of Next TSG-SA WG3 Meetings:

SA3#54
19-23 Jan 2009
Florence, Italy
