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1. Overall Description:

RAN2 discussed the necessary security parameter handling during inter-RAT Handover from/to E-UTRAN at RAN2 #64 meeting and encountered a couple of questions below.

- Handover from UTRAN/GERAN to E-UTRAN

According to S3-081138, during the handover preparation phase, the target eNB is supposed to receive the NAS, RRC and UP algorithms, NONCEMME and KSISGSN from the MME in the S1: Handover Request message and include them in the RRC: Handover Command (=RRC Connection Reconfiguration message). And this RRC Connection Reconfiguration message is sent to the UE transparently via the source RAT. As the NAS algorithm, NONCEMME and KSISGSN are NAS layer information and the eNB does not need to process them, RAN2 prefers including them in a NAS container in the RRC so that the information can be transparent to the target eNB.

- Handover from E-UTRAN to UTRAN/GERAN

For this case, the eNB is supposed to receive the NAS DL COUNT from the MME in the S1: Handover Command and transfer it to the UE in the RRC: Mobility From E-UTRA Command message. Due to the similar reason explained above, RAN2 would like to define a NAS container to be included in RRC: Mobility From E-UTRA Command message, so that this parameter is transparent to the source eNB.

Question 1: Can CT1 define the contents of these containers (i.e., one for Handover to E-UTRAN and the other of Handover from E-UTRAN) in their specification? Will they be NAS messages or some IE groups only? And do SA3 and CT1 think this information should be NAS integrity protected? Since a handover command is an urgent message, the message size should be minimised as much as possible. Hence, RAN2 prefers the above NAS security containers in the RRC to include only the necessary parameters.

- Key Indicator

For Intra-LTE handover, RAN2 also discussed the definition of Key Indicator. RAN2 was not sure whether the AS layer really needs to signal the eKSI as such. Currently RAN2 believes that signalling only one bit in the AS layer, to indicate if the KASME has been changed or not, would be enough. Thus, in case of normal handover (i.e., not due to the security reason, but due to e.g., radio condition), this indicator tells to the UE that the UE shall continue using the AS keys based on the KASME to which the current AS keys are associated. In case AKA has been run by the NAS or key has been changed from mapped to cached KASME, the MME transfers this Key Indicator to the eNB in the S1: UE Context Modification message and the eNB triggers an intra-cell handover including this Key Indicator in the Handover Command (=RRC Connection Reconfiguration message). Thus, the UE will be able to generate new AS keys associated to the latest KASME. Therefore, at the moment, RAN2 decided to signal only this one bit Key Indicator in the RRC message. 

2. Actions:

To CT1:

RAN2 kindly asks CT1 to provide answer to the Question above. RAN2 also asks CT1 to confirm whether the signalling of a one bit Key Indicator is sufficient from a CT1’s point of view or CT1 sees cases where including more bits of the KSI could be required.
To SA3:

RAN2 kindly asks SA3 to provide answer to the Question above. RAN2 also asks SA3 to confirm whether the signalling of a one bit Key Indicator is sufficient from SA3’s point of view or SA3 sees cases where including more bits of the KSI could be required.
To RAN3:

RAN2 kindly asks RAN3 to define the NAS container and Key Indicator in the relevant S1 messages, once the picture is made clear by CT1 and SA3 responses.
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