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Abstract of the contribution:

This paper proposes access control to IMS CN by using ACL profiles in IBCF
Discussion:

One of the functions of IMS border elements e.g IBCF for II-NNI is to provide access control for IMS session setup as described in the current TR 23.848.
“Management of Access Control Lists (ACLs); static and dynamic provision of allowed/forbidden domains/networks for enforcement of access control.”
Access control can also be considered as admission control.  
This paper makes a proposal to address the problem
                                                  <Begin Change >                                                                                
7

Architectural Proposals for IMS interconnection
Editor’s note: This chapter to describe architectural solutions to cover the above scenarios indicating, architecture description, functional entities and their features, QoS and policy management impacts, Rx/Gq’ harmonization, security considerations…

7.x.y Access Control List Management

7.x.y.1 General

Access Control Lists are managed using ACL profiles. 
7.x.y.2 Alternative X Dynamic ACL from a repository
ACL profiles are stored in a Data repository managed by the Operator and are pushed to the  IBCF. ACL profiles may also be pulled by the IBCF
Access Control Lists are assigned to a IMS public identities (e.g. SIP URI) or a group of IMS public identities.
IBCF implements an ACL filter where the assigned ACL policy profile is used an input for the execution of the ACL filter when an IMS session is being setup..

ACL profiles mapped to wild carded public identities may be used provide access control to interconnected NGCNs (IMS corporate networks)
ACL profiles are managed between IBCF and an Operator’s data repository as shown in fig 7.x-y.2-1
Editor’s Note: It is for further study if ACL profile repository is a new Data / Management repository or an existing repository like HSS or SPR can be reused.
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Fig 7.x.y-2-1 Reference architecture for IMS ACL profile management

An example usage shows how a Access Control Lists may use wild carded public identities and provide access control e.g. *@telemarketing-company.com matches all IMPUs from realm “telemarketing-company”.
                                                           <end change>                                                                          
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