Page 1



3GPP TSG-SA WG2 Meeting #68 
(
S2-087589
Qingdao, China, 13th ~ 17th October, 2008

	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	23.402
	CR
	0489
	(

rev
	3
	(

Current version:
	8.3.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Clarification on informing UE about the connected PDN

	
	

	Source to WG:
(

	Qualcomm Europe

	Source to TSG:
(

	SA2

	
	

	Work item code:
(

	SAES
	
	Date: (

	11/11/08

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	As specified for E-UTRAN in TS 23.401, whenever the UE is connected to a PDN, the APN of the connected PDN is communicated to the UE. This enables the UE to correctly associate any received IP address with the appropriate PDN.

This information about the connected PDN should be delivered to the UE always when the UE is connected to a PDN via EPC irrespective whether GTP, PMIPv6 or DSMIPv6 is used for the PDN connectivity. 

This principle is not currently clearly documented in the TS 23.402

	
	

	Summary of change:
(

	It is clarified that whenever a UE is connected to a PDN via a PDNGW, the UE is informed of the connected PDN. This enables the UE to associate the allocated IP address with the PDN from where it is allocated from.
The proposed means for communicating the connected PDN information (APN) to the UE as follows:

· in case of GTP or PMIP based S5/S8 the APN is included in the NAS signaling towards UE (This is not in the scope of 23.402)

· in the case of PMIPv6 S2a the APN is included in non 3GPP access specific signaling towards the UE 

· in the case of PMIPv6 S2b the APN is sent via the IDr payload in IKEv2 from the ePDG to the UE

· in case of DSMIPv6 the APN is sent via the IDr payload in IKEv2 from the PDNGW to the UE.

	
	

	Consequences if 
(

not approved:
	Depending from where a received IP address is allocated, the UE is expected to behave differently when connecting to a PDN via 23.402 mechanisms. If the UE is not able to correctly associate an allocated IP address with the PDN from where it was allocated, the UE may not gain the PDN connectivity.

	
	

	Clauses affected:
(

	4.7.2, 4.7.3, 4.7.4, 6.2.1, 6.3, 7.2.1

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


***************** 1st  Change  START  *******************
4.7.2
IP Address Allocation in Trusted Non-3GPP IP Access using PMIPv6 on S2a

IP address is allocated to the UE when connectivity to new PDN is initiated. The IP address can be provided by either PDN GW or external PDN. Access GW in non-3GPP access system is responsible for delivering the IP address to the UE. Based on the signaling between the UE and the non-3GPP IP access system the UE should be able to know the connected PDN identity (APN). This enables the UE to uniquely associate each allocated IP address with the PDN from where it was allocated. 


The non-3GPP Access shall support at least one of the following functionalities in order to successfully allocate IP address to the UE in the EPC:

-
Support of DHCPv4 relay agent functionality for IPv4 parameter configuration and IP address allocation as specified in RFC 2131 [28] and RFC 4039 [29] and in clause 4.7.1 for Serving GW.This functionality is required to support DHCPv4 based IP address allocation mechanism in the UE.

-
Support of DHCPv4 server functionality for IPv4 parameter configuration and IP address allocation as specified in RFC 2131 [28] and RFC 4039 [29]. This functionality is required to support DHCPv4 based IP address allocation mechanism in the UE.

NOTE:
The configuration parameters are received from the PDN GW by using DHCPv4 (the non-3GPP Access GW as DHCP client) or PMIP PCO at PBA message. When DHCP is used, the DHCP messages shall be sent within the PMIP tunnel.

-
Support of DHCPv6 (relay agent or server) functionality for IPv6 parameter configuration as specified in RFC 3736 [30]. This functionality is required to support DHCPv6 based parameter configuration mechanism in the UE.

-
Support of prefix advertisement for IP prefix received from PDN GW in PMIPv6 Proxy Binding Acknowledgement.

-
Support for IPv4 Address allocation that is received from PDN GW from PMIPv6 Proxy Binding Acknowledgement using access specific mechanisms.

4.7.3
IP Address Allocation in Untrusted Non-3GPP IP Access using PMIPv6 on S2b

When an Untrusted Non-3GPP IP access is used two types of IP address are allocated to the UE:

-
An IP address, which is used by the UE within the Untrusted Non-3GPP IP Access Network to get IP connectivity towards the ePDG. 

-
One or more IP address(es), which is used by the UE towards the external PDNs via the allocated PDN GW(s).

The IP address that is allocated by the Untrusted Non-3GPP IP Access Network is used as the end point of the IPSec SAs between the UE and the ePDG. The allocation of this IP address is out of the scope of this specification.

The IP address(es) that are allocated by the PDN GW(s) are allocated to the UE when connectivity to a new PDN is initiated. This IP address can be provided by either PDN GW or external PDN as it is specified in clause 5.3.1.1 of TS 23.401 [4]. The ePDG receives the allocated IP address(es) within the Proxy Binding Acknowledgement and the ePDG is responsible for delivering the IP address(es) to the UE. The ePDG shall provide the UE with connected PDN information (APN), so that the UE can uniquely associate each allocated IP address with the PDN from where it was allocated.  
4.7.4
IP Address Allocation using S2c

Prior the use of S2c an IP address which will be used as a care-of address shall be allocated to the UE.

When a Trusted Non-3GPP Access Network is used one or more IP addresses are allocated to the UE by the Trusted Non-3GPP Access Network. One of these IP addresses is used by the UE as care-of address within DSMIPv6. The allocation of these IP addresses is out of the scope this specification.

When an Untrusted Non-3GPP Access Network is used one or more IP addresses are allocated to the UE by the Untrusted Non-3GPP Access Network. The allocation of these IP addresses is out of the scope of 3GPP. One of these IP addresses is used by the UE as the IP address towards the ePDG when IPSec SAs are established. During the IPSec SA establishment the ePDG allocates and delivers an IP address to the UE, which IP address is used by the UE as care-of address within DSMIPv6. This IP addess is allocated by the ePDG either by using an internal address pool or using an external server, such as DHCP. The allocation of this IP address is implementation specific.

When a UE is connecting to a PDN via S2c, address allocation for that PDN takes place as follows.

During IKEv2 exchange for bootstrapping the DSMIPv6 security association (see clause 6.3) the following parameters can be negotiated between the UE and the PDN GW/HA:

-
The IPv6 prefix to which the IPv6 Home Address belongs, also called the "Home Network Prefix" and the PDN associated with the IPv6 prefix (PDN is indicated with APN);

-
The UE's IPv6 Home Address;

-
The DNS server address for that PDN.

The UE may request additional configuration parameters by running stateless DHCP as defined in RFC 4039 [29] and RFC 3736 [30] over the DSMIPv6 tunnel.

The UE may also request an IPv4 home address using DSMIPv6 signaling, as defined in draft-ietf-mip6-nemo-v4traversal [10].

***************** 2nd  Change  START  *******************
6.2.1
Initial Attach Procedure with PMIPv6 on S2a and Anchoring in PDN GW

PMIPv6 (draft-ietf-netlmm-proxymip6 [8]) is used to setup a PMIPv6 tunnel between the trusted non-3GPP IP access and the PDN GW. In both roaming and non-roaming cases, S2a is present. It is assumed that MAG exists in the trusted non-3GPP IP access.
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Figure 6.2.1-1: Initial attachment with Network-based MM mechanism over S2a for roaming, LBO and non-roaming scenarios.

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured in the gateway.

Both the roaming (Figure 4.2.3-1) and non-roaming (Figure 4.2.2-1) scenarios are depicted in the figure. In the roaming case, the vPCRF acts as an intermediary, sending the QoS Policy Rules Provision from the hPCRF in the HPLMN to the Trusted non-3GPP access in the VPLMN. The vPCRF receives the Acknowledgment from the Trusted non-3GPP access and forwards it to the hPCRF. In the non-roaming case, the vPCRF is not involved.

1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are Non-3GPP access specific and are outside the scope of 3GPP.
2)
The EAP authentication procedure is initiated and performed involving the UE, Trusted Non-3GPP IP Access and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved. If the PDN subscription profile contains a PDN GW identity and the Attach Type does not indicate "Handover", the Non-3GPP access GW may request a new PDN GW as described in clause 4.5.1, e.g. to allocate a PDN GW that allows for more efficient routing. If the PDN subscription profile contains no PDN GW address for the default PDN and the Attach Type indicates "Handover" the non-3GPP access GW or ePDG selects a new PDN GW as described in clause PDN GW selection function. The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the MAG in the trusted non-3GPP access as described in clause 4.5.1. This may entail an additional interaction with the Domain Name Server function in order to obtain the PDN GW address. The list of all the APNs along with additional PDN GW selection information and part of the subscriber profile needed for authorization for each of the authorized PDNs is returned to the access gateway in order to provide authorization information for UE-initiated connectivity to additional PDNs as defined in clause 6.8.1. The 3GPP AAA Server also returns to the MAG the MN NAI to be used to identify the UE in Proxy Binding Update and Gateway Control Session Establishment messages (steps 4 and 10). The PDN Gateway selection takes place at this point as described in clause 4.5.1. If supported by Non-3GPP access network, the Attach Type is indicated to the Non-3GPP access network by the UE. The mechanism for supporting attach type is access technology specific and out of scope for 3GPP standardization. Attach Type indicates "Handover" when the UE already has active PDN connection(s) due to mobility from 3GPP access to non-3GPP access.
NOTE 1:
The MN NAI returned from the 3GPP AAA Server to the MAG is a permanent IMSI based MN NAI.

3)
After successful authentication and authorization, the non-3GPP access specific L3 attach procedure is triggered. The UE may send requested APN to the Non-3GPP IP access in this step.
4)
The Trusted non-3GPP access initiates the Gateway Control Session Establishment Procedure with the PCRF, as specified in TS 23.203 [19]. The Trusted non-3GPP access provides the information to the PCRF to correctly associate it with the IP‑CAN session to be established in step 6 and also to convey subscription related parameters to the PCRF.

5)
The MAG function of Trusted Non-3GPP IP Access sends a Proxy Binding Update (MN-NAI, Lifetime, Access Technology Type, Handover Indicator, APN, GRE key for downlink traffic, Additional Parameters) message to PDN GW. The MN NAI identifies the UE. The Lifetime field must be set to a nonzero value in the case of a registration and a zero value in the case of a de-registration. Access Technology Type is set to a value matching the characteristics of the non-3GPP access. Handover Indicator is set to "initial" attach if the UE has provided Attach Type indicating "Initial" attach or if the Attach Type indicates "Handover" and the PDN subscription profile contains no PDN GW. The Additional Parameters may include Protocol Configuration Options and other information.

6)
The PDN GW initiates the IP‑CAN Session Establishment Procedure with the PCRF, as specified in TS 23.203 [19]. The PDN GW provides information to the PCRF used to identify the session and associate Gateway Control Sessions established in step 4 correctly. The PCRF creates IP‑CAN session related information and responds to the PDN GW with PCC rules and event triggers.

7)
The selected PDN GW informs the 3GPP AAA Server of its PDN GW identity and the APN corresponding to the UE's PDN Connection. This information is registered in the HSS as described in clause 12.

8)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates IP address(es) for the UE. The PDN GW then sends a Proxy Binding Acknowledgement (MN NAI, Lifetime, UE Address Info, GRE key for uplink traffic, Additional Parameters) message to the MAG function in Trusted Non-3GPP IP Access, including the IP address(es) allocated for the UE. The UE Address Info includes one or more IP addresses. The Lifetime indicates the duration of the binding. The Additional Parameters may include Protocol Configuration Options and other information.
NOTE 2:
If UE requests for both IPv4 and IPv6 addresses, both are allocated. If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

9)
The PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW.

10)
The PCRF may update the QoS rules in the trusted non-3GPP access by initiating the GW Control Session Modification Procedure, as specified in TS 23.203 [19].

11)
L3 attach procedure is completed via non-3GPP access specific trigger. IP connectivity between the UE and the PDN GW is set for uplink and downlink directions. At this step the IP address information is provided to the UE. Unless already known from step 3, the Non-3GPP IP access should indicate the connected PDN identity (APN) to the UE.
***************** 3rd  Change  START  *******************
6.3
Initial Attach Procedure with DSMIPv6 on S2c in Trusted Non-3GPP IP Access

This section is related to the case when the UE attaches to a Trusted Non-3GPP Access network and host based mobility management mechanisms are used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.

The S2c initial attach can be seen to consist of several modules:

A.
The UE sets up local IP connectivity in a Trusted Non-3GPP Access

B.
The UE discovers the HA, and establishes a security association with it to protect DSMIPv6 signalling.

C.
The UE performs a Binding Update with the PDN GW
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Figure 6.3-1: Initial attachment from Trusted Non-3GPP IP Access with DSMIPv6

Non-roaming (Figure 4.2.2-1), home routed roaming (Figure 4.2.3-1) and Local Breakout (Figure 4.2.3-5) cases are supported by this procedure. The AAA proxy and vPCRF are only used in the case of home routed roaming and Local Breakout. In non-roaming scenarios, the AAA proxy and vPCRF are not involved.

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured in the gateway.

A)
Setup of Local IP connectivity

1)
The initial access specific L2 and authentication procedures are performed. As indicated above, in the roaming case signalling may be routed via a 3GPP AAA Proxy in the VPLMN, as specified in TS 23.234 [5]. As part of the AAA exchange for network access authentication, the AAA/HSS and/or the 3GPP AAA Proxy may return to the Trusted non-3GPP IP Access a set of home/visited operator's policies to be enforced on the usage of local IP address, or IPv6 prefix, allocated by the access system upon successful authentication.

2)
After successful authentication the L3 connection is established between the UE and the Trusted Non-3GPP Access system. As a result of this procedure, an IPv4 address or an IPv6 address/prefix is also assigned to the UE by the access system (i.e. a Local IP address that will be used as a Care-of Address for DSMIPv6 over the S2c reference point).

NOTE 1:
It is assumed that the access system is aware that network-based mobility procedures do not need to be initiated.

NOTE 2:
The access system may complete the step 2 after step 3.

3)
If the access system supports PCC-based policy control, the access gateway initiates a Gateway Control Session Establishment Procedure with the PCRF as specified in TS 23.203 [19]. The message includes at least the UE IP address or IPv6 prefix allocated by the access system. The message includes also the IP-CAN type.


Based e.g. on the UE identity and user profile, operator's policies and the IP-CAN type, the PCRF decides on the QoS policy rules and completes the session establishment towards the access gateway. The rules provided in this step are referred to the address assigned by the trusted non-3GPP access.


In the roaming case, PCC signalling is sent via a vPCRF in the VPLMN.

NOTE 3:
The UE identity information to be used by the access system to establish the session with the PCRF may be piggybacked by the AAA/HSS in step 1.

B)
PDN GW/HA Discovery and HoA Configuration.

4)
The UE discovers the PDN GW (Home Agent) as specified in clause 4.5.2 of TS 23.402. A security association is established between UE and PDN GW to secure the DSMIPv6 messages between UE and PDN GW. The UE initiates the establishment of the security association using IKEv2 [9]; EAP [11] is used over IKEv2 for authentication purposes. The PDN GW communicates with the AAA infrastructure in order to complete the EAP authentication via S6b.


If the PDN requires an additional authentication and authorization with an external AAA Server, an additional authentication is executed in this step. Details on these multiple authentications are specified in RFC 4739 [50] and in TS 23.234 [5] for I‑WLAN (Private Network Access (PNA)).



During this step the UE may include the APN of the PDN it wants to access and it can also request the IPv6 home prefix as defined in RFC 5026 [40] in order to influence the IP address/prefix assignment procedure.


During this step an IPv6 home prefix is assigned by the PDN GW to the UE as defined in RFC 5026 [40]. The associated PDN identity (APN) shall be indicated to the UE via the IDr payload. In case the UE provided APN to the PDN GW earlier in this step, the PDN GW shall not change the provided APN.


During this step, the PDN GW also informs the 3GPP AAA Server of the identity of the selected PDN GW and the APN corresponding to the UE's PDN Connection. This information is registered in the HSS as described in clause 12.

NOTE 4:
The MN NAI and APN string are delivered from the UE to the PDN GW in step 4 in order to support PCC interactions in step 6.

C)
Binding Update

5)
The UE sends the DSMIPv6 Binding Update (IP Addresses (HoA, CoA, Lifetime)) message to the PDN GW as specified in draft-ietf-mip6-nemo-v4traversal [10].


The PDN GW processes the binding update. During the processing the PDN GW performs authentication and authorization of the message using the IPsec security association established in Step 4. During this step the UE can request an IPv4 home address to the PDN GW as defined in draft-ietf-mip6-nemo-v4traversal [10].

6)
If PCC is supported, the PDN GW initiates the IP‑CAN Session Establishment Procedure with the PCRF as specified in TS 23.203 [19]. The message includes at least the HoA and the CoA. The message may also include a permanent UE identity and an APN string. The PDN GW shall provide information about the mobility protocol tunneling header to the PCRF.


The PCRF decides on the PCC rules and Event Triggers and provisions them to the PDN GW. The PDN GW installs the received PCC rules.

NOTE 5:
The permanent UE identity to be used by the PDN GW to establish the session with the PCRF may be piggybacked by the AAA/HSS in step 4.

7)
The PDN GW sends the DSMIPv6 Binding Ack (Lifetime, IP Addresses (HoA, CoA)) message to the UE. In this step the PDN GW may include the duration of the binding and the IPv4 home address allocated for the UE as specified in draft-ietf-mip6-nemo-v4traversal [10], if previously requested by the UE.

8)
The PCRF initiates the Gateway Control and QoS Rules Provision Procedure specified in TS 23.203 [19] by sending a message with the information of mobility protocol tunnelling encapsulation header to the Trusted non 3GPP access Gateway. In case the QoS rules have changed, the updated QoS rules shall also be included in this message.

NOTE 6:
Rules related to the HoA can be sent to the Trusted Non-3GPP Access based on the procedure in clause 6.6.2.

***************** 4th  Change  START  *******************
7.2.1
Initial Attach with PMIPv6 on S2b

This section is related to the case when the UE powers-on in an untrusted network via S2b interface.

In the non-roaming case, PMIPv6 (draft-ietf-netlmm-proxymip6 [8]) is used to setup a PMIPv6 tunnel between the ePDG and the PDN GW. It is assumed that MAG is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.
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Figure 7.2.1-1: Initial attachment when Network-based MM mechanism are used over S2b for roaming, non-roaming and LBO

NOTE:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

The home routed roaming (Figure 4.2.3-1), LBO (Figure 4.2.3-5) and non-roaming (Figure 4.2.2-1) scenarios are depicted in the figure.

-
In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA Server in the HPLMN to the PDN GW in the VPLMN and visa versa. Messages between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN.

-
In the home routed roaming and non-roaming case, the vPCRF and the 3GPP AAA Proxy are not involved.

If dynamic policy provisioning is not deployed, the optional step 3 does not occur. Instead, the PDN GW may employ static configured policies.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in clause 4.5.4. After the UE is authenticated, UE is also authorized for access to the default APN. The procedure is as described in TS 33.402 [45]. For networks supporting multiple mobility protocols, if there was any dynamic IPMS decision involved in this step, the decision is stored in the 3GPP AAA Server. The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the ePDG as described in clause 4.5.1. The PDN GW selection takes place at this point as described in clause 4.5.1. This may entail an additional name resolution step, issuing a request to a DNS Server. If the Attach Type does not indicate "Handover", the ePDG may perform a new PDN GW selection procedure as described in clause 4.5.1, e.g. to allocate a PDN GW that allows for more efficient routeing.

2)
The ePDG sends the Proxy Binding Update (MN-NAI, Lifetime, APN, Access Technology Type, Handover Indicator, GRE key for downlink traffic) message to the PDN GW. Access Technology Type option is set to a value matching the characteristics of the non-3GPP access. Handover Indicator is set to indicate attachment over a new interface. The proxy binding update message shall be secured. The MN NAI identifies the UE. The Lifetime field must be set to a nonzero value in the case of a registration and a zero value in the case of a de-registration. The APN is used by the PDN GW to determine which PDN to establish connectivity for, in the case that the PDN GW supports multiple PDN connectivity.

3)
The PDN GW initiates the IP CAN Session Establishment Procedure with the PCRF, as specified in TS 23.203 [19].

4)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW identity. The 3GPP AAA Server then informs the HSS of the PDN GW identity and APN associated with the UE's PDN Connection. This information is registered in the HSS as described in clause 12.
5)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates an IP address for the UE. The PDN GW then sends a Proxy Binding Ack (MN NAI, UE Address Info, GRE Key for uplink traffic) message to the ePDG, including the IP address(es) allocated for the UE (identified by the MN NAI).

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated. If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

6)
After the Proxy Binding Update is successful, the ePDG is authenticated by the UE.

7)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads. ePDG also includes the identity of the associated PDN (APN) in the IDr payload of IKEv2. In case the UE provided APN to the ePDG in the earlier steps, the ePDG shall change the provided APN if the PDN connection is established to a different APN.
8)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP-based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.
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