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[y3]
3GPP TS 33.210: "Network Domain Security; IP network layer security"
Next Change
X
Security Considerations
X.1
Access security 

TS 33.102 [y1] describes the Security Architecture for GSM and UMTS subscribers, ICS places no additional requirements upon the CS domain security than those already in the detailed access specific specification.
Access using MSC server enhanced for ICS is secured by the combination of the CS access security and the IMS Network Domain Security. The MSC server enhanced for ICS also performes the trusted node authentication procedures according to TS 33.203 [y2].  
TS 33.203 [y2] specifies the security features and mechanisms for secure Gm access to the IM CN subsystem. ICS places no additional requirements upon the IMS above those described in TS 33.203 [y2].
X.2
Network Domain Security 

TS 33.210 [y3] specifies the security features and mechanisms for the network domain security between network functions in the IM CN subsystem. ICS places no additional requirements above those described in TS 33.210 [y3].
X.2.1
MSC Server enhanced for ICS

Network domain security with the MSC server enhanced for ICS shall be provided by NDS/IP according to TS 33.210 [y3] for the I2 reference point.

NOTE :
In case control plane interfaces are trusted (e.g. physically protected), there is no need to use protection according to TS 33.210 [y3].
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