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Abstract of the contribution: This contribution proposes new basic functionalities to be considered for IMS interconnection of services, concretely dealing with security and other topics (IMS Emergency calls and Lawful Interception support).
Introduction

There are functions in a network (including an IMS one) that are independent of the specific details for the provision of a service. This means they are common basic functions having to be available at any time.

Regarding an IMS network, security and other topics at the II-NNI interface are discussed.

Discussion
Security is a basic feature in every network, as IMS is. Talking from the perspective of IMS interconnection, it deserves mentioned the nodes involved (i.e. IBCF and TrGW) are expected to handle huge volume of traffic. It is important providing them protection and recovery mechanisms against natural disasters and DoS attacks, so interconnection links can be maintained and services saved of being dropped.

Several related security function is proposed to handle with such situations:

- Denial of Service (DoS) attacks protection and prevention mechanisms (e.g. attacks from unknown/untrusted sources, volume-based attacks).
- Management of Access Control Lists (ACLs); static and dynamic provision of allowed/forbidden domains/networks for enforcement of access control. This functionality also helps the previous one, offering a prevention policy.
- Fraud prevention, ensuring signalling/media messages formats do not exceed the sizes according to the corresponding standards (e.g. SIP message size control). This functionality can be used both for DoS attack situations (e.g. in a case the attack gets pass the DoS protection) and to ensure in normal working of the network there is no additional waste of bandwidth.
- System redundancy: back-up functionality in order to maintain service to the end user when an attack or disaster drops down the active system at the interconnection border.
Regarding other topics, two functionalities are identified in a first approach although other functionalities are being investigated. Concretely, support for IMS emergency calls and Lawful Interception.

- IMS emergency calls support, handling and prioritization. One can argue this is not needed at the interconnection (e.g. the called emergency party has an IMS subscription with the IMS operator for both home/roaming users). Anyhow, this is an assumption and the relationship between the IMS operator and the emergency party should depend on operator’s policies (i.e. the IMS operator could prefer considering the emergency party as a peer, handling the connections through the II-NNI). Furthermore, there are realistic scenarios that impose this technical solution (e.g. an user at his office and makes an IMS emergency call with a mobile phone of the company; the corporation has a domain-based business trunking solution with the IMS operator, who is its provider of voice services).

- Lawful interception (both at control and user planes), giving support for all type of scenarios. It is certain true that interception can be made at IP-CAN networks, but there are situations in which this function is needed at the interconnection (e.g. the communications of a user are being intercepted by the police; the user goes outside his country (roaming), for ensuring communications towards home network are being intercepted, it is needed this functionality available at IBCF and TrGW).

Proposed Changes

The following changes are proposed to be made against the associated TR.

**** Start of change 1 ****
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3GPP TS 33.106: "Lawful interception requirements".
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3GPP TR 23.869: "Support for IMS Emergency Calls over GPRS and EPS".
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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Access Control List (ACL): Static or Dynamic List that stores information of allowed/forbidden interconnected peers (remote domains/networks/parties). It is also named as white/black list.

Lawful Interception (LI): Interception of telecommunications traffic and related information in modern telecommunications systems due to laws of individual nations and regional institutions, and sometimes licensing and operating conditions. It has to be noted that lawful interception shall always be done in accordance with the applicable national or regional laws and technical regulations [x].
3.2
Symbols

For the purposes of the present document, the following symbols apply:

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ACL
Access Control list
DoS
Denial of Service
LI
Lawful Interception
4
Review of Current IMS Interconnection Architectures
**** End of change 2 ****
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6
Functionalities for Advanced IMS Interconnection

Editor’s note: This chapter to gather functionalities detected in previous scenarios, classified by control and user related functionalities.

6.1
Control Plane

Editor’s note: Summary of the control plane functionalities needed by an IMS operator at the border.

Editor’s note: Current control plane functionalities for IMS interconnection are indicated in 3GPP TS 23.228. New control plane functionalities for IMS interconnection shall be derived from analysis of scenarios in clause 5.

The list of new functions in the control plane is as follows:

-
Security related features:

-
Denial of Service (DoS) protection and prevention mechanisms (e.g. attacks from unknown/untrusted sources, volume-based attacks, spam attacks).

-
Management of Access Control Lists (ACLs); static and dynamic provision of allowed/forbidden domains/networks for enforcement of access control.

-
Message size verification, ensuring signalling messages formats do not exceed the sizes according to the corresponding standards (e.g. SIP message size control), avoiding to waste unnecessary resources (i.e bandwidth).

-
System redundancy: back-up functionality in order to maintain service to the end user when an attack or disaster drops down the active system at the interconnection border (e.g. when a natural disaster or an attack drops down an IBCF, another IBCF should handle the current sessions of the first one).
-
Other features:

-
IMS Emergency calls support, handling and prioritization. Specific details for IP-CAN networks (i.e. GPRS and EPS) are being specified in 3GPP TR 23.869 [y].

-
Lawful Interception of signalling (control plane).
Editor’s note: Security and Other features possibly should be considered inside SA3.
6.2
User Plane

Editor’s note: Summary of the user plane functionalities needed by an IMS operator at the border.

Editor’s note: Current user plane functionalities for IMS interconnection are indicated in 3GPP TS 23.228. New user plane functionalities for IMS interconnection shall be derived from analysis of scenarios in clause 5.

The list of new functions in the user plane is as follows:
-
Security related features:

-
Handling of media flows according to DoS protection and prevention mechanisms.

-
Message size verification, ensuring media messages formats do not exceed the sizes according to the corresponding standards (e.g. RTP message size control), avoiding to waste unnecessary resources (i.e. bandwidth).

-
System redundancy: back-up functionality in order to maintain service to the end user when an attack or disaster drops down the active system at the interconnection border (e.g. when a natural disaster or an attack drops down a TrGW, another TrGW should handle the media flows, related to the current sessions, of the first one).

-
Other features:

-
Lawful Interception of media (user plane).
Editor’s note: Security and Other features possibly should be considered inside SA3.
7
Architectural Proposals for IMS interconnection
**** End of Change 3 ****
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