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Abstract of the contribution: It has not specified how GRE keys are created when there is a HO from GTP based 3GPP EPS to a 3GPP2 HRPD Access network. In this paper potential solutions are presented, and a solution is proposed.
1
Introduction

PMIPv6 is used as the mobility protocol between the HSGW in the HRPD network and the PDN GW in the 3GPP EPC. When there is a HO from 3GPP E-UTRAN to a 3GPP2 HRPD Access network, the HRPD uses the previous allocated uplink GRE key(s) assigned for the PDN connection(s) associated with the UE in 3GPP access, which are received from the MME, to route uplink packets even before the binding update between the HSGW and PDN GW are completed (see section 9.3.2 of TS 23.402). The GRE key is readily available when S5/S8 (in 3GPP network) uses PMIP and GRE tunnelling. The problem arises when GTP based S5/S8 is used between the Serving GW and the PDN GW before the HO, and hence no GRE keys are created or available to be provided to the HRPD AN before the HO. 

In this paper potential solutions are presented and a solution is proposed for the above scenario.

2
Possible solutions

2.1
GRE key pre-allocation
In this solution if a PDN GW supports PMIP based interfaces, the PDN GW allocates a GRE key when a new PDN connection is created even if GTP is used. Even though a GRE key is created, it is not used when the UE is attached via a 3GPP access network and GTP is used between the PDN GW and the SGW. The PDN GW sends this GRE key to the MME within GTP signalling. During HO from 3GPP E-UTRAN to HRPD, this pre-allocated GRE key is forwarded to the HRPD network, which uses it to create the bearers. Figure 1 illustrates the message flow of this solution.
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Figure1: GRE key pre-allocation

1-3) GTP tunnel is created between the Serving GW and the PDN GW as it is specified in [23.401] and the PDN GW creates the GRE keys as well during the GTP tunnel creation. The GRE key is transferred to the MME within the GTP signalling. 

4) The UE does a HO from E-UTRAN to HRPD AN.

5) The MME sends the GRE key(s) to the HRPD AN as it is specified in the HO procedures in TS 23.402.

6) When the UE did the HO to the HRPD network, the HSGW can continue to send the UL packets encapsulated in GRE with the UL GRE identifier even before completing the PBU/PBAck sequence. 
2.2
TEID to GRE key mapping
In this solution there is a standardized mapping rule from GTP TEIDs to GRE keys. The mapping should assure that different TEIDs are mapped in different GRE keys. Since both the GRE keys and the TEIDs are 4 octets, it is easy to create such a mapping rule. 

If a PDN GW supports PMIP based interfaces, when the PDN GW allocates a TEID for a GTP connection it also allocates and memorizes the mapped GRE key. Later the PDN GW shall be able to identify the PDN connection based on the mapped GRE key, i.e., the PDN GW also assigns the mapped GRE key to that particular PDN connection and it cannot use that GRE key for any other PDN connections. During HOs the MME forwards the mapped keys to create the GRE keys from the TEIDs to the HRPD Network. Figure 2 presents the message flow of this solution. 


[image: image2.emf]MME Serving GW PDN GW

2) Assigning mapped GRE key to the bearer

4) HO from E-UTRAN to HRPD AN

1) Create Bearer Request

3) Create Bearer Resp (TEID)

6) Direct Transfer (GRE keys)

7) 

Uplink Data with

“old” GRE keys

5) Mapping TEIDs to GRE keys

HRPD 

NW



Figure 2 TEIDs mapping to GRE keys
1-3) GTP tunnel is created between the Serving GW and the PDN GW as it is specified in [23.401] and the PDN GW assigns the mapped GRE key to the PDN connection. Note that the sending of the GRE keys are not needed as the MME can create the same GRE key from the TEID.
4) There is HO from E-UTRAN to HRPD AN.

5) The MME maps the TEID(s) to GRE key(s).
6) The MME sends the mapped GRE key(s) to the HRPD AN as it is specified in 23.402. Note that only a single TEID per PDN connection should be sent to the HRPD AN (see 2.2.1).

7) When the UE did the HO to the HRPD network, the HSGW can continue to send the UL packets encapsulated in GRE with the UL GRE identifier even before completing the PBU/PBAck sequence.
2.2.1
Mapping multiple GTP tunnels into a single PMIP tunnel

There can be more than one GTP tunnel for a single PDN connection, while there is always only one PMIP binding/GRE tunnel per PDN connection. This means that more than one TEID may be used for a single PDN connection, however we need just one GRE key. 

A simple solution is that any of the TEIDs belonging to the PDN connections could be used GRE key. The selection of the GRE key remains an MME implementation issue and the PDN GW must be ready to accept any of them. This solution is recommended.

Another possible solution would be to standardize during stage 3 work a method of selecting a TEID that is mapped into a GRE key; e.g., the TEID belonging to the 1st created bearer or the smallest TEID value etc. As the number of GRE keys for a single PDN GW is 4 billions (232) the benefit of such an effort to optimize the use of GRE keys is very limited.

3
Proposal 

In the current version of the specification there is no solution how GRE keys are created when there is a HO from GTP based 3GPP E-UTRAN to a 3GPP2 HRPD Access network. In this paper two potential solutions are presented. Both solutions has impact to the PDN GW and MME. The advantage of the GRE key mapping based solution (section 2.2) is that it has no GTP impact. Therefore it is proposed to adopt that solution. Furthermore, the solutions for making the mapping between TEID and GRE key in the case there are many TEIDs are analysed, and it is proposed to adopt the simple solution where any of the TEIDs can used as the GRE key after HO. The proposed changes of 23.402 are presented in S2-080731 (CR0431).
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