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Abstract of the contribution:

The document discusses the IP address release procedure in EPC. In the current specification, the procedure followed for IP address release is unclear for both GTP based S5/S8 procedures and PMIP based S5/S8 procedures. For GTP based interface when the UE has been allocated IPv6 address also, we conclude that the PDN GW needs to initiate bearer modification procedure. For the case when UE has been allocated only IPv4 address, we discuss various options available. For the PMIP based S5/S8 case, when the UE has been allocated both IPv4 and IPv6 addresses, we discuss various options in which the IPv4 address can be eliminated from the PMIP and PDN context. Similarly, we discuss the various options available when the PDN connection has been allocated only IPv4 address.
Introduction:

In EPC, the UEs are allowed to obtain IPv4 addresses using DHCP protocol. Similarly the UEs can also release the IPv4 addresses using DHCP Release procedure. As the IPv4 address space is scarce, UE voluntarily releasing the IP address will conserve the IPv4 addresses. However there are certain open issues regarding how the IPv4 address is released. In this paper, we discuss the issues with IP address release procedure in EPC. In EPC, the IPv6 address is never released once allocated to the UE. Thus this problem does not arise for IPv6 address.
According to the DHCP procedures, UE initiates the DHCP Release procedure and the DHCP server (which is collocated with the PDN GW) should release the IP address allocated to the UE for the PDN connection. After release of the IPv4 address, the same address can be allocated to another UE accessing the same PDN. The IP address context exists in PDN Connection context in PDN GW, Serving GW, MME and/or SGSN. Hence, releasing of IP address should involve removing the IPv4 address from the PDN Connection contexts so that the IP address is not in use in the system. The procedure for release of IPv4 differs based on protocol used on the S5/S8 interface. Furthermore the procedure also depends on whether the PDN connection is a dual IP stack connection.
For GTP based S5/S8 interface:

P1. When the connection between SGW and PDN GW utilized GTP protocol for the UE, the S5/S8 bearers can be maintained without an IP address. When the PDN connection is of PDN Type IPv4/v6, after the IPv4 address release, PDN connection an IPv6 address is still assigned for the UE. However the S-GW and SGSN (in case UE is connected via 2G/3G) are still configured with the IPv4 address. This procedure is not handled in the specification.
P2. When the PDN type is IPv4 only, (after the release of IPv4 address), the PDN connection exists without an IP address. The decision needs to be taken whether we can allow for a PDN connection to exist potentially indefinitely without an IP address.
For PMIP based interface:
P3. When the PDN type is IPv4/v6, (), the tunnel between MAG and LMA can still exist after the release of IPv4 address. However the IPv4 address needs to be removed from the BCE. This procedure is not explained in the specification.
P4. When the PDN type is IPv4/v6, the tunnel between MAG and LMA cannot be maintained after deleting the IPv4 address. This is because the BCE in the LMA consists of HNP/IPv4 address as an mandatory field. The possible procedures of handling of DHCPv4 IP address release is also discussed in this paper.

Discussion:
P1: PDN type IPv4/v6 for GTP based S5/S8:
When the UE is connected to EPC the SGW and SGSN (if the UE is connected via 2G/3G) should always know the latest set of IP addresses being used by the UE for connecting with each PDN. Thus
 on every DHCP request or DHCP release procedure, the SGW/SGSN should be informed of the addition or deletion of an IP address. The SGW/SGSN can be informed via the PDN GW initiated Bearer modification procedure. When the UE is assigned both IPv4 and IPv6 address for the PDN connection (on which the UE sent the DHCP release for IPv4 address), the PDN GW can release the IPv4 address. 
Conclusion:

We propose to define a mechanism for PDN GW initiated Bearer modification without QoS modification procedure to inform SGW/MME/SGSN of the IPv4 release. Similarly the bearer modification procedure is also required for the deferred IP address allocation case.
The related CR is present in S2-085455, 23.401 CRnum 0503.
P2: PDN type IPv4 only for GTP based S5/S8

When the UE is assigned only an IPv4 address for the PDN connection, release of the IPv4 address implies that the UE stays connected with the PDN GW without any IP address. Thus there are 2 options available:

Option 1) Remove the IP address while keeping the PDN connection.

Option 2) Initiate PDN disconnection procedure immediately after receiving DHCPv4 release.

According to the definition of the default bearer is the bearer “that remains established throughout the lifetime of the PDN connection to provide the UE with always-on IP connectivity to that PDN”. However after the release of the IP address, the PDN connection no longer provides an always-on IP connectivity. Also, when the UE releases the IPv4 address, it is expected that the application does not intend to use the IPv4 address in the future. Hence it makes sense to release the PDN connection along with the IP address. 
An application triggers a DHCP release procedure (especially in the case of split UEs) only when it is about to shut down. However, this procedure also works in the case the application does not shut down after sending the DHCP release procedure.
If the application is still active after sending a DHCP release procedure, the application may need an IP address depending on user activity. Under this scenario, the UE can initiate the PDN connectivity. The application in the UE has the following behaviour:
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Figure 1: Application behaviour if the PDN connection is torn down after the last IP address is released.

Consider a scenario when an application in the UE which was connected to a PDN released the last allocated IP address. As part of the IP address release procedure the PDN connection was disconnected along with the IP address. The application first does an check whether the PDN connection for the APN is available. If it is available and IP address is not available, then DHCP procedure is triggered. However, if the PDN connection is not available, then the application triggers the PDN connection activation procedure before initiating the DHCP procedure.
Conclusion:

The delay in providing connection should not be an issue as this procedure is similar to the launching of new application. Hence option 2 is preferred. 
The related CR is present in S2-085456, 23.401 CRnum 0504.
P3 : PDN type IPv4/v6 for PMIP based S5/S8
The PMIPv6 tunnel between the MAG and LMA is per UE IP address. When the PDN connection is allocated with IPv4 and IPv6 IP address, and the UE requests for an IPv4 address release, the IPv4 address needs to be released from the system. Since the UE has been allocated both IPv4 and IPv6 addresses, the tunnel between PDN GW and S-GW will continue to exist even after IPv4 address release.

Option 1: The PDN GW initiates the Proxy Binding Revocation. However since BRI is used for revocation of both IPv4 and IPv6 addresses, PDN GW needs to indicate to Serving GW that the procedure is to revoke only the IPv4 address.
Pro:

· The procedure needs only minor modification in the PMIP specification

Cons:

· The interface between DHCP server and PMIP functionality is required. However since the DHCP server and LMA are collocated, providing an interface may not be difficult.
Option 2: The DHCP relay in the serving GW can interpret DHCP Release message. After passing the DHCP release message to the PDN GW, the serving GW can initiate the PBU with lifetime 0. However Serving GW also needs to inform the PDN GW that only IPv4 address needs to be deleted. 
Pros:

· The procedure does not require change in the binding revocation procedure. However the changes required in the PBU.

Cons:

· An interface between DHCP relay and MAG functionality is required. This is not desirable because the DHCP relay normally does not parse the DHCP messages.

Conclusion:

We propose that Option 1 is preferred. We propose the related CR in Tdoc number S2-085457, 23.402 CRnum 0398.

P4: PDN type IPv4 only for PMIP based S5/S8 interface

When the UE is allocated with only IPv4 address and PMIP based S5/S8 interfaces, the S5/S8 tunnel cannot be maintained. Hence, we have the following options:
Option 1: Dissociate DHCP server collocated with PDN GW from the address allocation mechanism. The PDN GW allocates the IP address independently of the collocated DHCP server. The PDN GW may use an independent DHCP server for managing the IP address pool. 
The collocated DHCP server does not hold a pool of allocated/free IP addresses. The DHCP server just generates the DHCP message with the IP address allocated by the PDN GW. 

PDN GW in turn may contact a different DHCP server for allocation of IP addresses.
Thus when the collocated DHCP server processes the DHCP release message, The IP address is still not released by the system and the IP address is always kept as long as the PDN connection is active.

Pros:

· Simple solution. Needs no standardization.

Cons:

· Does not conserve IPv4 address space. The IPv4 address is assigned even when UE is not using the IP address.
Option 2: Release the only the S5/S8 tunnel on obtaining the DHCP Release. This can be done in 2 ways:

· 2.1 Release only S5/S8 bearer while keeping rest of PDN connection intact.

· 2.2 Release the PDN connection based on trigger from receiving DHCP release.

Option 2.1 involves releasing only the S5/S8 while keeping the PDN connection intact.  The procedure is as shown in the figure:
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Figure 2

1. UE already has a PDN connection. The UE is allocated only an IPv4 address.
2. UE sends a DHCP release request for the IPv4 address.
3. PDN GW sends a Binding revocation with an indication that the request is only for S5/S8 release.
4. Binding revocation acknowledgement.
It is possible that the UE may initiate a DHCP request for allocation of IP address. The procedure when the UE request for address again is as shown in figure:
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Figure 3

1. UE has already released the IP address using DHCP release procedure.
2. Application needs an IP address. Hence DHCP Discover is initiated. The S-GW contains DHCP relay agent.
3. S-GW initiates the PBU for the UE. PDN GW allocates an IP address and responds to PDN GW.
4. S-GW forwards the DHCP Discover to PDN GW.
5. The PDN GW responds back with the same IP address.
6. The UE confirms the IP address allocated by the network using DHCP Request procedure. The IP address is confirmed using Ack.
Pros:
· IP address is conserved as the IP address can be released on receiving the IP address.

Cons:

· The SGW processing is different than what is presently in 23.402. 

Option 2.2 consists of releasing the PDN connection based on trigger from receiving DHCP release from the UE. The procedure is as follows:
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Figure 4
1. UE already has a PDN connection. The UE is allocated only an IPv4 address.

2. UE sends an DHCP release request for the IPv4 address.

3. PDN GW sends initiates the PDN GW initiated disconnection procedure as explained in Section 5.4.5.2 of TS 23.402. However if this PDN connection is the only active PDN connection for the UE, the MME can initiate MME initiated detach procedure as part of step 3.
As explained during the discussion of the P2, a PDN connection without an IP address is undefined in 3GPP. The application will most likely shut itself down once initiating the DHCP release procedure. However in case of mis-behaving application, which initiates the IP address request after sending the DHCP release, the behaviour is as shown in the Figure 1 (flow-chart of UE behaviour).

Pros:

· The IP address is conserved.

· The SGW model also does not change.

Cons:

· Higher delay in obtaining IP address when the UE initiates DHCP request after sending an DHCP response. However as this is an unlikely occurrence, the larger time taken is not part of normal operation of the UE. 
Conclusion:

We propose the solution 2.2 is the most suitable solution. We propose the related CR in Tdoc number S2-085458, 23.402 CRnum 0399.
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