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5.3.1
IP address allocation

5.3.1.1
General

A UE shall perform the address allocation procedures for at least one IP address (either IPv4 or IPv6) after the default bearer activation if no IPv4 address is allocated during the default bearer activation.

One of the following ways shall be used to allocate IP addresses for the UE:

a)
The HPLMN allocates the IP address to the UE when the default bearer is activated (dynamic or static HPLMN address);

b)
The VPLMN allocates the IP address to the UE when the default bearer is activated (dynamic VPLMN address); or

c)
The PDN operator or administrator allocates an (dynamic or static) IP address to the UE when the default bearer is activated (External PDN Address Allocation).

The IP address allocated for the UE's default bearer shall also be used for the UE's dedicated bearers towards the same PDN. The IP address allocation for the multiple PDN GW case is handled with the same set of mechanisms as Attach.

PDN types IPv4, IPv6 and IPv4v6 are supported. An EPS Bearer of PDN type IPv4v6 may be associated with one IPv4 address only, with one IPv6 address/prefix only or with both one IPv4 and one IPv6 address/prefix. PDN type IPv4 is associated with an IPv4 address. PDN type IPv6 is associated with an IPv6 address/prefix. PDN types IPv4 and IPv6 are utilised in case the UE and/or the PDN GW support IPv4 addressing only or IPv6 addressing/prefix only; or operator preferences dictate the use of a single IP version only, or the subscription is limited to IPv4 only or IPv6 only. In addition, PDN type IPv4 and IPv6 are utilised for interworking with nodes of  earlier releases.

The UE sets the PDN type during the Attach procedure based on its IP stack configuration as follows:

-
A UE, which is IPv6 and IPv4 capable, shall request for PDN type IPv4v6.

-
A UE, which is only IPv4 capable, shall always request for PDN type  IPv4.

-
A UE, which is only IPv6 capable, shall always request for PDN type  IPv6.

-
When the IP version capability of the UE is unknown in the UE (as in the case when the MT and TE are separated and the capability of the TE is not known in the MT), the UE shall request for PDN type IPv4v6.

In case the UE requests PDN type IPv4v6, but the operator preferences dictate the use of a single IP version only, the PDN type may be changed to a single address PDP type (IPv4 or IPv6) and a reason cause of "network preference" returned to the UE. In this case the UE should not request another PDN connection for the other IP version. In case the UE requests PDN type IPv4v6, but the operator uses single addressing per bearer due to interworking with nodes of earlier releases, the PDN type may be changed to a single IP version only and a reason cause of "single address bearers only" returned to the UE. In this case the UE can request another PDN connection for the other IP version using the UE requested PDN connectivity procedure to the same APN with a single address PDN type (IPv4 or IPv6) other than the one already activated.

During inter-RAT mobility between EUTRAN and UTRAN/GERAN, an EPS bearer with PDN type IPv4v6 shall be mapped one-to-one to PDP type IPv4v6.

During inter-RAT mobility between E-UTRAN and UTRAN/GERAN, an EPS bearer with PDN type IPv4 shall be mapped one-to-one to a PDP context of PDP type IPv4. An EPS bearer with PDN type IPv6 shall be mapped one-to-one to a PDP context of PDP type IPv6.

It is the HPLMN operator that shall define in the subscription whether a dynamic HPLMN or VPLMN address may be used.

The EPS UE may indicate to the network within the Protocol Configuration Options element that the UE wants to obtain the IPv4 address with DHCPv4:

-
the UE may indicate that it prefers to obtain an IPv4 address as part of the default bearer activation procedure. In such a case, the UE relies on the EPS network to provide IPv4 address to the UE as part of the default bearer activation procedure.

-
the UE may indicate that it prefers to obtain the IPv4 address after the default bearer setup by DHCPv4. That is, when the EPS network supports DHCPv4 and allows that, it does not provide the IPv4 address for the UE as part of the default bearer activation procedures. The network may respond to the UE by setting the relevant field to 0.0.0.0. After the default bearer establishment procedure is completed, the UE uses the connectivity with the EPS and initiates the IPv4 address allocation on its own using DHCPv4. The UE sends DHCPv4 Discover message (see details in sub-clause 5.3.1.2.4). However, if the EPS network provides IPv4 address to the UE as part of the default bearer activation procedure, the UE should accept the IPv4 address indicated in the default bearer activation procedure.

-
if the UE sends no Address Allocation Preference, the PDN GW determines whether to use DHCPv4 or not based on per APN configuration

Both EPS network elements and UE shall support the following mechanisms:

a.
IPv4 address allocation via default bearer activation, if IPv4 is supported.

b.
/64 IPv6 prefix allocation via IPv6 Stateless Address autoconfiguration according to RFC 4862 [18], if IPv6 is supported;

Furthermore, the Protocol Configuration Options may be used during bearer activation to configure parameters which are needed for IP address allocation.

Both EPS network elements and UE may optionally support the following mechanisms:

a.
IPv4 address allocation and IPv4 parameter configuration after the attach procedure via DHCPv4 according to RFC 2131 [19] and RFC 4039 [25];

b.
IPv6 parameter configuration via Stateless DHCPv6 according to RFC 3736 [20];

c.
Allocation of a static Ipv4 address and/or a static IPv6 prefix based on subscription data in the HSS.

If the static IP address/prefix is not stored in the HSS subscription record, it may be configured on a per-user per-APN basis in the DHCP/Radius/Diameter server and the PDN GW retrieves the IP address/prefix for the UE from the DHCP/Radius/Diameter server. In this case, static IP address/prefix is allocated by the same procedures as the dynamic IP address/prefix allocation.

The following clauses describe how the above listed IP address allocation mechanisms work when GTP based S5/S8 is used. The way of working of the IP address allocation mechanisms for PMIP based S5/S8 can be found in TS 23.402 [2].The procedures can be used both for PLMN (VPLMN/HPLMN) or external PDN based IP address allocation. Note it is transparent to the UE whether the PLMN or the external PDN allocates the IP address.

In order to support DHCP based IP address configuration, the PDN GW shall act as the the DHCP server for HPLMN assigned dynamic and static and VPLMN assigned dynamic IP addressing. When DHCP is used for external PDN assigned addressing and parameter configuration, the PDN GW shall act as the DHCP server towards the UE and it shall act as the DHCP client towards the external DHCP server. The Serving GW does not have any DHCP functionality. It forwards all packets to and from the UE including DHCP packets as normal.

Editor's note:
It is FFS if additional security measures need to be taken in the case of DHCPv4 and DHCPv6.

IPv6 Stateless Address autoconfiguration [18] is the basic mechanism to allocate /64 IPv6 prefix to the UE. Additionally, shorter than /64 IPv6 prefix delegation via DHCPv6, RFC 3633 [21] may be provided, if it is supported by the PDN-GW.

During the attach procedure and default bearer establishment, the PDN GW sends the IPv6 prefix and Interface Identifier to the SGW, and then the S-GW forwards the IPv6 prefix and Interface Identifier to the MME or to the SGSN. The MME or the SGSN forwards the IPv6 Interface Identifier to the UE. Even if the UE receives the IPv6 prefix in the Attach Accept message, it shall ignore it.

Editor's note:
It is a stage 3 matter if the MME or the Rel-8 SGSN forwards the whole IPv6 address or only the Interface Identifier to the UE.
When dynamic address allocation interactions occurs between the UE and PDN GW subsequent to default bearer activation, the PDN GW shall interact with the PCRF. The PCRF must remain aware of the IP addresses that apply to the UE at all times. The PDN GW performs an IP CAN Session Establishment procedure when it assigns the first IPv4 address or IPv6 prefix for a PDN connection. When the PDN GW assigns an additional address for the already established PDN connection at a later stage  (for example, an IPv4 address allocation by DHCPv4 to a PDN Type IPv4v6 bearer, for which an IPv6 prefix has already been assigned), the PDN GW initiates an IP CAN Session Modification procedure with the PCRF.
5.3.1.2
IP address allocation mechanisms for GTP based S5/S8

5.3.1.2.1
IPv4 address allocation via default bearer activation

In this case the IP address is provided to the UE as part of the default bearer activation.

When the PLMN allocates the IP address, it is the PDN-GW's responsibility to allocate and release the IP address. The PDN GW may use an internal address pool in this case. The PDN GW allocates an IPv4 address upon default bearer activation and it releases the IPv4 address upon default bearer de-activation for a given UE.

When the IP address is allocated from the external PDN, it is the PDN GW's responsibility to obtain the IP address from the external PDN, allocate and release the IP address. The PDN GW may use DHCPv4 to obtain the IP address from the external PDN. If RADIUS or Diameter is used towards the external PDN as described in TS 29.061 [38], the IP address can be fetched as part of these procedures. If DHCPv4 is used, the PDN GW functions as the DHCPv4 Client. If RADIUS is used, the PDN GW functions as the RADIUS Client. If Diameter is used, the PDN GW functions as the Diameter Client.

5.3.1.2.2
IPv6 prefix allocation via IPv6 stateless address autoconfiguration

When the PLMN allocates the IPv6 prefix then it is the PDN GW responsibility to allocate and release the IPv6 prefix. The PDN GW may use an internal prefix pool in this case. The PDN GW allocates a globally unique /64 IPv6 prefix via Router Advertisement to a given UE.

When the IPv6 prefix is allocated from the external PDN, it is the PDN GW's responsibility to obtain the IPv6 prefix for external PDN, allocate and release the IPv6 prefix. The PDN GW may use DHCPv6 to obtain the IPv6 prefix from the external PDN. In this context, the PDN GW shall act as a DHCP client rather than a requesting router as defined in prefix delegation. If RADIUS or Diameter is used towards the external PDN as described in TS 29.061 [38], the IPv6 prefix can be fetched as part of these procedures. If DHCPv6 is used, the PDN-GW functions as the DHCPv6 Client. If RADIUS is used, the PDN GW functions as the RADIUS Client. If Diameter is used, the PDN GW functions as the Diameter Client.

The procedure of the stateless IPv6 address autoconfiguration is the following: After the attach procedure and default bearer establishment, the UE may send a Router Solicitation message to the PDN GW to solicit a Router Advertisement message. The PDN-GW sends a Router Advertisement message (solicited or unsolicited) to the UE. The Router Advertisement messages shall contain the same prefix as the one provided during the attach procedure (if it was provided). During the attach procedure if the UE receives the IPv6 prefix it shall ignore the prefix included in the Attach Accept message.

Editor's note:
It is FFS if the PDN GW needs to send the IPv6 prefix to the MME/SGSN via S-GWin the Create Default Bearer Response and to the UE in the Attach Accept message. This is used to inform the MME/SGSN of the IPv6 prefix allocated to the UE.

After the UE has received the Router Advertisement message, it constructs its full IPv6 address via IPv6 Stateless Address autoconfiguration in accordance with RFC 4862 [18]. For privacy, RFC 3041 [39], the UE may change the interface identifier used to generate full IPv6 addresses, without involving the network.

Any prefix that the PDN GW advertises to the UE is globally unique. The PDN GW shall also record the relationship between the UE identities and the allocated IPv6 prefix. Because any prefix that the PDN GW advertises to the UE is globally unique, there is no need for the UE to perform Duplicate Address Detection for any IPv6 address configured from the allocated IPv6 prefix. The PDN GW shall respond back with a Neighbor Advertisement upon receiving a Neighbor Solicitation message from the UE. For example, it is possible for the UE to perform Neighbor Unreachability Detection towards the PDN GW, as defined in RFC 4861 [32].

5.3.1.2.3
IPv6 parameter configuration via stateless DHCPv6

The UE may use stateless DHCPv6 for additional parameter configuration. The PDN GW acts as the DHCP server. When PLMN based parameter configuration is used, the PDN GW provides the requested parameters from locally provisioned database. When external PDN based parameter configuration is used, the PDN GW obtains the requested configuration parameters from the external PDN as described in the previous sections. When the PDN GW acts as a DHCPv6 server towards the UE, the PDN GW may act as DHCPv6 client towards the external PDN to request the configuration parameters for the UE. If RADIUS or Diameter is used towards the external PDN as described in TS 29.061 [38], the the requested configurataion paramters can be fetched as part of these procedures.
5.3.1.2.4
IPv4 address allocation and IPv4 parameter configuration via DHCPv4

When the PLMN allocates the IPv4 address then the PDN GW responsibility is to allocate and release the IPv4 address (as it is in the previous case).

When external PDN allocation is used the PDN GW shall act as a DHCPv4 server towards the UE. The PDN GW acts as DHCP Client and it interacts with the DHCP server in the external PDN to obtain the IP address and the configuration parameters. If RADIUS or Diameter is used towards the external PDN as described in TS 29.061 [38], the IP address and the requested configuration parameters can be fetched as part of these procedures.

Editor's Note:
It is FFS how the PDN GW releases the IP address that is assigned to the UE.
If dynamic policy provisioning is deployed, the PDN GW shall interact with the PCRF in order to properly include the newly assigned address before returning the address to the UE in the IP CAN session. If the PDN Type is IPv4 and no address has been assigned, the PDN GW performs an IP CAN Session Establishment procedure with the PCRF. If the PDN Type is IPv4v6  the IPv6 prefix is assigned at the time of PDN connection set-up. In this case the PDN GW performs an IP CAN Session Modification Procedure when assigning the IPv4 address subsequently.
If the UE releases its IPv4 address using DHCPv4 or the IPv4 address lease time expires, and dynamic policy provisioning is deployed, the PDN GW shall inform the PCRF. In this case, if the PDN Type is IPv4v6, the UE always has an IPv6 prefix assigned as long as the PDN connection exists, the PDN GW will initiate an IP CAN Session Modification procedure. The proper method to terminate PDN connectivity is the Detach Procedure.
5.3.1.2.5
IPv6 prefix delegation via DHCPv6

When the PLMN allocates the IPv6 prefix then the PDN GW responsibility is to allocate and release the IPv6 prefixes (as it is in the previous case) and the PDN GW shall act as DHCPv6 server and shall create and send the DHCPv6 responses to the UE.

When external PDN allocation is used the PDN GW shall act as a DHCPv6 server towards the UE. The PDN GW acts as DHCP Client and it interacts with the DHCP server in the external PDN to obtain IPv6 prefix and other parameters for the UE. If RADIUS or Diameter is used towards the external PDN as described in TS 29.061 [38], the IPv6 prefix can be fetched as part of these procedures.

Editor's Note:
It is FFS how the PDN GW releases the IPv6 prefix that is assigned to the UE.
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