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****START OF THE FIRST CHANGE****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

 […]

[46]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".

[47]
3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core Network Protocols; Stage 3".

[a]
3GPP TS 23.041: “Technical realization of Cell Broadcast Service (CBS)”

[b]
3GPP TS 25.419: "UTRAN Iu-BC Interface: Service Area Broadcast Protocol (SABP)"
[c]
3GPP TS 22.042: "Network Identity and Time Zone (NITZ) service description; Stage 1"
3
Definitions and abbreviations

****NEXT CHANGE****

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AMBR
Aggregate Maximum Bit Rate
CBC
Cell Broadcast Centre
CBE
Cell Broadcast Entity 
DL TFT
DownLink Traffic Flow Template

ECGI
Evolved Cell Global Identifier

ECM
EPS Connection Management

EMM
EPS Mobility Management
EPC
Evolved Packet Core

EPS
Evolved Packet System

GUMMEI
Globally Unique MME Identifier

GUTI
Globally Unique Temporary Identity

GW
Gateway

PDB
Packet Delay Budget

PLR
Packet Loss Rate

LBI
Linked EPS Bearer Id

MME
Mobility Management Entity

MMEC
MME Code

M-TMSI
M-Temporary Mobile Subscriber Identity

P-GW
PDN Gateway

PTI
Protocol Transaction Id

S-GW
Serving Gateway

S-TMSI
S-Temporary Mobile Subscriber Identity

SDF
Service Data Flow

TAC
Tracking Area Code

TAI
Tracking Area Identity

TAU
Tracking Area Update

TIN
Temporary Identity used in Next update

UL TFT
UpLink Traffic Flow Template

****NEXT CHANGE****

4.2.X
Architecture for EPS Emergency Warning System
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Figure 4.2.X-1. EPS EMergency Warning System Architecture for 3GPP Accesses

NOTE:
The interface 1 between CBE and CBC is outside the scope of 3GPP.
The cell broadcast centre (CBC) is part of the core network and connected to a concentrator node e.g. a GERAN BSC, UTRAN RNC or MME via the Bc reference point specified in TS23.041 [a].
4.3
High level functions

*******NEXT CHANGE*******

4.4.2
MME

MME functions include:

-
NAS signalling;

-
NAS signalling security;

-
Inter CN node signalling for mobility between 3GPP access networks (terminating S3);

-
UE Reachability in ECM-IDLE state (including control and execution of paging retransmission);

-
Tracking Area list management;

-
PDN GW and Serving GW selection;

-
MME selection for handovers with MME change;

-
SGSN selection for handovers to 2G or 3G 3GPP access networks;

-
Roaming (S6a towards home HSS);

-
Authentication;

-
Bearer management functions including dedicated bearer establishment.

-
Lawful Interception of signalling traffic.
-
CBS transfer function (including selection of appropriate eNB, conversion of protocols)

NOTE:
The Serving GW and the MME may be implemented in one physical node or separated physical nodes.

4.4.3
Gateway

*******NEXT CHANGE*******

4.4.8
PDN GW's associated AAA Server

The PDN Gateway may interact with a AAA server over the SGi interface. This AAA Server may maintain information associated with UE access to the EPC and provide authorization and other network services. This AAA Server could be a RADIUS or Diameter Server in an external PDN network, as defined in TS 29.061 [38]. This AAA Server is logically separate from the HSS and the 3GPP AAA Server.

4.4.X
CBC

CBC is described in more detail in TS 23.041 [a].

4.4.Y
CBE
CBE is described in more detail in TS 23.041 [a].

4.5
Reference points

*******NEXT CHANGE*******

4.5
Reference points

S1-MME:
Reference point for the control plane protocol between E-UTRAN and MME.

S1-U:
Reference point between E-UTRAN and Serving GW for the per bearer user plane tunnelling and inter eNodeB path switching during handover.

S3:
It enables user and bearer information exchange for inter 3GPP access network mobility in idle and/or active state.

S4:

It provides related control and mobility support between GPRS Core and the 3GPP Anchor function of Serving GW. In addition, if Direct Tunnel is not established, it provides the user plane tunnelling.

S5:
It provides user plane tunneling and tunnel management between Serving GW and PDN GW. It is used for Serving GW relocation due to UE mobility and if the Serving GW needs to connect to a non-collocated PDN GW for the required PDN connectivity.

S6a:
It enables transfer of subscription and authentication data for authenticating/authorizing user access to the evolved system (AAA interface) between MME and HSS.

Gx:
It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement Function (PCEF) in the PDN GW. 

S8:
Inter-PLMN reference point providing user and control plane between the Serving GW in the VPLMN and the PDN GW in the HPLMN. S8 is the inter PLMN variant of S5.

S9:
It provides transfer of (QoS) policy and charging control information between the Home PCRF and the Visited PCRF in order to support local breakout function.

S10:
Reference point between MMEs for MME relocation and MME to MME information transfer.

S11:
Reference point between MME and Serving GW.

S12:
Reference point between UTRAN and Serving GW for user plane tunneling when Direct Tunnel is established. It is based on the Iu-u/Gn-u reference point using the GTP-U protocol as defined between SGSN and UTRAN or respectively between SGSN and GGSN. Usage of S12 is an operator configuration option.

S13:
It enables UE identity check procedure between MME and EIR.

SGi:
It is the reference point between the PDN GW and the packet data network. Packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. for provision of IMS services. This reference point corresponds to Gi for 3GPP accesses.

Rx
The Rx reference point resides between the AF and the PCRF in the TS 23.203 [6].

SBc
Reference point between CBC and MME.
When data forwarding is used as part of mobility procedures different user plane routes may be used based on the network configuration (e.g. direct or indirect data forwarding). These routes can be between eNodeB and RNC, eNodeB and SGSN, RNC and S-GW or between S-GW and SGSN. Explicit reference points are not defined for these routes.

Protocol assumption:

-
The S1-U is based on GTP-U protocol;

-
The S3 is based on GTP protocol;

-
The S4 is based on GTP protocol;

-
The S5 is based on GTP protocol. PMIP variant of S5 is described in TS 23.402 [2];

-
The S8 is based on GTP protocol. PMIP variant of S8 is described in TS 23.402 [2].

-
S3, S4, S5, S8, S10 and S11 interfaces are designed to manage EPS bearers as defined in clause 4.7.2.
-
The SBc interface is based on SABP protocol

NOTE:
Redundancy support on reference points S5 and S8 should be taken into account.

4.6
EPS Mobility Management and Connection Management states

*******NEXT CHANGE*******

5.1.1.9
MME - HSS

Editor's note:
This section shall specify the protocol stack on the control plane of the S6a interface.

5.1.1.10
MME - EIR

Editor's note:
This section shall specify the protocol stack on the control plane of the S13 reference point.

5.1.1.X
CBC - eNodeB
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Legend:

-
S1 Application Protocol (S1-AP): Application Layer Protocol between the eNodeB and the MME.

-
SABP: The SABP protocol supports transfer of CBC contents and is specified (including which messages are supported for EPS) in TS25.419 [b]  

SCTP for the control plane (SCTP): This protocol guarantees delivery of signalling messages between MME and eNodeB (S1). SCTP is defined in RFC 2960 [35].
-
TCP: The TCP protocol is the backbone network protocol used for routeing user data and control signalling

-
IP: The IP protocol is the backbone network protocol used for routeing user data and control signalling

Figure 5.1.1.X-1: CBC - eNodeB

5.1.2
User Plane

*******NEXT CHANGE*******
5.X
EPS Emergency Warning System
5.X.1 General

EPS Emergency Warning System is a broadcast service in which text based data is transmitted from a single source entity (e.g.CBC center) to multiple recipients. Transmitting the same data to multiple recipients allows network resources to be shared.  EPS Emergency Warning System is based on Cell Broadcast System.  The identified use case of Emergency Warning System in this version of release is Earthquake and Tsunami Warning System (ETWS).
The area in which CBS is provided can be at least specified by the granularity of cell identifier.  
The capability of CBS services (e.g. maximum number of pages, simultaneous broadcast of mutiple message, etc) for EPS Emergency Warning System shall be equivalent the legacy CBS as specified in TS23.041.  The information flow and its further details will be specified in more details in TS23.041 [a].
EPS emergency warning system can be provided for UE in ECM-IDLE and ECM-CONNECTED modes.
5.X.2
Security
Security is provided by appending Digital Signatures and Timestamps to the Warning Information.


NOTE: This security mechanism is subject to regulatory requirements.

A regulator in a certain different country can put preference on speed of delivery time over security features. A mechanism to mitigate security threats which could happen in such a country is provided by ensuring that the UE only accepts "unsigned" warnings in that country, and that , the UE has authenticated the network during its registration in that country.

NOTE:
Details of the security mechanism are to be investigated and specified in SA3 and CT1.

5.X.3 Emergency Warning Broadcast
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Figure 5.X.2-1: EPS Emergency Broadcast for ETWS
1.
Device Management is used to configure the UE with a list of PLMNs that wish the UE to accept ETWS warnings "without security". By default, the list in the UE shall be empty (i.e. the default setting shall be that security is needed for all PLMNs).

Network registration and Security (e.g. mutual authentication) procedures are performed. The UE stores a flag that indicates whether or note it has authenticated the network. To guard against replay attacks, at least one of the core network nodes (MME) uses the Network Information and Time Zone (NITZ) feature (see 3GPP TSs 22.042 [c], 24.301 [46]) to send the current Time of Day to the UE. The UE shall synchronise an internal EPS Emergency Warning System clock to the time supplied in this procedure.  The accuracy of time shall be kept minimal while registered on this PLMN.

2.
CBE (e.g. Information Source such as PSAP or Regulator) sends emergency information (e.g. "warning type", "warning message", "impacted area", "time period") to the CBC. The CBC shall authenticate this request. The "warning type" takes one of the following values {'earthquake', 'tsunami', 'earthquake and tsunami', 'test' and 'other'}. The "warning message" contains a text based warning message.

Note 1:
The message between CBE and CBC is outside the scope of 3GPP.


Note 2:
The value of 'time period' is subject to regulatory policy.

Note 4:
It is FFS for SA3 whether the GEC or the CBC add the Digital Signature and Timestamp.
3.
Using the "impacted area information", the CBC identifies which MMEs need to be contacted and constructs the "Cell-List/Service Area ID-list" for the cells in which the information is to be broadcast.

The CBC shall send a WRITE-REPLACE message (Message-Identifier, Old-Serial-Number, New-Serial-Number, Cell-List/Service Area ID-list, Category, Repetition-Period, No-of-Broadcasts-Requested, Number-of-Pages, Data Coding Scheme, CBS-Message-Information, all as specified in TS23.041[a], Paging-ETWS-Indicator, Warning-Type) to all the identified MMEs.  Paging-ETWS-Indicator indicates that warning message shall be sent on paging message without security.  Warning-Type indicates the warning type to be included in the ETWS paging message.  "Digital signature" and "timestamp" are also included in the CBS-Message-Information.  CBS-Message-Information can be also used to indicate UE whether to alert the user with sound, and/or pop-up the message.

NOTE:  Detail of Service Area ID-list is FFS.
4.
MME uses the "Cell-List/Service Area ID-list" information to determine which eNBs shall broadcast the warning message, and then, MME transfers this information using a S1-AP message.  S1-AP message shall contain the parameters in WRITE-REPLACE message, and the list of Cell Global IDs. 

NOTE:  Which S1-AP message is to be used is specified in RAN3
5.
eNodeB shall identify the cells using the list of Cell Global IDs sent from MME. When S1-flex is used, eNodeB detects duplicate messages by checking message identifier and serial number.  If any redundant messages are detected, these messages are discarded and a failure message with relevant cause value is returned to the sending MME.  Additionally, CBC may select only one MME in the overlapping area, if CBC can detect any overlapping of broadcast areas in advance.
eNB then start to broadcast the warning message containing "digital signature" and "timestamp" over System Information messages.  This broadcast information is repeated continuously by the eNodeB for the period requested in WRITE-REPLACE message. eNodeB can treat these 3 fields as one information element and the eNodeB need not check that the "digital signature" and "timestamp" fields are present.
At the same time, eNodeB sends paging messages to alert UEs to receive the broadcast warning message. The "warning type" is copied into the paging message. When the "warning type" is set to 'other', all of the warning information is included in the broadcast "warning message ".  When the "warning type" is set to 'test', UE silently discard the message unless it is specially designed to react for testing purposes.

NOTE:
Whether page messages containing an "ETWS IMSI" with MCC=901 and MNC=08 are used for this purpose is decided by RAN groups.  Also, whether the "warning type" is encoded within the MSIN field in the "ETWS IMSI" or a new information element is decided by RAN groups.

6.
The UE receives a ETWS paging message. If the UE has been configured to receive ETWS warnings "without security ", and the UE has authenticated the core network of the cell it is camped on, then the UE can use "warning types" immediately to alert the user.

The UE then activates reception of the broadcast messages containing the "warning message ", "digital signature" and "timestamp".  If the "digital signature" and/or "timestamp" are present and security checks fail, then the UE notifies the user of this fact and stops the user alerting. If both "digital signature" and "timestamp" are present and security checks pass, then the UE indicates the contents of the "warning message" to the user along with an indication that the message has been authenticated.


In other cases the UE indicates the contents of the "warning message" to the user along with an indication that the message has not been authenticated.  


If the UE has not been configured to receive ETWS warnings "without security ", the UE activates reception of the broadcast messages containing the "warning message ", "digital signature" and "timestamp ". Unless both the "digital signature" and "timestamp" are present and the security checks pass, the UE shall ignore the message.

If both "digital signature" and "timestamp" are present and security checks pass, then the UE alerts the user; and indicates the contents of the "warning message" to the user along with an indication that the message has been authenticated.

7.
 eNodeB sends a S1-AP message to indicate acknowledgement in return of S1-AP broadcast request message.  This step can take place in parallel to step 6.
8.
 MME sends a REPORT-SUCCESS in return of WRITE-REPLACE.
9.
CBC sends acknowledgement message to CBE.

****END****
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