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Abstract of the contribution:

This paper discusses on how UE can discover whether a given access network is trusted or untrusted. It also proposes the principles for deciding whether an  access is trusted or untrusted.
Introduction:

In SA2#64, we agreed that whether an access is trusted or untrusted in not a property of the access technology itself. However there was no agreement when and how the UE is informed of the access. There are certain conditions which need to be satisfied for deciding the same:
· In the roaming scenario VPLMN also should have a say on whether an access is trusted or untrusted.

· In the case of local breakout, the UP is completely within the VPLMN network. In this case, should HPLMN also influence the decision?

· S2c based access to trusted non-3GPP access does not require the UE to authenticate with 3GPP AAA server.

· When UE is accessing untrusted access, access authentication is not mandatory.

Issue 1: Decision in UE during authentication
When a UE connects to a non-3GPP access:

· If UE is connecting to access as untrusted access, then the UE may not perform any access authentication.

· If UE is connecting to trusted access using S2c, non-3GPP specific access authentication may be done by the UE.

· In the case UE does an 3GPP specific access authentication, the UE can connect to network either using S2c or S2a or as untrusted access.

As shown below the different options:
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From the above figure it is clear that the main choice for the UE is when:

· Non-3GPP access authentication: is performed by the UE. Here the UE can choose between:

·  S2c based access for trusted access, and,

· Untrusted access.

· The Indeterminate case: When 3GPP specific access authentication is done and no indication is received whether S2a or S2c is chosen. Here the UE can choose between the three options:

· S2a based access

· S2c over trusted access.
· Untrusted access
During 3GPP based access authentication procedure, UE can be informed of whether trusted or untrusted access is to be used for particular access.
Conclusion:

We propose the following principles be included:

· If no access authentication is performed, UE initiates the procedure for untrusted access.

· If non-3GPP specific access authentication is performed, S2c based access via trusted non-3GPP access is performed or access using untrusted access procedures. If and how the UE receives indication whether trusted or untrusted access is to be used is out of scope of 3GPP. The try one of the access and fall back to other way of accessing as a fallback.
· If 3GPP specific procedure is performed and protocol chosen during IPMM is indicated back to UE, then UE assumes that the given access is trusted access.
· (Not included in the CR, but only for discussion) If no IPMM protocol indication is given to the UE but UE receives indication from the AAA server as to whether the given access is trusted or untrusted, the access is treated as trusted or untrusted as indicated by the network.

Issue 2: VPLMN/HPLMN decision when UE is in roaming

When the UE is in home PLMN, the HPLMN decides an access network is trusted if it can rely on the access technology and the operator to secure the user data. If we extend the same concept to roaming architectures, the HPLMN will decide that the access is trusted if it can rely on the operator of the non-3GPP access system. Otherwise the HPLMN will decide to use the untrusted access.
However, since the VPLMN has direct business relationship with the non-3GPP access system, VPLMN is in better position to decide the trustworthiness of the network and operator. There are 2 options:

Option 1: VPLMN can modify the decision of the HPLMN from trusted to untrusted only.

During authentication of the UE, the HPLMN makes a decision on whether an access is trusted or untrusted. HPLMN may make use of roaming agreements to make the decision. When HPLMN decides that an access is untrusted, VPLMN does not modify the decision and UE has to use the access as untrusted. If the HPLMN decides that an access as untrusted access, then the VPLMN can modify the access to be trusted access if VPLMN does trust the access system. However an access decided as untrusted by the HPLMN cannot be modified to be trusted by VPLMN.
Advantages:

· This is a simple protocol. 

Disadvantages:

· VPLMN has only limited influence on the decision (i.e. only can change from untrusted to trusted.). However, since the static information provided by the VPLMN has already been taken into consideration, the disadvantage is minor.
Option 2: VPLMN informs the HPLMN regarding the trustworthiness of the access.

In this option the VPLMN informs the HPLMN trustworthiness of the access. The HPLMN takes this input from the VPLMN into consideration when making a decision whether an access is trusted or untrusted.

Advantages:

· VPLMN input is taken into consideration in real time. Every time UE attaches to a network, the VPLMN can indicate to the network whether the access network is trusted or untrusted. However the trust relationships between the operators are highly stable and value of the real time indication is not clear.
Disadvantages: 

· VPLMN can only give inputs to the HPLMN. It cannot enforce a decision.

· The protocol is more complicated compared to option 1.

Conclusion:

At this stage of standardization, an option with minimum impacts to the procedures is advantageous.

The changes suggested in this CR are implemented in CR S2-083809.
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