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12
Interactions Between HSS and AAA Server
The interaction between the 3GPP AAA Server and the HSS is not explicitly presented in several figures of this specification. Though these entities are depicted as "AAA/HSS" in these figures, these functions are distinct and interact over the SWx reference point. The authentication procedures between HSS and 3GPP AAA Server is described in 3GPP TS 33.402 [x].
12.1
Location Management Procedures

The location management procedures between HSS and 3GPP AAA Server is described in this clause.

Non-3GPP access location management procedures define the process in which the 3GPP AAA Server interacts with the HSS for the following purposes:

-
To register the current 3GPP AAA Server address in the HSS for a given 3GPP user. This procedure is invoked by the 3GPP AAA Server after a new subscriber has been authenticated by the 3GPP AAA Server. As part of the response, the HSS returns the subscriber's user profile data to the 3GPP AAA Server.

-
To register the current PDN GW address in the HSS for a given user. The allocated PDN GW address and APN associated with the UE’s PDN Connection are provided by the AAA to the HSS.

-
To de-register the currently registered 3GPP AAA Server-address in the HSS for a given user and purge any related non-3GPP user status data in the HSS. The 3GPP AAA server de-registers its address and purges user status data when e.g. the UE has disappeared from non-3GPP access coverage, when another EPC core network entity (e.g. charging system) has initiated a disconnection, when a re-authentication failure in the 3GPP AAA Server occurs, etc. If a UE has changed to a 3GPP access RAT, the 3GPP AAA Server initiated De-Registration procedure should not affect any currently selected PDN GW address and APN associated with the UE’s PDN Connection stored in the HSS and in use in the 3GPP access.

Editor's Note:
It is FFS how the HSS detects this.

-
HSS-initiated de-registration procedure to purge the UE from the 3GPP AAA server. This happens when the user's subscription has been cancelled or other operator-determined reasons. As a result, the 3GPP AAA server should deactivate any UE tunnel in the PDN GW and/or detach the UE from the access network.

The previous procedures are described in more detail in the following sub-sections. These procedures between the 3GPP AAA server and the HSS are common to all non-3GPP accesses, whether trusted or non-trusted, and are independent of the mobility protocol used.

12.1.2
AAA-initiated UE De-registration Notification

The 3GPP AAA server requests the HSS to De-Register the currently registered UE. In doing so, the 3GPP AAA Server is notifying the HSS that the UE no longer has any context in the 3GPP AAA Server. The HSS should in turn delete the registered 3GPP AAA server address.
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Figure 12.1.2-1: AAA-initiated UE De-registration Notification

1.
The 3GPP AAA server sends a UE De-Registration Request (User Identity, Cause) to the HSS. The "Cause" field may take values such as Authentication-Failure, UE-Detached, Charging-System-Request, etc.

2.
The HSS shall check whether the UE is accessing the network through a 3GPP access network. If not, the HSS marks the UE as not-registered, removes the 3GPP AAA Server address, PGW address and APN previously stored for the UE and responds with a UE De-Registration ACK. Otherwise, the HSS only removes the 3GPP AAA Server address and responds with a UE De-Registration ACK.
12.1.4
PDN GW Address Notification

The 3GPP AAA server updates the HSS with the PDN GW address and APN associated with the UE’s PDN Connection. This procedure only occurs when the 3GPP AAA server has in turn successfully received an Update PDN GW address from the PDN GW itself in which case the 3GPP AAA server should subsequently always update the HSS with the PDN GW address.
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Figure 12.1.4-1: PDN GW Address Notification

1.
The 3GPP AAA server sends an Update PDN GW Address Request (PDN GW address, APN, User Identity) to the HSS. If the PDN GW address is carried in this message, it shall be recognized as registration of the PDN GW address and APN. If the PDN GW address is not carried in this message, it shall be recognized as de-registration of the PDN GW address and APN.
2.
The HSS checks that the user is known and that the stored 3GPP AAA server name is the currently registered 3GPP AAA server for this same user. If this is successful, the HSS returns an Update PDN GW Address Acknowledgement and stores or deletes the PDN GW address and APN as indicated by the request message.
End of the changes
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