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This contribution discusses different alternatives for how a UE detects whether a non-3GPP IP access shall be considered trusted or untrusted. The contribution also proposes a way forward.

Introduction

When attaching in or handing over to a non-3GPP IP access, the UE needs to know whether to initiate procedures for a trusted or untrusted non-3GPP IP access. Since the decision on whether a non-3GPP access is trusted or untrusted is not a characteristic of the access itself but rather a choice of the (involved) operators it is unclear how a UE would know which procedures to invoke. In order to allow an interoperable and consistent system there is a need to specify the way(s) in which a UE detects whether an non-3GPP IP access shall be treated as untrusted or trusted.
Discussion

There are several possibilities for the network/operator to inform the UE about whether a non-3GPP IP access is trusted or untrusted. A few of these mechanisms where briefly discussed at SA2#64 (e.g. as part of contributions S2-082662 and S2-082663). Below these and additional mechanisms are briefly analysed:
1. Pre-configuration in the UE
The UE may be pre-configured with information about which access types and/or access network operators that can be considered trusted. This option is simple in the sense that it does not require dynamic provisioning of information to the UE. A drawback is however that this solution is not scalable in roaming scenarios and when non-3GPP accesses are added and/or modified.
2. Detection during access authentication 

The HSS/AAA may provide an indication to the UE during 3GPP based access authentication whether or not it needs to perform the procedures for untrusted access. In case the non-3GPP access does not support 3GPP-based access authentication, the UE treats the access as untrusted. This alternative requires that access authentication is always performed in a trusted non-3GPP access, as stated in SA3 draft TS 33.402 v1.1.0. 
3. Detection as part of IPMS

The solution for IPMS allows the option where network informs the UE about the selected mobility management mechanism. It would be straight forward to extend this indication to the UE with an indication on whether the access should be considered trusted or untrusted. A drawback however is that this IPMS indication to the UE is optional and currently only sent in case the UE explicitly indicated its supported mobility mechanisms. 
4. Detection as part of Access Network Discovery and Selection (ANDS)

Together with the access network and discovery information provided to the UE, the ANDSF may provide information also about whether a specific access uses trusted (or untrusted) procedures. This option is a natural extension of the already agreed functionality of ANDSF. A drawback however is that ANDSF is optional and thus not available in all networks. Another drawback is that the information is provided when the UE already has a PDN connection established and it is thus not possible to inform the UE about the trust properties of the non-3GPP access used at initial attach (unless this information was provided during an earlier attach). 
5. Implicit detection based on received IP address

In certain circumstances it may be possible for the UE to deduce the trust status of the non-3GPP access based on the IP address received in that access. For example, at a handover using network based mobility with IP address preservation, the UE may detect that the target access is trusted if the IP address received in the target access is the same as in source access. A limitation is however that if private IP addresses are used this method becomes ambiguous. It does also not work in case S2c is used in target access, or if PMIP without IP address preservation is used.
6. Fallback solutions

At least two alternative fallback solutions are possible:

1. UE first assumes that the access is trusted. If not, it falls back to untrusted procedures. A pre-requisite for this solution to work is that the UE can detect that its first choice fails, i.e. the UE does not get connectivity to the selected PDN GW. For this type of fallback, we have different cases:

a. If the access is untrusted and S2c is used, the UE will be provided with a local IP address and attempt to discover a PDN GW (HA) and/or establish S2c connectivity with the PDN GW. If this fails, e.g. in case the UE does not reach the PDN GW, the UE may try to establish an IPSec tunnel to an ePDG.

b. If the access is untrusted and S2c is not used, the UE will be provided with a local IP address but in this case it is not clear how the UE can detect that it needs to invoke the procedures for untrusted access. In general the UE will not be able to detect whether the IP address comes from the untrusted non-3GPP access or a PDN GW.
2. UE first assumes that the access is untrusted. For this type of  fallback, we have different cases:

a. In case the non-3GPP access is trusted and S2a is established, the UE may not be aware that it has already received PDN connectivity. In this case the UE may attempt to contact an ePDG which should deny the tunnel establishment and indicate to the UE that trusted procedures are being used. In case the UE did not reach an ePDG (e.g. if ePDG connectivity is not reachable over SGi) the UE will not know whether trusted procedures are being used or if the access actually is untrusted but the UE just failed to contact a ePDG. 
b. In case the non-3GPP access is trusted and S2c is used, the UE may still choose to use the procedures for untrusted non-3GPP IP access and use the IP address received by the ePDG as CoA. Alternatively, the UE may get an indication from the ePDG that the access is trusted. The UE can then cancel the IPSec tunnel establishment with the ePDG and instead use the local IP connectivity in the non-3GPP access network to establish S2c connection with the PDN GW. 

A general drawback with the fallback solutions is that they introduce additional delay at initial attach and handovers in case the UE needs to perform the fallback. Also, from the above discussion there are unresolved issues with fallback in case PMIP is used. 

Conclusions and Proposal

In order to design a robust system and to avoid interoperability issues, it is desirable to limit the number of optional solutions to any given problem (In particular if some of the options only work in a limit set of scenarios.)  It is therefore proposed to only use options 1 and 2 and update 23.402 as described in the accompanying CR in S2-083548.
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