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PROPOSAL

Based on the discussion in S2-084179, it is proposed that the following new text is added to the TR23.828.

This new alternative is proposed to cover the global requirement.
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Alternative 6: Enhanced CBS with Optional Information Elements Over Paging Message

X.1
Architecture Overview

This clause describes the ETWS architecture using a CBS core network (TS 23.041 [3]). While Alternative 1 focuses only on the delivery speed of the warning notification, this alternative considers the security aspects as well to cover the global requirements.
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Figure X.1.1:  Overview of ETWS architecture
-
The functionality of Government ETWS Centre (GEC) and the capability of CBE-CBC interface are outside the scope of the 3GPP specification.
-
The cell broadcast centre (CBC) is part of the core network and connected to a concentrator node e.g. a GERAN BSC, UTRAN RNC or EPS nodes via the Bc reference point.  
Note: TS23.041 [3] defines the individual interfaces for GERAN/UTRAN.
-
Based on this architecture and on the current requirements for cell broadcast, other core network elements such as MSC, VLR, SGSN, GGSN, HLR etc are not involved in the service delivery.
Note: The architecture for EPS (MME or E-UTRAN) [FFS] is still under development.

X.2
High Level Description for GERAN, UTRAN and E-UTRAN

X.2.1
UE support

While the support of ETWS in UE is optional, UE’s that support ETWS are intended to comply with this description.

X.2.2
Solution for Idle-Mode UE

For idle mode UEs, the ETWS warning information is broadcast within the cell. In order to minimise UE battery consumption, the UE follows its normal DRX scheme. When the UE wakes up for its paging occasion and ETWS information is being sent, the UE is commanded to receive the ETWS information.

In some cases, the ETWS information is fully contained within the paging message. More usually, security requirements mean that the UE has to also receive other broadcast information.

The ETWS information is made available to the GERAN/UTRAN/E-UTRAN using the CBS infrastructure and mechanisms described in TS23.041 [3].
Note:  The above-mentioned solutions are to be considered in RAN and GERAN groups.
X.2.3
Solution for Connected-Mode UE
For GERAN, the GSM BTS can encapsulate the Warning and Security Information into a point-to-point SMS and inject it into the SACCH of each mobile. See “Alternative 5” for more details. 

For UTRAN, UEs in URA-PCH and Cell-PCH should monitor the paging channel and react to “ETWS paging” a paging messages with ETWS indication in the same way as idle mode UEs. Solutions for UEs in other RRC connected mode sub-states are not specified in this release of the specifications.

For E-UTRAN, solution for Connected-Mode UE should be specified.
Note:  The above-mentioned solutions are to be further considered in RAN and GERAN groups.
X.2.4
Security
Security is provided by appending Digital Signatures and Timestamps to the Warning Information.

This security mechanism is based on regulatory requirements.
A regulator in a certain different country can put preference on speed of delivery time over security features. A mechanism to mitigate security threats which could happen in such a country is provided by ensuring that the UE only accepts “unsigned” warnings in that country, and that , the UE has authenticated the network during its registration in that country. This requires the use of a USIM, rather than a SIM.

Note:  Details of the security mechanism are to be investigated and specified in SA3.

X.3
Information Flow

X.3.1
Overview 

The following information flow describes the overall concept of how ETWS works. It focuses on idle mode. Specifics for connected mode are described in clause X.3.2.
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Figure X.3.1 The ETWS information flow for idle mode UE
Note: The architecture for EPS (MME or E-UTRAN) [FFS] is still under development.

0.
Device Management is used to configure the UE with a list of PLMNs that wish the UE to accept ETWS warnings “without security”. By default, the list in the UE shall be empty (i.e. the default setting shall be that security is needed for all PLMNs).

1.
Network registration and Security (e.g. mutual authentication) procedures are performed. The UE stores a flag that indicates whether or note it has authenticated the network. To guard against replay attacks, at least one of the core network nodes (MSC or SGSN or MME) uses the Network Information and Time Zone (NITZ) feature, see 3GPP TSs 22.042 [x] and 24.008 [y] to send the current Time of Day to the UE. The UE shall synchronise an internal ETWS clock to the time supplied in this procedure and keep this clock running with an accuracy of better than [1] minute while registered on this PLMN.

2.
GEC (e.g. Information Source such as PSAP or Regulator) sends emergency information (“warning type”, “warning message”, “impacted area”, “time period”) to the CBC. The CBC shall authenticate this request. The “warning type” takes one of the following values {earthquake, tsunami, test, other}. The “warning message” contains a [text] based warning message with less than [X] octets of content.

Note: time period depends on regulatory policy.

Editor's Note:  It is FFS for SA3 whether the GEC or the CBC add the Digital Signature and Timestamp
Editor's Note:  It is FFS what is the combined size of the warning message, digital signature and timestamp

3.
Using the “impacted area information”, the CBC identifies which BSCs, RNCs, and EPS node need to be contacted and constructs the “Cell ID/Service Area ID list” for the cells in which the information is to be broadcast. 

The CBC shall send a WRITE-REPLACE message to all the identified BSCs, RNCs and EPS node. The message shall include an “emergency indication” to differentiate it from normal Cell broadcast information, as well as the “Cell ID/Service Area ID list”, “warning type”, “warning message”, “impacted area”, “digital signature” and “timestamp” information.
4.
The BSCs, RNCs and EPS nodes use the “Cell ID/Service Area ID list” information to identify which BTSs, NodeBs and eNodeBs need to transmit this information, and then, they relay this information to them using the appropriate Abis/Iub/??[FFS for EPS] interface message (e.g. “SMS broadcast request” on the A-bis interface).

5.
The BTS/NodeB/eNodeB receives the SMS Broadcast Request /Iub message/??[FFS for EPS] message containing the emergency indication. As parallel actions, the BTS/NodeB/eNodeB shall:

Editor’s Note: in UMTS, whether the following actions are performed by the RNC or NodeB is FFS.

a) start to broadcast the “warning message”, “digital signature” and “timestamp”. Whether this broadcast uses a Cell Broadcast channel or modified System Information messages, or another technique is to be defined by RAN groups and can be RAT specific. This broadcast information is repeated continuously by the BTS/NodeB/eNodeB for the “time period” requested by the GEC. 

From the BTS/NodeB/eNodeB perspective, these 3 fields can be treated as one information element and the BTS/NodeB/eNodeB need not check (and, indeed, might not be able to check) that the “digital signature” and “timestamp” fields are present.
b) use paging messages in every paging group to alert idle mode mobiles to receive the broadcast warning message.  This is the "ETWS indication".  Typically these paging messages are repeated in all paging groups for several DRX periods.

Note
It should be investigated in RAN/GERAN groups whether page messages containing an “ETWS IMSI” with MCC=901 and MNC=08 are used for this purpose. This MCC and MNC combination is an escape PLMN code that is reserved in TS 23.003 [z].
c) the “warning type” is copied into the paging message. When the “warning type” is set to ‘other’, all of the warning information is included in the broadcast “warning message”.

Note:
It should be investigated in RAN/GERAN groups whether the “warning type” is encoded within the MSIN field (see TS 23.003 [z]) in the “ETWS IMSI” or a new information element.

d) handle connected mode mobiles as described in clause X.2.3, above. 

.

6.
The UE receives a paging message containing the “ETWS IMSI” "ETWS indication".

7a.
If the UE has been configured to receive ETWS warnings “without security”, and the UE has authenticated the core network of the BTS/NodeB/eNodeB it is camped on, then the UE can use “warning types” ‘earthquake’ and ‘tsunami’ immediately to alert the user. 

The alerting signal shall override any normal “silent” or “meeting” mode settings on the UE.

The UE activates reception of the broadcast messages containing the “warning message”, “digital signature” and “timestamp”. 

If the “digital signature” and/or “timestamp” are present and security checks fail, then the UE notifies the user of this fact and stops the user alerting.

If both the “digital signature” and “timestamp” are present and security checks pass, then the UE indicates the contents of the “warning message” to the user along with an indication that the message has been authenticated.

In other cases the UE indicates the contents of the “warning message” to the user along with an indication that the message has not been authenticated.

7b.
If the UE has not been configured to receive ETWS warnings “without security”, the UE activates reception of the broadcast messages containing the “warning message”, “digital signature” and “timestamp”. 

Unless both the “digital signature” and “timestamp” are present and the security checks pass, the UE shall ignore the message; return to normal idle mode; and ignore pages with the “ETWS IMSI”"ETWS indication" for the next [X] seconds.
Note:  Repetition period is subject to regulatory requirements.

If both the “digital signature” and “timestamp” are present and security checks pass, then the UE alerts the user; and indicates the contents of the “warning message” to the user along with an indication that the message has been authenticated.

The alerting signal shall override any normal “silent” or “meeting” mode settings on the UE.

Note: if Cell Broadcast is used in GERAN, it is anticipated that the MS shall have previously stored the SMS CB Channel Description transmitted in the System Information type 4 message.

8.
The BSC/RNC/EPS node sends a BMC REPORT-SUCCESS in return of Write-Replace.
9.
CBC sends acknowledgement message to GEC.

＊＊＊＊＊＊NEXT MODIFICATION＊＊＊＊＊＊

8
Conclusion

Alternative 6 is preferred by SA2 because this fulfils the global requirements.

The further details need to be specified by RAN groups, required information elements and protocols need to be specified in CT groups, the security mechanisms need to be specified by SA3.
＊＊＊＊＊＊END OF MODIFICATION＊＊＊＊＊＊
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