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*** First Change ***

4.4.3.3
PDN GW

The PDN GW is the gateway which terminates the SGi interface towards the PDN.

If a UE is accessing multiple PDNs, there may be more than one PDN GW for that UE.

PDN GW functions include for both the GTP-based and the PMIP-based S5/S8:

-
Per-user based packet filtering (by e.g. deep packet inspection);

-
Lawful Interception;

-
UE IP address allocation;

-
Transport level packet marking in the uplink and downlink, e.g. setting the DiffServ Code Point, based on the QCI of the associated EPS bearer;

-
UL and DL service level charging as defined in TS 23.203 [6]
(e.g. based on SDFs defined by the PCRF, or based on deep packet inspection defined by local policy);

-
UL and DL service level gating control as defined in TS 23.203 [6];

-
UL and DL service level rate enforcement as defined in TS 23.203 [6]
(e.g. by rate policing/shaping per SDF);

-
DL rate enforcement based on AMBR
(e.g. by rate policing/shaping per aggregate of traffic of SDFs associated with Non-GBR QCIs);

-
DL rate enforcement based on the accumulated MBRs of the aggregate of SDFs with the same GBR QCI
(e.g. by rate policing/shaping);

-
DHCPv4 (server and client) and DHCPv6 (client, relay and server) functions;

-
The network does not support PPP bearer type in this version of the specification. Pre-Release 8 PPP functionality of a GGSN may be implemented in the PDN GW.
-
Assist the eNodeB reordering function during handover with Serving GW change by sending one or more "end marker" packets to the source Serving GW immediately after switching the path.
Additionally the PDN GW includes the following functions for the GTP-based S5/S8:

-
UL and DL bearer binding as defined in TS 23.203 [6];

-
UL bearer binding verification;

Editor's Note:
This is to verify that the UE applies the UL packet filters correctly and does not misbehave, e.g., by sending packets on a "premium bearer" even though the packets do not match the UE's UL packet filters associated with that "premium bearer". Once the term 'UL bearer binding verification' has been defined in TS 23.203 this editor's note can be replaced with a corresponding reference.

-
Functionality as defined in RFC 4861 [32].

*** Second Change ***

5.5.1.1.3   Inter eNodeB handover without MME relocation, with Serving GW relocation 

This procedure is used to hand over a UE from a source eNodeB to a target eNodeB when the MME is unchanged and the MME decides that the Serving GW is to be relocated. The presence of IP connectivity between the source Serving GW and the source eNodeB, between the source Serving GW and the target eNodeB, and between the target Serving GW and target eNodeB is assumed. (If there is no IP connectivity between target eNodeB and source Serving GW, it is assumed that the Inter eNodeB handover with MME relocation procedure in clause 5.5.1.2 shall be used instead.) 

[image: image2]
Figure 5.5.1.1.3-1: Inter eNodeB handover without MME relocation, with Serving GW relocation. 

NOTE:   For a PMIP-based S5/S8, procedure steps (A) and (B) are defined in TS 23.402 [2]. 

1.   The target eNodeB sends a Path Switch Request message to MME to inform that the UE has changed cell, including the Cell Global Identity of the target cell. The MME determines that the Serving GW is relocated and selects a new Serving GW according to clause 4.3.8.2 on "Serving GW Selection Function". 

2.   The MME sends a Create Bearer Request (bearer context(s) with PDN GW addresses and TEIDs (for GTP-based S5/S8) or GRE keys (for PMIP-based S5/S8) at the PDN GW(s) for uplink traffic, eNodeB address(es) and TEIDs for downlink user plane) message to the target Serving GW. The target Serving GW allocates the S-GW addresses and TEIDs for the uplink traffic on S1_U reference point (one TEID per bearer). 

3.   The target Serving GW assigns addresses and TEIDs (one per bearer) for downlink traffic from the PDN GW. It sends an Update Bearer Request (Serving GW addresses for user plane and TEID(s)) message to the PDN GW(s). The PDN GW updates its context field and returns an Update Bearer Response (PDN GW address and TEID, MSISDN, etc.) message to the Serving GW. The MSISDN is included if the PDN GW has it stored in its UE context. The PDN GW starts sending downlink packets to the target GW using the newly received address and TEIDs. These downlink packets will use the new downlink path via the target Serving GW to the target eNodeB. An Update Bearer Response message is sent back to the target serving GW. 

4.   The target Serving GW sends a Create Bearer Response (Serving GW addresses and uplink TEID(s) for user plane) message back to the target MME. The MME starts a timer, to be used in step 7. 
5.   In order to assist the reordering function in the target eNB, the PDN GW(s) shall send one or more "end marker" packets to the old Serving GW immediately after switching the path for each EPS bearer of the UE. The old Serving GW shall send the "end marker" packets received from the PDN GW(s) to the old eNodeB, which forward the packets as defined in TS 36.300 [5], clause 10.1.2.2. 
6.   The MME confirms the Path Switch Request message with the Path Switch Request Ack (Serving GW addresses and uplink TEID(s) for user plane) message. The target eNodeB starts using the new Serving GW address(es) and TEID(s) for forwarding subsequent uplink packets. The MME may provide the eNodeB with Handover Restriction List. Handover Restriction List is described in clause 4.3.5.7 "Mobility Restrictions". 

7.   By sending Release Resource the target eNodeB informs success of the handover to source eNodeB and triggers the release of resources. This step is specified in TS 36.300 [5]. 

8.   When the timer has expired after step 4, the source MME releases the bearer(s) in the source Serving GW by sending a Delete Bearer Request message, which is acknowledged by the Serving GW. 

*** Third Change ***

5.5.1.2   Inter eNodeB handover with MME relocation 

The  inter eNodeB handover with MME relocation  procedure is used to relocate MME, or both the MME and the Serving GW. The procedure is initiated in the source eNodeB. The source MME selects the target MME. The MME should not be relocated during inter-eNodeB handover unless the UE leaves the MME Pool Area where the UE is served. If The target MME determines if the Serving GW needs to be relocated. If the Serving GW needs to be relocated the target MME selects the target Serving GW, as specified in clause 4.3.8.2 on Serving GW selection function. 

The source eNodeB decides which of the EPS bearers are subject for forwarding of packets from the source eNodeB to the target eNodeB. The EPC does not change the decisions taken by the RAN node. Packet forwarding can take place either directly from the source eNodeB to the target eNodeB, or indirectly from the source eNodeB to the target eNodeB via the source and target Serving GWs (or if the Serving GW is not relocated, only the single Serving GW). 

The availability of a direct forwarding path is determined in the source eNodeB and indicated to the source MME. If X2 connectivity is available between the source and target eNodeBs, a direct forwarding path is available. 

If a direct forwarding path is not available, indirect forwarding may be used. The MMEs (source and target) use configuration data to determine whether indirect forwarding paths are to be established. Depending on configuration data, the source MME determines and indicates to the target MME whether indirect forwarding paths should be established. Based on this indication and on its configuration data, the target MME determines whether indirect forwarding paths are established. 
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Figure 5.5.1.2-1: Inter-eNodeB Handover with CN Node re-location 

NOTE 1:   For a PMIP-based S5/S8, procedure steps (A) and (B) are defined in TS 23.402 [2]. Steps 16 and 16a concern GTP based S5/S8. 

NOTE 2:   If the Serving GW is not relocated, the box "Source Serving GW" in figure 5.5.1.2-1 is acting as the target Serving GW. 

1.   The source eNodeB decides to initiate an inter-eNodeB handover with CN node relocation to the target eNodeB. This can be triggered e.g. by no X2 connectivity to the target eNodeB, or by an error indication from the target eNodeB after an unsuccessful X2-based handover, or by dynamic information learnt by the source eNodeB. 

2.   The source eNodeB sends Handover Required to the source MME. The source eNodeB indicates which bearers are subject to data forwarding. This message contains an indication whether direct forwarding is available from the source eNodeB to the target eNodeB. This indication from source eNodeB can be based on e.g. the presence of X2. 

3.   The source MME selects the target MME as described in clause 4.3.8.3 on "MME Selection Function" and sends a Forward Relocation Request (MME UE context that includes the PDN GW addresses and TEIDs (for GTP-based S5/S8) or GRE keys (for PMIP-based S5/S8) at the PDN GW(s) for uplink traffic and Serving GW addresses and TEIDs for uplink traffic) message to the target MME. This message also includes an indication if direct forwarding is applied, or if indirect forwarding is going to be set up by the source side. 

4.   The target MME verifies whether the source Serving GW can continue to serve the UE. If not, it selects a new Serving GW as described in clause 4.3.8.2 on "Serving GW Selection Function". 

  If the source Serving GW continues to serve the UE, no message is sent in this step. In this case, the target Serving GW is identical to the source Serving GW. 

  If a new Serving GW is selected, the target MME sends a Create Bearer Request (bearer context(s) with PDN GW addresses and TEIDs (for GTP-based S5/S8) or GRE keys (for PMIP-based S5/S8) at the PDN GW(s) at the PDN GW(s) for uplink traffic) message to the target Serving GW. The target Serving GW allocates the S-GW addresses and TEIDs for the uplink traffic on S1_U reference point (one TEID per bearer). The target Serving GW sends a Create Bearer Response (Serving GW addresses and uplink TEID(s) for user plane) message back to the target MME. 

5.   The Target MME sends Handover Request (Serving GW addresses and uplink TEID(s) for user plane) message to the target eNodeB. This message creates the UE context in the target eNodeB, including information about the bearers, and the security context. The target eNodeB sends a Handover Request Acknowledge message to the target MME. This includes the addresses and TEIDs allocated at the target eNodeB for downlink traffic on S1_U reference point (one TEID per bearer).  It is FFS if the TEIDs used for forwarding are different from the TEIDs used for downlink packets. 

Editor's note:   TEID used for forwarding and TEID used for downlink packets is FFS in RAN 

6.   If indirect forwarding is used, the target MME sets up forwarding parameters in the target Serving GW. 

7.   The target MME sends a Forward Relocation Response (Serving GW change indication) message to the source MME. In case of indirect forwarding is used this message includes Serving GW Address and TEIDs for indirect forwarding (source or target). Serving GW change indication indicates a new Serving GW has been selected. 

8.   If indirect forwarding is used, the source MME updates the source Serving GW about the tunnels used for indirect forwarding. In case the Serving GW is relocated it includes the tunnel identifier to the target serving GW. 

9.   The source MME sends a Handover Command (target addresses and TEID(s) for data forwarding) message to the source eNodeB. 

10.   The Handover Command is sent to the UE. 

11.   The source eNodeB should start forwarding of downlink data from the source eNodeB towards the target eNodeB for bearers subject to data forwarding. This may be either direct (step 11a) or indirect forwarding (step 11b). 

12.   After the UE has successfully synchronized to the target cell, it sends a Handover Confirm message to the target eNodeB. Downlink packets forwarded from the source eNodeB can be sent to the UE. Also, uplink packets can be sent from the UE, which are forwarded to the target Serving GW and on to the PDN GW. 

13.   The target eNodeB sends a Handover Notify message to the target MME. 

14.   The target MME sends a Forward Relocation Complete to the source MME. The source MME in response sends a Forward Relocation Complete Acknowledge to the target MME. A timer in source MME is started to supervise when resources in Source eNodeB and Source Serving GW shall be released. 

15.   The target MME sends an Update Bearer Request (eNodeB addresses and TEIDs allocated at the target eNodeB for downlink traffic on S1_U, PDN GW addresses and TEIDs (for GTP-based S5/S8) or GRE keys (for PMIP-based S5/S8) at the PDN GW(s) for uplink traffic) message to the target Serving GW. 

16.   If the Serving GW is relocated, the target Serving GW assigns addresses and TEIDs (one per bearer) for downlink traffic from the PDN GW. It sends an Update Bearer Request (Serving GW addresses for user plane and TEID(s)) message to the PDN GW(s). The PDN GW updates its context field and returns an Update Bearer Response (PDN GW address and TEID, MSISDN, etc.) message to the Serving GW. The MSISDN is included if the PDN GW has it stored in its UE context. The PDN GW starts sending downlink packets to the target GW using the newly received address and TEIDs. These downlink packets will use the new downlink path via the target Serving GW to the target eNodeB. An Update Bearer Response message is sent back to the target serving GW. 

  If the Serving GW is not relocated, no message is sent in this step and downlink packets from the Serving-GW are immediately sent on to the target eNodeB. 

  It is FFS if the target eNodeB needs to take any action to avoid sending DL PDUs received from the Serving-GW to the UE before data received from the old eNodeB have been sent to the UE. 

17.   The target Serving GW sends an Update Bearer Response (PDN GW addresses and TEIDs (for GTP-based S5/S8) or GRE keys (for PMIP-based S5/S8) at the PDN GW(s) for uplink traffic) message to the target MME. 
18.   In order to assist the reordering function in the target eNB, the PDN GW(s) shall send one or more "end marker" packets to the old Serving GW immediately after switching the path for each EPS bearer of the UE. The old Serving GW shall then send the "end marker" packets received from the PDN GW(s) to the old eNodeB, which forward the packets to the target eNodeB. This may be either direct or indirect forwarding. In case of an indirect forwarding, the target Serving GW shall reorder the downlink packets upon receiving the "end marker" packets from the old Serving GW.
19.   The UE sends a Tracking Area Update Request message to the target MME informing it that the UE is located in a new tracking area. 

  The target MME knows that it is a Handover procedure that has been performed for this UE and can therefore exclude the context procedures between source MME and target MME which normally are used within the TA Update procedure. 

20.   At this point the target MME may optionally invoke security function. The security function can be deferred and performed at any later time as well. Procedures are defined in the clause  "Security Function". 

21.The target MME informs the HSS of the change of CN node by sending Update Location (MME Address, IMSI) message to the HSS. 

22.   The HSS sends a Cancel Location (IMSI, Cancellation Type) message to the source MME with Cancellation Type set to Update Procedure. The source MME acknowledges with a Cancel Location Acknowledge (IMSI) message. This message allows the source MME to release the bearer(s) in the source eNodeB (step 22) and the Serving GW (step 23). 

23.   After the timer started at step 14 expires the source MME sends a Release Resources message to the source eNodeB. The source eNodeB releases its resources related to the UE. 

24.   If the source MME receives the Serving GW change indication in the Forward Relocation Response message, it removes the MM context and it deletes the EPS bearer resources by sending Delete Bearer Request (Cause, TEID) messages to the Source Serving GW. The Source Serving GW acknowledges with Delete Bearer Response (TEID) messages. If resources for indirect forwarding have been allocated then they are released. 

25.   The HSS sends Insert Subscriber Data (IMSI, Subscription data) message to the target MME. The target MME validates the UE presence in the new TA. If all checks are successful for the UE the target MME returns an Insert Subscriber Data Acknowledge (IMSI) message to the HSS. 

26.   The HSS acknowledges the Update Location by returning an Update Location Ack (IMSI) message to the target MME. 

27.   The target MME validates the UE presence in the new TA. If the UE is allowed to be attached in this TA, the target MME updates the MM context and sends a Tracking Area Update Accept (GUTI, TAI-List) message to the UE. The MME may provide the eNodeB with Handover Restriction List. The GUTI and TAI-list are allocated by the target MME. Handover Restriction List is described in clause 4.3.5.7 "Mobility Restrictions". 

28.   The UE confirms the re-allocation of the new GUTI by responding to the target MME with a Tracking Area Update Complete message. 
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