SA WG2 Temporary Document

Page 4
-


3GPP TSG SA WG2 Meeting #64b adhoc
and
#65
TD S2-083335
07 - 09 May 2008
12 - 16 May 2008

Munich, Germany
Prague, Czech Republic

Source:
Telecom Italia
Title:
Discussion on the capability of a non-3GPP access system to allocate a local IP address to the UE
Document for:
Discussion and approval
Agenda Item:
8.4.7
Work Item / Release:
SAES / Rel-8
Abstract of the contribution:

In the current version of TS 23.402 there is the implicit assumption that any non-3GPP access system connected to the EPS can always assign a local IP address to the UE. The validity of this assumption was questioned during the SA2 meeting in Jeju Island, but no decision was finally taken. This paper highlights the architectural implications that a refusal by the non-3GPP access system to allocate a local IP address to the UE would have on the operation of S2c. Based on this analysis, it is concluded that, in order not to break S2c in some relevant scenarios, the current assumption in TS 23.402 should be kept unchanged.
1. Introduction

The usage of the S2c interface for managing mobility between 3GPP and non-3GPP accesses relies on the capability of the visited non-3GPP access system to allocate a local IP address to the UE. Such a local IP address is used by the UE as the Care-of Address (CoA) for Dual-Stack Mobile IPv6 (DSMIPv6).

In the current version of TS 23.402 there is the implicit assumption that any non-3GPP access system connected to the EPS can always assign a local IP address to the UE. This implicit assumption is reflected by the normative text in section 4.2.3.1, on IP mobility mode selection, that mentions only PMIPv6 and MIPv4 in FA CoA mode among the capabilities that the non-3GPP access system can advertise to the AAA/HSS during the AAA exchange for network access authentication.
The validity of this assumption was questioned during the SA2 meeting in Jeju Island as part of the contribution S2-082652 from Nortel, that proposed to add also DSMIPv6 among the capabilities to be explicitly announced to the AAA/HSS by the non-3GPP access system. Endorsing this proposal would clearly mean that, based on visited operator’s policies, a non-3GPP access system might refuse to allocate a local IP address to the UE, thus breaking the implicit assumption mentioned above.

The contribution from Nortel was finally noted, with the understanding that this issue would have required further discussion in future meetings. This paper highlights the architectural implications that a refusal by the non-3GPP access system to allocate a local IP address to the UE would have on the operation of S2c. Based on this analysis, it is concluded that, in order not to break S2c in some relevant scenarios, the current assumption in section 4.2.3.1 of TS 23.402 should be kept unchanged.
2. Discussion
While roaming outside of the HPLMN, a DSMIPv6 capable UE may jump into various 3GPP and/or non-3GPP VPLMNs. As long as any of the visited non-3GPP accesses can assign a CoA to the UE, the UE can communicate using the Home Address (HoA) obtained upon initial DSMIPv6 bootstrapping regardless of its current point of attachment, enjoying both connectivity to the selected PDN(s) and IP address preservation based on DSMIPv6. This is the normal operational behaviour of the S2c reference point, as reflected by the procedures currently specified in TS 23.402. 

Accepting as a valid scenario the possibility for a non-3GPP access to deny the allocation of a local IP address for DSMIPv6 would instead cause the failure of S2c in case both of the following conditions occur:

· The UE supports Dual-Stack Mobile IPv6, but does not support IP address preservation based on Network Based Mobility (NBM).

· The non-3GPP access that cannot assign a local IP address to the UE is adjacent to a 3GPP access managed by the UE’s HPLMN, or by any VPLMN sharing a roaming agreement with the UE’s HPLMN. It is therefore possible that the UE performs an handover from such non-3GPP access to a 3GPP coverage, or vice versa.
An example scenario that would compromise regular S2c operation is depicted in Figure 1 and is described here below:

1) The UE is roaming inside a non-3GPP access system owned by VPLMN1, that is available to assign a local CoA to the UE (CoA1). Therefore, while in VPLMN1 the UE communicates using the HoA obtained at initial DSMIPv6 bootstrapping. Routing of data packets is achieved through a DSMIPv6 tunnel terminated on the PGW in HPLMN.

2) The UE moves into a non-3GPP access owned by VPLMN2, that is not willing to assign a local CoA to the UE. In this case the HPLMN is forced to set-up a PMIP tunnel to the non-3GPP access system in VPLMN2, to ensure that the UE maintains IP connectivity to the active PDN(s). Relying on PMIP (S2a reference point), the PGW in HPLMN advertises to the UE in VPLMN2 the IPv6 prefix associated to the HoA, so that the UE assumes to be connected to the home link, releases the DSMIPv6 tunnel and gets PDN connectivity via plain IP routing through the non-3GPP interface.
3) The UE moves into a 3GPP access provided by VPLMN3 (or by the HPLMN). In this case, due to lack of support for IP address preservation based on NBM on the UE, the HPLMN cannot allocate to the UE in VPLMN3 the HoA assigned at initial DSMIPv6 bootstrapping, since that address was allocated in VPLMN2 and, as such, is already in use on the UE’s non-3GPP interface. Therefore the HPLMN is forced to allocate to the UE a new IP address, that is treated by the UE as a CoA (CoA2). As a result, based on standard DSMIPv6 operations, the UE assumes to be on a foreign link, registers with the PGW and establishes the DSMIPv6 tunnel to restore connectivity with the active PDN(s)

In this scenario the UE ends up with a DSMIPv6 tunnel on the 3GPP access. This configuration is not supported by the EPS since, as clarified by the working assumption in section 4.1 of TS 23.402, when host-based mobility is used within the EPS and the UE camps on a 3GPP access network, the UE is considered to be on its home link.
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Figure 1 - UE moving from a non-3GPP access that is not willing to assign a local CoA to a 3GPP access
The issue with the scenario in Figure 1 could be addressed in the following ways, but unfortunately none of them looks really viable:
· The HPLMN does not advertise the IPv6 prefix associated to the HoA when the UE is roaming inside VPLMN2. Instead, the HPLMN assigns to the UE a new IP address, that can be served by the same PGW that allocated the HoA or by a different PGW deployed in the HPLMN. Based on standard DSMIPv6 operations, such new IP address allocated by the HPLMN would be used by the UE as a CoA and, as a result, the UE would establish an end-to-end DSMIPv6 tunnel on top of the PMIP tunnel between the non-3GPP access system and the PGW in HPLMN. In this way, it would be safe for the HPLMN to allocate to the UE in VPLMN3 the HoA assigned at initial DSMIPv6 bootstrapping, with the result of  respecting the assumption that the UE is always on the home link while camping on a 3GPP access. Unfortunately this is not a viable approach, since the scenarios involving nested tunnelling are not supported within this release of the specification.
· After the handover from VPLMN2 to VPLMN3, the UE could be forced by the HPLMN to release the home prefix (and the related HoA) it was using inside the non-3GPP access in VPLMN2. The UE could then get a new home prefix (and a new HoA) to be used inside the 3GPP access in VPLMN3. Similarly to some scenarios involving PMIP, this would break IP address preservation but would ensure permanent connectivity to the active PDN(s). The problem that makes this solution hardly applicable is that there are no standard IETF protocols that can be used to force the UE to release its HoA and repeat the DSMIPv6 bootstrapping procedure to get a new home address.
· A more drastic alternative could be to take as a working assumption that any UE supporting the S2c interface must also support IP address preservation based on NBM on any interface. This was proposed by Samsung in the contribution S2-082148, that was presented at the SA2 meeting in Jeju Island. Nonetheless, the proposal was finally noted since several companies considered that assumption too restrictive, especially in case the UE is a laptop equipped with multiple integrated, or non integrated, interfaces. Moreover, solving the issue presented in Figure 1 by purely relying on that assumption would generate complications in both the UE’s HPLMN and VPLMN2: on one side the HPLMN would be forced to deploy both S2a and S2c support; on the other side the HPLMN and VPLMN2 would have to configure a full set of S2a adjacencies, that would not be required at all with S2c. Therefore, even this solution has to be considered unacceptable.
Similar issues would arise in case a UE not supporting NBM had to perform an handover from a 3GPP access to a non-3GPP access that, for whatever reason, is not willing to assign a local CoA for DSMIPv6. Figure 2 shows that in this case, after the handover to the non-3GPP access, the UE would end up with nested tunnelling, that is not supported in this release of the specification.
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Figure 2 - UE moving from a 3GPP access to a non-3GPP access that is not willing to assign a local CoA

3. Proposal
The analysis in the previous section shows that this release of the specification is lacking the features that would be needed to handle in a safe and clean way the presence of non-3GPP accesses that are not available to assign a local CoA to DSMIPv6 capable UEs. For this reason it is proposed to take as a working assumption that, within the scope of the EPS, any trusted non-3GPP access shall be able to allocate a local IP address to the UE, as long as the usage of host-based mobility is authorized by the HPLMN. For what concerns untrusted non-3GPP accesses, no additional recommendations are needed, since running DSMIPv6 on top of the IPsec tunnel between the UE and the ePDG is already supported by the attach and handover procedures specified in TS 23.402.
Agreeing on this working assumption should not create any harm to the operators managing non-3GPP accesses. In fact, the assignment of a local IP address to the UE is a basic feature that does not require any specific protocol support on the non-3GPP access gateway. The only aspect that might be perceived as an issue by some operators is that assigning a local IP address to the UE may expose to the risk that such IP address is used by the UE for purposes that are out of the scope of the EPC (e.g. for accessing the Internet without going through the PGW). Nonetheless, these worries, that make sense and are perfectly understandable, can be easily managed without compromising the operation of the S2c reference point:
· If the trusted non-3GPP access supports EAP-AKA for network access authentication, the 3GPP AAA Server and/or the 3GPP AAA Proxy may enforce on the non-3GPP AGW any kind of restriction on the usage of the CoA allocated to the UE. For example, if that is mandated by the policies of the home and/or visited operators, it would be possible to restrict the usage of the CoA to the sole purpose of exchanging DSMIPv6 signalling and user plane traffic with the designated PGW in HPLMN, thus preventing any misuse of the newly allocated CoA. 
· If the trusted non-3GPP access does not support EAP-AKA, the only way of accessing the EPC from it would be the usage of S2c (provided that this way of using S2c is finally considered secure enough by SA3) and therefore taking actions preventing regular operation of DSMIPv6 would make no sense. 
It is therefore proposed to agree on the following updates to TS 23.402:
a) Inclusion of an explicit statement clarifying that any trusted non-3GPP access shall be able to allocate a local IP address to the UE, as long as the usage of host-based mobility is authorized by the 3GPP AAA Server in HPLMN.
b) Extension of the S2c attach and handover procedures clarifying that, as part of the AAA exchange for network access authentication, the 3GPP AAA Server and/or the 3GPP AAA Proxy may enforce on the non-3GPP AGW restrictions on the usage of the CoA allocated to the UE. Such restrictions shall not prevent the exchange of DSMIPv6 signalling and user plane traffic between the UE and the designated PGW/HA.
CRs S2-083336 and S2-083337 implement the changes suggested above.
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