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Introduction
During SA3#50 meeting the NAT deployment requirement in the Early IMS security and the corresponding solution (refer to S3-080242 and S3-080239) were discussed.
The requirement of Early IMS NAT deployment is proposed by China Mobile. In China Mobile, the number of the subscribers is much bigger than the upper limit of a private IPv4 network address space. So each province’s network will be separated as one private network with a full 10.x.x.x address space. In the early stage of IMS deployment, only one IMS core network will be deployed which providing services to subscribers throughout the whole country. The IMS core network should resides in a separate address space which is different from the private address spaces of different provinces and there will be overlapping existing between the provinces’ address spaces. So NAT device needs to be placed between the GGSN and the P-CSCF to translate the private addresses from different provinces into one universal address scope.
When the NAT device exists between GGSN and P-CSCF, Early IMS authentication mechanism doesn’t work. When SIP request messages traverse the NAT device, the source IP address will be translated. When P-CSCF finds that the source IP address in IP header with the one in SIP header are not equal, it will attach the source IP address in IP header to the “received” parameter of Via header in the SIP message. Then when S-CSCF compare the IP address in “received” parameter (the IP address after NATed) with the one stored in HSS (the IP address before NATed), the registration will fail. 
Analysis
In the technical solution in S3-080239, when NAT exists, the P-CSCF will communicate with the NAT device and get the IP address before NATed by querying the address mapping information. Then it will compare the IP address before NATed with the address in SIP header, if they don’t match, it will attach the source IP address before NATed to the “received” parameter, otherwise, it will not add the “received” parameter. This can be further enhanced to ask the P-CSCF to add the ‘received’ parameter using the value of the address when they are matched. Because the “received” parameter is used to store the IP address before NATed, a small change was made to the routing mechanism of the response message (refer to B.2.3 of S3-080239). With the changes, Early IMS can be used in the NAT scenario.

The main changes to the current Early IMS mechanism are summarized as following:

1) When P-CSCF receives request message from UE and find that the source address is not equal to the address in the SIP header, it will check whether NAT device is deployed and get the IP address before NATed by querying the address mapping information. Then the address before NATed will be stored in the “received” parameter and the address mapping information will be kept in P-CSCF.

2) When P-CSCF receives the response message, it should check whether the address in “received” is in “source address” part of one of the address mapping information kept by P-CSCF before. If this mapping item exists, P-CSCF should change the address in “received” parameter to corresponding address in “changed address” part of matching item. 
Based on the above discussion, we give the following analysis to address the related concerns in LS S3-080248:

Concern1 : IMS network architecture influence
Because NAT device exists between GGSN and P-CSCF in this scenario, some concerns were raised on the architecture impacts to IMS and PCC.  But the NAT device needn’t be a standard component of the IMS network, -and the interface between P-CSCF and NAT device needn’t be standardized since most the commercial NAT products have implemented the interface based on some standardized protocols (e.g., SNMP). Whether this interface needs to be standardized in the 3GPP can also be FFS but should not influence the working progress in SA3. This interface is independent to other interfaces from the architecture point of view and should not impact the overall IMS and PCC architecture in general.
Proposal

Based on the analysis above, the following conclusion is proposed to be included in the response of LS S3-080248:

SA2 discussed the architecture consideration in the coming LS and think that this work can be elaborated in SA3 without worrying the impacts on the overall IMS and PCC architecture.
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