SA WG2 Temporary Document

Page 1
-


3GPP TSG SA WG2 Meeting #64
TD S2-082806
Jeju Island, South Korea
07 - 11 April 2008
Source:
Ericsson
Title
Clarification of MSC server registration
Document for:
Approval
Agenda Item:
9.6.5.6
Work Item / Release:
ICSRA-St2/ Release 8
Abstract of the contribution: Provides clarification of MSC Server registration and to resolve an editor's note. 
1. Discussion

At SA2 #63, it was requested to detail further how the trusted registration from the MSC service is done. The open issue for the registration has been whether new mechanism is required to allow the S-CSCF to identify whether the Register comes from the MSC Server. This includes in practice two sub problems; 1) ensuring that there exist information in the Register as such that can be used to decide that it is an authenticated MSC server registration, and 2) to ensure that such information only can be provided by the MSC server and not generated by any UE. 
General Security model and implications of MSC registration
The current security model of IMS is today based on a hop-by-hop security mechanism. Different IMS nodes needs to perform different type of authorizations of incoming messages depending on from where it is sent (from a UE or other network function), what type of message it is (INVITE, REGISTER etc), and where it is sent.  
In practice, this means that when the S-CSCF receives a regular incoming REGISTER through the I-CSCF, the S-CSCF should be able to trust that it comes from a trusted P-CSCF, from where a user can register and not from any P-CSCF in the world. 
The S-CSCF, receiving the message from the I-CSCF, needs to ensure that the message is received from a trusted I-CSCF and not from some other node. This can be done using Network Domain Security (NDS) as specified in TS 33.210.
Before sending the Register message to the S-CSCF, the I-CSCF needs to first verify that the incoming Register comes from a trusted P-CSCF. This can also be done using NDS. The I-CSCF would not allow a Register message to come from any type of node. 
Similar for MSC server based registration, the same type of trust model must be used. The I-CSCF needs to verify that the Register is received from the MSC server and not from some other node (so in addition of the knowledge of trusted P-CSCF's as today, it needs to have knowledge about the trusted MSC servers, either explicitly or based on information in the HSS (such as the visited network identifier). The S-CSCF will then need to verify that the message is received from the I-CSCF and identify that it is an MSC server based registration. This procedure ensures that the register message is authenticated and that the S-CSCF can perform the full registration of the user. 

Note though that there is no need to perform an explicit user authentication, e.g., using IMS AKA or Early IMS. Instead, this procedure is based on the Early IMS authentication, with the only difference that an explicit MAR/MAA is not needed to verify the IP address of the UE/MSC server. This is because the address of the MSC server is known (as described above), so there is no need to dynamically fetch the address from the HSS using the MAR/MAA (as in the case of Early IMS). 

It is also worth noting that the real user authentication is still performed using AKA, but in the CS network. The UE will always authenticate towards the CS network before being granted access to the MSC server, and subsequently the IMS network. 
Roaming and Interconnect issues 
In case of roaming, it is not necessary that the P-CSCF / MSC Server are directly connected to the I-CSCF. Instead, an IBCF may be placed in between. But also in this scenario, similar hop-by-hop trust model must be used. Instead of the I-CSCF verifying that the Register comes from a MSC server or P-CSCF, it will be the responsibility of the IBCF to do so (and subject to roaming agreements between the operators). 
Information available to detect MSC registration

A number of different existing information elements can be used to identify whether the Register message origins from an MSC server or not. 
The IBCF, I/S-CSCF will be able to distinguish that the message originates from an MSC server based on one or more of the following information:

· The (network provided) P-access-network-info header with the location of the user (which will be in the CS and not the PS).

· The visited network information (from the P-Visited-Network header), added by the MSC server. This information is always added by the network, and never by the UE. Hence, it can always be regarded as trusted. 
· The Via header, which will include the MSC server as the first hop. 

· The Contact address of the MSC server 

· The ICS specific user identity used for registration. 

· An IBCF/I-CSCF directly connected to the MSC server will of course also be able to use such direct interface to distinguish that the message originates by an MSC server. 

Conclusion

The combination of the current security model and the information available in the register message that can be used to distinguish that the Register message is related to a MSC server based registration enables that no additional enhancements are needed to identify that the message is a MSC server based registration. 
2. Proposal
It is proposed to add the following changes to 3GPP TS 23.292 and to remove the editor's note. 
( Begin 1st Change (
7.2.1.2
Registration using I2 reference point
Figure 7.2.1.2-1 describes how IMS registration is performed by the MSC Server enhanced for ICS upon CS attach. 
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Figure 7.2.1.2-1: Initial IMS Registration via CS Access

1.
The UE initiates standard CS Attach procedures toward the CS network.

2.
The CS network performs standard CS location update, authentication and insert subscriber data procedures.

3.
A CS Attach Accept is returned to the UE.

4.
The MSC Server decides to initiate IMS registration for this subscriber.

5.
The MSC Server derives a domain name from the subscriber’s IMSI and discovers the address of the appropriate I-CSCF/IBCF.

6.
 The MSC Server sends a SIP REGISTER to the IMS with a private and temporary public user identity derived from the subscriber’s IMSI.  The REGISTER also contains information indicating the capabilities and characteristics of the MSC Server as a SIP User Agent Client. The I-CSCF verifies that the incoming REGISTER origins from a trusted MSC server (in the same way it would check that a normal REGISTER origins from a trusted P-CSCF). 
7.
The I-CSCF initiates standard procedures for S-CSCF location/allocation.

8.
The I-CSCF forwards the REGISTER to the S-CSCF.

9.
The S-CSCF identifies the REGISTER as being from the MSC Server.  The S-CSCF skips any further authentication procedures and performs registration procedures with the HSS. 

10.
The S-CSCF performs standard service control execution procedures. For ICS Users requiring T-ADS functionality, filter criteria directs the S-CSCF to send a REGISTER to the ICS AS.
11.
IMS registration procedures are completed.
( End 1st Change (
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