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Abstract of the contribution: Discusses different scenarios for trusted/untrusted non-3GPP access networks

Introduction

At the last meeting several scenarios for trusted and untrusted non-3GPP access networks have been discussed but the problem how the UE knows whether procedures for trusted non-3GPP access or for untrusted non-3GPP access can be used was not concluded.

In this contribution we recollect the different scenarios and conclude on the possible alternatives for the detection of the trust relationship.

Scenarios

Scenario 1: The same Radio Access Technology can be trusted and untrusted for one operator
A mobile operator A may provide home DSL/WLAN connectivity to its users in addition to connectivity via 3GPP accesses. In order to access the operator A’s 3GPP services from the DSL/WLAN connection, the UE may use DSMIPv6 with IKEv2 to authenticate towards the 3GPP network (3GPP-based access authentication is not required here). An additional secure tunnel to an ePDG for the data traffic is not needed, thus the WLAN access is a trusted non-3GPP access from the UE point of view.

However, the same mobile operator A may also allow access to its services via any kind of IP access via an ePDG, i.e. also from public WLAN hotspots. Thus, in this case the WLAN access is an untrusted non-3GPP access from the UE point of view.

WLAN is used as an example here, but the issue is not limited to WLAN. Another possible example is a user having a laptop with WiMAX support and one subscription with a 3GPP operator and a second subscription with a WiMAX operator that is completely independent from a 3GPP operator. Here the user may use the 3GPP subscription and connect to the 3GPP services over an ePDG using the WiMAX access as untrusted non-3GPP access.

Scenario 2: The same non-3GPP access network can be trusted for one operator and untrusted for another 

In the example above with the mobile operator A providing the home DSL/WLAN connectivity, the subscriber of the DSL/WLAN connection may allow other users to access the WLAN network as well. However, these users can’t access the operator A’s 3GPP services if they are not subscribed to it, but they may have access to the public Internet from the WLAN network. Then, if they have instead a subscription with an operator B, they may use the ePDG to connect to services of operator B’s network.

Scenario 3: UE can decide whether non-3GPP access is trusted or not

A mobile operator may provide access to a corporate network PDN. A user that wants to access the corporate network may wish to ensure that eavesdropping on the path between the UE and the operator network over a non-3GPP access is not possible. Thus the user may prefer to establish a secure tunnel to an ePDG even though the mobile operator may allow to use the procedures for trusted access from the non-3GPP access network.

Another user of the same operator may want to access the Internet for web browsing from the same non-3GPP access and does not require a secure tunnel. Here the same access can be trusted and untrusted for users of the same mobile operator.

However, whether the procedures for trusted access can be used from all accesses is up to the operator and most likely not desired.

Discussion

From the above scenarios it follows that the decision whether the procedure for trusted access or for untrusted access can be used is an operator decision and the UE needs some means to detect whether a tunnel to an ePDG must be established or not. If both are possible, it’s up to the UE to decide which procedure to use.

At first the trust relationship of a non-3GPP access network can be pre-configured in the UE, e.g. the UE can have a list with non-3GPP access technologies and serving network operators that allow procedures for trusted access.

However, it cannot be assumed that these pre-configured information are always up-to-date. For example the home operator may have a new business relationship with a new non-3GPP access network provider and allows trusted non-3GPP access procedures also from this access.

In such a case, if the UE has no pre-configured trusted/untrusted information about a non-3GPP access network, the UE may discover the trust relationship during access network discovery.

But it is not sufficient to rely on access network discovery, because it is an optional functionality and not all operators may support it.

Then, another possibility for a UE, supporting NBM only, having no information about the procedures that can be used and doing a handover to a non-3GPP access, is to discover the trust relationship after IPMS has been performed, i.e. based on the IP address/prefix (local or home) assigned by the non-3GPP access. If the IP address/prefix is a local one, the tunnel to the ePDG needs to be established, and if the home IP address/prefix is assigned in the non-3GPP access, no tunnel needs to be established.

Finally, if the UE has no pre-configured information and not discovered the trust relationship of a non-3GPP access network by one of the ways above, it should consider the non-3GPP access to be untrusted at first place and try to connect to an ePDG to obtain PDN connectivity. In case the UE supports DSMIPv6, it may be informed to connect to the PDN GW directly and thus consider the non-3GPP access network to be trusted.

Proposal

A companion CR is in tdoc S2-082663 proposing to add a new section in TS 23.402 with the possible options presented in the discussion section.
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