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Start of 1st modified section
8.2.3

E-UTRAN to Untrusted Non-3GPP IP Access Handover with PMIPv6 on S2b

This section shows a call flow for a handover when a UE moves from a E-UTRAN to an untrusted non-3GPP access network. PMIPv6 is assumed to be used on the S5/S8 and S2b interfaces.
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Figure 8.2.3-1: E-UTRAN to Untrusted Non-3GPP IP Access Handover

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured in the gateway.

Both the roaming (Figure 4.2.1-2) and non-roaming (Figure 4.2.1-1) scenarios are depicted in the figure. In the roaming case, the vPCRF acts as an intermediary, sending the QoS Policy Rules Provision from the hPCRF in the HPLMN to the Serving GW in the VPLMN. The vPCRF receives the Acknowledgment from the Serving GW and forwards it to the hPCRF. In the non-roaming case, the vPCRF is not involved.

1)
The UE is initially attached to the E-UTRAN network.

2)
The UE moves and attaches to an untrusted non-3GPP IP access network.

3)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel with is discovered as specified in clause 4.5.3. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in TS 33.234 [5]. As part of access authentication the PDN GW information is sent to the ePDG by the 3GPP AAA server.

4)
The ePDG sends the Proxy Binding Update (MN-NAI, Lifetime, Access Technology Type, Handoff Indicator, IP Address Requested, GRE key for downlink traffic) message to the PDN GW. Access Technology Type is set to a value matching the characteristics of the non-3GPP access.

5)
If PCC is supported, the PDN GW requires configuration for enforcing policy, the PDN GW sends a Modification of IP CAN Session message to the PCRF.

6)
If step 7) is performed, the PDN GW has requested an IP CAN session , the PCRF responds to the PDN GW with an Acknowledge of IP CAN Modification message. The message includes the Policy and Charging rules provisioned to the PDN GW..

7)
The PDN GW processes the Proxy Binding Update message from the ePDG, updates the binding cache entry for the UE and responds with a Proxy Binding Acknowledgement (GRE key for uplink traffic) message. In the proxy Binding Ack, the PDN GW replies with the same IP address or prefix that was assigned to the UE earlier. At this point a PMIPv6 tunnel exists between PDN GW and ePDG. Since this step is triggered by the Proxy Binding Update message from the ePDG in step 4, it can occur after step 4 and does not need to wait for steps 5 and 6.

8)
The ePDG and the UE continue the IKEv2 exchange and IP address configuration.

9)
At the end of the handover procedure there is a default bearer for the UE that consists of an IPsec tunnel between the UE and the ePDG and a PMIPv6 tunnel between the ePDG and the PDN GW.

10)
The PDN GW triggers the bearer release in the 3GPP Access using the PDN GW initiated Bearer Deactivation procedure. The 3GPP access resources associated with the PDN address are released if existing.

End of 1st modified section

Start of 2nd modified section
8.4.1

Trusted or Untrusted Non-3GPP IP Access to 3GPP Access Handover with DSMIPv6 over S2c

In this scenario, the session starts in a trusted or untrusted non-3GPP access system using DSMIPv6 and subsequently, the session hands over to a 3GPP access system.

The steps involved in the handover from a trusted/untrusted non-3GPP IP access to 3GPP Access connected to EPC are depicted below when DSMIPv6 is used on S2c over non-3GPP system.
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Figure 8.4.1-1: Trusted Non-3GPP S2c (DSMIPv6) to 3GPP with S5 handover

NOTE:
In case of connectivity to multiple PDNs, Steps (A) and (B) of Figure 8.2.1.1-1 and steps 3 of Figure 8.4.1-1 are repeated for each PDN the UE is connected to. Other impacts related to the handover for multiple PDNs are described in Section 8.1.

1)
The UE uses a trusted or untrusted non-3GPP access system. It has a DSMIPv6 session with the PDN GW.

2)
The UE discovers and attaches to the 3GPP access as defined in Step (C) of Figure 8.2.1.1-1.
3)
The UE sends a BU (lifetime) to the PDN GW to de-register its DSMIPv6 binding, as defined in draft-ietf-mip6-nemo-v4traversal [10] that was created while the UE was in non-3GPP access system. The PDNGW responds with a BA message as defined in draft-ietf-mip6-nemo-v4traversal [10].

NOTE:
As per RFC 4877 [22] the security associations should not be immediately deleted. As the security associations were created dynamically using IKEv2 they will be automatically deleted when they expire.
4)
The PDN GW triggers resource release in the non-3GPP access. The exact signalling messages used in order to release the EPS bearers in the non-3GPP Access are FFS.
End of 2nd modified section

Start of 3rd modified section
8.4.2

3GPP Access to Trusted Non-3GPP IP Access Handover with DSMIPv6 over S2c

In this scenario, the session starts in 3GPP access (e.g. E-UTRAN) using PMIPv6 or GTP over S5 or no S5 is used (co-located Serving GW and PDN GW). The session hands over to the trusted non-3GPP access system that does not use PMIPv6 where the UE will receive a different prefix than the one it was using in 3GPP access system. The UE subsequently initiates DSMIPv6 with the same PDN GW to maintain the IP session.

Support of PCC for Trusted non-3GPP accesses is optional. The PCC interactions shown in Figure 8.4.2-1 are omitted if the Trusted non-3GPP access does not support PCC. If PCC is not supported, policy rules may be configured by other means.

In the non-roaming case, none of the optional entities in Figure 8.4.2-1 are involved.

The optional entities are involved in other cases.

-
In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the VPLMN and non-3GPP access.

-
Similarly, interaction between hPCRF in the HPLMN and entities in the VPLMN and non-3GPP access occurs by way of the vPCRF in the VPLMN. In both these cases, messages are relayed by the optional entities towards and from the HPLMN.
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Figure 8.4.2-1: 3GPP S5 to Trusted Non-3GPP S2c (DSMIPv6) Handover

NOTE:
In case of connectivity to multiple PDNs, Steps 6 to 9 are repeated for each PDN the UE is connected to. Other impacts related to the handover for multiple PDNs are described in Section 8.1

1)
The UE uses a 3GPP access system. It has an IP address that is supported over S5 interface.

2)
At this point the UE decides to initiate non-3GPP access procedure. The decision is based on any number of reasons e.g. local policies of the UE.

3)
The UE performs access authentication and authorization in the non-3GPP access system. The 3GPP AAA server authenticates and authorizes the UE for access in the non-3GPP system. In the roaming case signalling may be routed via a 3GPP AAA Proxy in the VPLMN, as specified in TS 23.234 [5].

4)
The UE performs L3 attach and gets an IP address that is different from the IP address it was using in 3GPP access system.

5)
The access gateway requests a new PCC session towards the PCRF (5a) by sending an Indication of IP-CAN session establishment (local IP address/prefix, IP-CAN type), where local IP address/prefix is the IPv4 address or IPv6 prefix allocated to the UE by the Trusted non-3GPP access.

Editor's Note:
How the Trusted Non-3GPP IP Access System discovers the PCRF is FFS.


Based e.g. on the UE identity and user profile, operator's policies and the IP-CAN type, the PCRF decides on the QoS policy rules and completes the PCC session establishment towards the access gateway (5b)


In the roaming case, PCC signalling is sent via a vPCRF server in the VPLMN

6)If bootstrapping was not performed prior to the handoff defined here, the UE may discover PDN GW address using MIPv6 bootstrapping procedures defined in Section 4.5.1. If the PDN GW discovered by the UE upon MIPv6 bootstrapping is different from the PDN GW that was in use on the 3GPP access, a PDN GW reallocation as per steps 2-6 in clause 6.10 is performed. The target PDN GW that is communicated to the UE as part of the reallocation procedure must be exactly the PDN GW that was serving the UE while on the 3GPP access.

7)
The UE sends a DSMIPv6 BU message to the PDN GW to register its CoA.

8)
If PCC is supported, the PDN GW requests a modification to the PCC session towards the PCRF by sending a Modification of IP-CAN Session Request (HoA, CoA) (8a). The message may also include a permanent UE identity.


The PCRF decides on the PCC rules and completes the PCC session modification towards the PDN GW by sending a Modification of IP-CAN Session Reply (8b). The PDN GW installs the received PCC rules.


In the roaming case, PCC signalling is sent via a vPCRF server in the VPLMN

9)
The PDN GW sends the MIP Binding Ack to the UE. The PDN GW triggers the bearer release in the 3GPP Access using the PDN GW initiated Bearer Deactivation procedure. Radio Bearers associated with the PDN address are released if existing. Since this step is triggered by the Binding Update message from the UE in step 7, it can occur after step 7 and does not need to wait for step 8.


10)
The UE continues with IP service using the same IP address.
11)
The PDN GW triggers the bearer release in the 3GPP Access using the PDN GW initiated Bearer Deactivation procedure. The 3GPP access resources associated with the PDN address are released if existing.
End of 3rd modified section

Start of 4th modified section
8.4.3

3GPP Access to Untrusted Non-3GPP IP Access Handover with DSMIPv6 over S2c

In this scenario, the session starts in 3GPP access (e.g. E-UTRAN) using either GTP or PMIPv6 is used over S5, or no S5 is used (co-located Serving GW and PDN GW). In the roaming case instead of S5, S8 is used. The session hands over to an untrusted non-3GPP access system that does not use PMIPv6 where the UE will receive a different prefix from the ePDG than the one it was using in 3GPP access system The UE subsequently initiates DSMIPv6 with the its PDN GW to maintain the IP session.

Support of PCC for Untrusted non-3GPP accesses is optional. The PCC interactions shown in Figure 8.4.3-1 are omitted if the Untrusted non-3GPP access does not support PCC. If PCC is not supported, policy rules may be configured by other means.

In the non-roaming case, none of the optional entities in Figure 8.4.3-1 are involved.

The optional entities are involved in other cases.

-
In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the VPLMN and non-3GPP access.

-
Similarly, interaction between hPCRF in the HPLMN and entities in the VPLMN and non-3GPP access occurs by way of the vPCRF in the VPLMN. In both these cases, messages are relayed by the optional entities towards and from the HPLMN.
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Figure 8.4.3-1: 3GPP Access to Untrusted Non-3GPP IP Access with S2c (DSMIPv6) Handover

NOTE:
In case of connectivity to multiple PDNs, Steps 5 to 9 are repeated for each PDN the UE is connected to. Other impacts related to the handover for multiple PDN GWs are described in Section 8.1

1.
The UE uses a 3GPP access system. It has an IP address that is supported over S5 interface.

2.
At this point the UE decides to initiate non-3GPP access procedure. The decision is based on any number of reasons e.g. local policies of the UE.

Editor's note:
The criteria / policy used in determining when handover to 3GPP access should be invoked are FFS.

3.
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in clause 4.5.4. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in TS 33.234 [7].

NOTE:
It is assumed that the access system is aware that network-based mobility procedures do not need to be initiated.


The ePDG sends the final IKEv2 message with the assigned IP address in IKEv2 Configuration payloads. IPsec Tunnel between the UE and ePDG is now setup.

4.
The IKEv2 procedure is completed and the IPSEC tunnel is set-up. As a result of this procedure, an IP address or an IPv6 prefix is also assigned to the UE by the access system (i.e. a Local IP address that will be used as a Care-of Address for DSMIPv6 over the S2c reference point).

 5.
If bootstrapping was not performed prior to the handoff defined here, the UE may discover PDN GW address using DSMIPv6 bootstrapping procedures defined in Section 4.5.1. If the PDN GW discovered by the UE upon MIPv6 bootstrapping is different from the PDN GW that was in use on the 3GPP access, a PDN GW reallocation as per steps 2-6 in clause 6.10 is performed. The target PDN GW that is communicated to the UE as part of the reallocation procedure must be exactly the PDN GW that was serving the UE while on the 3GPP access.

6.
The UE sends a DSMIPv6 BU message to the PDN GW to register its CoA.

7.
If PCC is supported, the PDNGW requests a modification to the PCC session towards the PCRF by sending a Modification of IP-CAN Session Request (HoA, CoA). The message may also include a permanent UE identity.

8.
The PCRF decides on the PCC rules and completes the PCC session modification towards the PDN GW by sending a Modification of IP-CAN Session Reply. The PDN GW installs the received PCC rules.

9.
The PDN GW sends the DSMIPv6 Binding Ack to the UE. The PDN GW triggers the bearer release in the 3GPP Access using the PDN GW initiated Bearer Deactivation procedure. Radio Bearers associated with the PDN address are released if existing. Since this step is triggered by the Binding Update message from the UE in step 6, it can occur after step 6 and does not need to wait for steps 7 and 8.


10.
The UE continues with IP service using the same IP address.

11.
The PDN GW triggers the bearer release in the 3GPP Access using the PDN GW initiated Bearer Deactivation procedure. The 3GPP access resources associated with the PDN address are released if existing.

End of 4th modified section
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