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Abstract of the contribution: we provide a rationale for keeping 3GPP based access in trusted non-3GPP access, and we suggest to let confirm that by SA WG3.
1. Introduction

In SA2#62 some elaboration on access and tunnel authentication in non-3GPP access has been done [1]. As a result 
(1) 3GPP based access authentication is currently optional in Trusted non-3GPP access when S2c is used, and 
(2) it is optional in Untrusted non-3GPP access. 
In this paper we analyse the current status and finally re-consider the optionality of case (1).  
2. Analysis of Current Status
Fig. 1 shows existence and placement of authenticators for 6 different cases a), b1), b2), c) to e) for the non-roaming scenario. Note that PDN GW is seen as a MIP tunnel authenticator if S2c is used. 

[image: image1] Figure 1: Different cases for Access and Tunnel Authentication (non-roaming scenario)

The following statements from section 4.9.1 in TS 23.402 map to fig. 1 as listed:

a) “When S2a is supported with a Trusted Non-3GPP Access then a 3GPP based access authentication is required”: authenticator is on MAG or FA (assumed here to be collocated with AR).
b) “When S2a is not supported with a Trusted Non-3GPP Access then a 3GPP based access authentication may be performed:” ( then the only way to connect is via S2c. 
b1) If 3GPP based access authentication is done, the authenticator is in AR. e) may be done afterwards.
b2) If 3GPP based authentication is not done, e) is in any case done afterwards.

c) “In case of Untrusted non-3GPP access network a 3GPP based access authentication may be performed”: in this case the authenticator is in the AR.
d) “(Note 2) In case of Untrusted Non-3GPP Access a 3GPP based authentication is performed during the Tunnel Authentication (see 4.9.2) when the IPsec tunnel is established between the UE and ePDG”: For this kind of tunnel authentication the authenticator is in the ePDG.
e) “(Note 3) When S2c is used over a Trusted Non-3GPP Access a 3GPP based authentication happens during DSMIPv6 bootstrapping”: For this kind of tunnel authentication the authenticator is in the PDN GW.
The critical case is b2). For the approval of  [1] it was argued that b2) is admissible, because anyway MIP security applies later on (setup of SA via IKEv2, utilization of IPSec ESP for protection of MIP signaling, subsequent authentication of the UE for and authorization for the DSMIPv6 tunnel between UE and PDN GW). A similarity with IPSec tunnel authentication and authorization in case d) may have been seen.
However, there is a crucial difference in that in case d) the ePDG controls all traffic of the UE (signaling and user plane) from the UE. In case b2) IPSec ESP encapsulation is normally only applied for the MIP signaling. It is optional for rest of traffic by RFC 3775, and it would not make too much sense as one then could as well use S2b. Furthermore, encapsulating user traffic by IPSec across the access network may be unwelcome by the access network, as it may make the execution of certain functions, e.g. QoS control, difficult. 
It is not easily seen how under the conditions of 2b) the access network can, in general, prevent any packets from entering the EPC as it does not have any authenticated information about the EPS user. Furthermore, there is no text in TS 23.402 explaining how the PDN GW can perform such access control for user traffic in a secure way. We recognize that SA3 has not looked into the issue, and SA2 is not the appropriate group to study potential security impacts of such a case. 
3. Conclusion and Proposal
Following the above analysis, we suggest to keep 3GPP based access authentication in general for Trusted non-3GPP access, making the case of S2c (EAP-AKA with IKEv2) FFS for SA3. This is captured in another revision of the CR 0030 for TS 23.402, provided in S2-081218. 

We also propose to inform SA3 on the current status of agreements reached in SA2 and ask for their feedback. A draft LS is provided in S2-081219.
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