3GPP TSG SA WG2 Meeting #63
TD S2-081029
Athens, Greece,

18 - 22 February 2008

3GPP TSG SA WG2 Meeting #62
TD S2-080797
Marina Del Rey, California, USA,

14 - 18 January 2008

3GPP TSG SA WG3 Security — EPS and IMS Ad Hoc
S3a071030

11-13 December 2007

Sophia Antipolis, France

Title:
LS on SAE Interworking with Pre-REL8 system
Response to:


Release:
Release 8

Work Item:
SAE
Source:
SA WG3
To:
CT WG4
Cc:
SA WG1, SA WG2, CT WG6
Contact Person:
Peter Howard


Peter.Howard@vodafone.com

Attachments:
S3a071031

1. Overall Description:

In reply LS S3-070835 to CT4, SA3 indicated that it would try to find a solution to offer E-UTRAN services to users which had no or limited impact on a pre-Rel-8 HSS/HLR. 

During the SA3 ad hoc on EPS and IMS, 11-13 December 2007, SA3 reviewed several potential solutions which are evaluated in detail in the attached document S3a071031. The solutions are described as follows:

Solution 1: 
K_ASME derivation and protocol conversion in HPLMN 

Solution 1b: 
K_ASME derivation in HLR and protocol conversion in IWF in HPLMN

Solution 2: 
K_ASME derivation in HPLMN, protocol conversion in VPLMN 

Solution 3: 
K_ASME derivation and protocol conversion in VPLMN (with dynamic setting of separation bit in HLR)

Solution 4: 
K_ASME derivation and protocol conversion in VPLMN (with static setting of separation bit in HLR)

Solution 5: 
UMTS security in E-UTRAN

Solution 6: 
Gradual upgrade of HLR using indicator on Rel-8 USIM


Solutions 1, 1b and 2 offer full EPS security even for operators that have not yet upgraded to a Rel-8 HSS. 

Solutions 3 and 4 offer only a partial upgrade in security from UMTS level for operators who have not yet upgraded to a Rel-8 HSS, but both solutions have an upgrade path to full EPS security when the HLR is upgraded to a Rel-8 HSS. Solution 3 offers a slightly better level of security than solution 4 for operators that have not yet upgraded to a Rel-8 HSS. 

Solution 5 is highly undesirable from security point of view, because it offers no possibility to upgrade to full EPS security.

Solution 6 offers the possibility for operators to start with UMTS level of security but upgrade to full EPS security by issuing new USIMs after the HLR has been upgraded to a Rel-8 HSS. In some situations it may be possible to upgrade existing USIMs using OTA techniques such that full EPS security would be enabled without having to issue new USIMs.

SA3 would like to highlight that only solutions 5 and 6 have no impact on the pre-Rel-8 HLR. However, solution 5 is highly undesirable from a security point of view as mentioned above, while solution 6 has some complications due to the impact on the USIM. Although solutions 1-4 do require some changes to a pre-Rel-8 HLR, SA3 believes that they are relatively small changes compared to an upgrade to full Rel-8 HSS functionality.

SA3 would also like to point out that if interworking with a pre-Rel-8 HSS/HLR whilst maintaining security is determined to be too difficult to achieve, then another option is to simply not allow interworking with a pre-Rel-8 HLR/HSS in EPS. 

Although SA3 has provided a detailed evaluation of the solutions in the attached document, SA3 believe that further evaluation is needed by CT4 before a solution can be selected. SA3 also believes that CT4 is best placed to make the final selection.

2. Actions:

CT4 is asked to

· take the SA3 analysis in this LS into account and provide further evaluation of the solutions for interworking with a pre-Rel-8 HLR;

· select a solution and to provide feedback to SA3 on the final choice.
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