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Start of 1st change
4.4.1
List of Reference Points
… … … … …
-
The PMIP-based interfaces (S5, S8b, S2a, and S2b) shall support Generic Routing Encapsulation (GRE) RFC 2784 [23] including the Key field extension RFC 2890 [24]. The Key field value of each GRE packet header should enable the unique identification of the UE PDN connection that the GRE packet payload is associated with. These keys are exchanged using GRE Options extension to PMIP Proxy Binding Update and Proxy Binding Ack messages on PMIP-based interfaces [37].

End of 1st change
Start of 2nd change
4.3.3.2
Serving GW

The functionality of the Serving GW is described in TS 23.401 [4]. In addition to the functions described in TS 23.401 [4] the Serving GW includes the following functionality:

-
A local non-3GPP anchor for the case of roaming when the non-3GPP IP accesses connected to the VPLMN.

-
Event reporting (change of RAT, etc.) to the PCRF.

-
Uplink and downlink bearer binding towards 3GPP access as defined in TS 23.203 [19].

-
Uplink bearer binding verification with packet dropping of "misbehaving UL traffic".

NOTE:
The term 'Uplink bearer binding verification' is defined in TS  23.401 [4].

-
Mobile Access Gateway (MAG) according to draft-ietf-netlmm-proxymip6 [8] if PMIP-based S5 or S8 is used.

-
DHCPv4 and DHCPv6 functions

Editor's Note:
It is FFS if these are DHCP server or relay functions

-
Handling of Router Solicitation and Router Advertisement messages as defined in RFC 4861 [38], if PMIP based S5 and S8 is used
-
Allocation of GRE key, which is used by the PDN GW to encapsulate downlink traffic to the Serving GW on the PMIP-based S5/S8b interface.
-
In case of chaining of S2-S8 interface the Serving GW allocates GRE key, which is used to encapsulate uplink traffic on PMIP-based S2a/S2b interface.
4.3.3.3
PDN GW

PDN GW functionality is described in TS 23.401 [4]. In addition to the functions described in TS 23.401 [4], the PDN GW functions includes user plane anchor for mobility between 3GPP access and non-3GPP access.
PDN GW includes the function of a LMA according to draft-ietf-netlmm-proxymip6 [8], if PMIP-based S5 or S8 is used.

The PDNGW includes the function of a DSMIPv6 Home Agent, as described in draft-ietf-mip6-nemo-v4traversal [10], if S2c is used.

PDN GW allocates a GRE key, which is used to encapsulate uplink traffic to the PDN GW, if PMIP-based S5 or S8 is used.
4.3.4
ePDG

The functionality of ePDG includes the following:

-
Functionality defined for the PDG in TS 23.234 [7] for the allocation of a remote IP address:

-
An IP address local to the ePDG which can be used as CoA for S2c;

-
An IP address specific to a PDN when S2b is used;

-
Routing of packets from/to PDN GW (and from/to Serving GW if it is used as local anchor in VPLMN) to/from UE;

-
De-capsulation/Encapsulation of packets for IPSec and PMIP tunnels (the latter only if network based mobility (S2b) is used);

-
Mobile Access Gateway (MAG) according to draft-ietf-netlmm-proxymip6 [8] if network based mobility (S2b) is used;

-
Tunnel authentication and authorization (termination of IKEv2 signaling and relay via AAA messages);

-
Local mobility anchor within untrusted non-3GPP access networks using MOBIKE (if needed);

-
Transport level packet marking in the uplink;

-
Enforcement of QoS policies based on information received via AAA infrastructure;

-
Lawful Interception.
-
Allocation of GRE key, which is used to encapsulate downlink traffic to the ePDG on the PMIP-based S2b interface. 
A UE connected to one or multiple PDN GWs uses a single ePDG. In case of handover between ePDGs, the UE may be temporarily connected to two ePDGs.
End of 2nd change
Start of 3rd change
5.2
Initial E-UTRAN Attach with PMIP-based S5 or S8b
This section is related to the case when the UE powers-on in the LTE network with PMIP-based S5 or S8b interface and includes the case of roamers from a GTP network into a PMIP network when PMIP-based S5 is used to connect the Serving GW and the PDN GW of the visited PLMN. Proxy Mobile IP is used on S5 or S8b interface. It is assumed that the MAG is collocated with the Serving GW for the PMIPv6 procedure between the Serving GW and the PDN GW.
When only GTP-based S5 or S8a connections are established for roamers from a GTP network into a PMIP network the procedure as described in TS 23.401 [4] applies.
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Figure 5.2-1: Initial E-UTRAN attach with PMIP-based S5 or S8b

This procedure applies to the Non-Roaming (Figure 4.2.1-1), Roaming (Figure 4.2.1-2) and Local Breakout (Figure 4.2.3-5) cases. For the Roaming and Local Breakout cases, the vPCRF forwards messages between the Serving GW and the hPCRF. In the Local Breakout case, the vPCRF forwards messages between the PDN GW and the hPCRF.

The optional interaction steps between the gateways and the PCRF in the procedures in Figure 5.4.2.6-1 only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

A.1)
The Serving GW sends a Gateway Control Session Termination (MN-NAI) to the PCRF to clean up after the active bearers that are no longer required.

A.2)
The PCRF sends an Acknowledge Gateway Control Session Termination message to the Serving GW indicating the removal of the Gateway Control session.

A.3)
The Serving GW sends a Proxy Binding Update (MN NAI, lifetime=0) message to the PDN GW. The MN NAI identifies the UE. The lifetime field indicates that the message is used to de-register the UE at the PDN-GW.

Editor's note:
How the Proxy Binding Update message is secured is FFS.

A.4)
The PDN GW deletes the IP CAN session associated with the UE and sends an Indication of IP CAN Session Termination message to the PCRF.

A.5)
The PCRF sends an Acknowledge IP CAN Session Termination message to the PDN GW indicating the removal of the IP CAN session.

A.6)
The PDN GW responds to the Serving GW with the result of the deregistration with Proxy Binding Update Acknowledgement message.

Steps between A.3 and B.1 are described in TS 23.401, Section 5.4.2.

Steps B.1 through B.6 are the same as Steps A.1 through A.6.

C.1)
The Serving GW sends a Proxy Binding Update (MN NAI, Lifetime, APN, GRE key for downlink traffic, Additional Parameters) to the PDN GW in order to establish the new registration. The MN NAI identifies the UE for whom the message is being sent. The Lifetime field must be set to a nonzero value in the case of a registration. The APN may be necessary to differentiate the intended PDN from the other PDNs supported by the same PDN GW. The optional Additional Parameters may contain information, for example, protocol configuration options.

Editor's note:
How the Proxy Binding Update message is secured is FFS.

Editor's Note:
It is FFS how the PDN GW determines IP CAN type when PCC is not supported.

Editor's Note:
How Static IP Address information is conveyed to the PDN GW is FFS.

C.2)
The PDN GW sends an Indication of IP CAN Session Establishment (MN-NAI, APN, IP CAN Type , IP address(es)) message to the PCRF. The MN NAI is used to identify the subscriber. The APN enables identification of the session along with the subscriber. The IP CAN Type identifies the type of access from which the IP CAN the Session is established. The IP Addresses are used to establish policy rules.

Editor's Note:
The details of this section may be more appropriately added to TS 23.203 than TS 23.402.

C.3)
The PCRF responds to the PDN GW with an Acknowledge of IP CAN Session Establishment (PCC Rules, Event Triggers) message. This message includes the Policy and Charging rules provisioned to the PDN GW initially. and triggers for events that must be reported by the PDN GW.

Editor's Note:
The details of this section may be more appropriately added to TS 23.203 than TS 23.402.

C.4)
The PDN GW responds with a PMIP Binding Acknowledgement (MN NAI, Lifetime, UE Address Info, GRE key for uplink traffic, Additional Parameters) message to the Serving GW. The MN NAI is identical to the MN NAI sent in the Proxy Binding Update. The Lifetime indicates the duration the binding will remain valid. The UE address info returns the IP Address assigned to the UE. The optional Additional Parameter information element may contain other information, including for example Protocol Configuration Options.

Editor's Note:
It is FFS how to handle deferred IP Address Allocation when PMIP-based S5/S8 is employed.

C.5)
The Serving GW sends a Gateway Control Session Establishment (IP CAN Type, MN NAI, APN, RAT Type, IP Address(es), Subscribed QoS, AMBR) message to the PCRF to obtain the rules required for the Serving GW and establish a control session. The Serving GW sends information, including the IP CAN Type supported by the Serving GW; the UE's MN NAI to identify the subscriber; the APN requested, to be used in hPCRF selection to locate the PCRF function with the corresponding IP CAN session established by the PDN GW; the RAT-type, the IP Address(es) of the UE; the Subscribed QoS information sent to the Serving GW from the MME; and the AMBR. These information elements are needed by the PCRF to determine PCC rules for the UE's IP-CAN session established in step C.2 above.

Editor's Note:
The details of this section may be more appropriately added to TS 23.203 than TS 23.402.

C.6)
The PCRF sends a Policy and Charging Rules Provision (PCC Rules, Event Triggers) message to the PDN GW to update PCC rules based on information sent by the S-GW in the preceding step. PCC Rules define the policy handling the PCEF is required to enforce.

C.7)
The PDN GW responds to the PCRF with a PCC Decision Ack (Result) indicating whether the PDN GW was successful deploying the PCC rules.

C.8)
The PCRF sends an Acknowledge Gateway Control Session Establishment (QoS Rules, Event Triggers) message to the Serving GW including QoS policy rules for the Serving GW to perform Bearer Binding and other functions described in Section 5.5. The Event Triggers indicate events that the Serving GW will report to the PCRF, such as subsequent change of RAT Type.

Editor's Note:
PDN GW address and Serving GW address selection is as described in the clause "GW selection" in TS 23.401
End of 3rd change
Start of 4rd change
5.7.1
Intra-LTE TAU and Inter-eNodeB Handover with CN Node Relocation with PMIP-based S5 and S8

This section contains the procedure steps that vary between the GTP and PMIP variant of S5 and S8 for the TAU with MME and Serving GW Relocation procedure defined in 23.401 section 5.3.3.1 as well as Inter-eNodeB Handover with CN Node Relocation described in 23.401 section 5.5.1.

In case of a Serving Gateway relocation, the target Serving GW must establish a Gateway Control Session with the PCRF to perform policy controlled functions such as Bearer-Binding. The source Serving GW relinquishes its Gateway Control Session with the PCRF in step B.
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Figure 5.7.1-1: TAU with MME and Serving GW Relocation, PMIP-based S5/S8 variant

This procedure concerns both the non-roaming (S5) and roaming case (S8). In the roaming case, the vPCRF in the VPLMN forwards messages between the Serving GW and the hPCRF in the HPLMN. In the case of Local Breakout, the vPCRF forwards messages sent between the PDN GW and the hPCRF as well.

The optional interaction steps between the gateways and the PCRF in the procedures in Figure 5.7.1-1 only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

A.1)
The Target Serving GW send the PCRF a Gateway Control and QoS Policy Rules Request in order to obtain policy rules. Otherwise, the Target Serving GW shall use preconfigured rules.

A.2)
The PCRF sends an Gateway Control and QoS Policy Rules Reply message to the Serving GW including QoS policy rules for the Serving GW.

NOTE:
The Target Serving GW preserves the Bearer Binding that has already been established by the Source Serving GW. How this is achieved is FFS.

A.3)
The new Serving GW performs a PMIPv6 Proxy Binding Update (GRE key for downlink traffic) in order to re-establish the user plane as a result of the Serving GW relocation.

A.4)
The PDN GW acknowledges the Binding Update by sending a Proxy Binding Ack (GRE key for uplink traffic) message to the Serving GW. A PMIP tunnel is established at this point between the PDN GW and the Serving GW.

Steps between A.4 and B.1 are described in TS 23.401, Section 5.3.3.1 and Section 5.5.1.

B.1)

The old Serving GW sends a Gateway Control Session Termination(MN-NAI) to the PCRF to indicate that all bearer for the UE have been released at the S-GW. In any case, the Serving GW ceases to perform Bearer Binding and associated policy controlled functions.

B.2)

The PCRF sends an Acknowledge Gateway Control Session Termination message to the Serving GW indicating the result of the removal of the control session between the PCRF and the Serving GW.

End of 4th change
Start of 5th change
5.7.3
Inter-RAT Handover Bearer Update using PMIP-based S5 and S8

When an inter-RAT handover occurs, the enhanced packet core may signal this event to the PDN GW, for example to inform the PDN GW of a RAT type change. In the case of a PMIP-based S5 and S8, an Update Bearer Request is not sent from the Serving GW to the PDN GW. Instead, the PCRF in the HPLMN reports the change of event. The PCRF signals any change in the policy resulting from the event to the PDN GW, provisioning updated policy and charging rules.

In case of inter-RAT handovers, the Serving GW may or may not be relocated. The PMIP based S5/S8 variants procedure steps for inter-RAT handover without Serving Gateway relocation is the same as those described in Section 5.7.2 for Inter-RAT TAU updates. The procedure steps A.1 through A.4 are executed instead of the steps shown in the shaded region (A) in 3GPP TS 23.401, Section 5.5.2.1-2, 5.5.2.2-2, 5.5.2.3-2 and 5.5.2.4-2. Figure 5.7.3-1 depicts the same flows when the Serving GW is relocated during inter-RAT handovers.

The only difference between the S5 and S8 cases is the use of the PCRF in the visited network as an intermediary to forward messages by the Serving GW in the VPLMN to the PCRF in the HPLMN.

Editor's Note:
It may be possible for the Serving GW in the VPLMN to interact with the vPCRF without requiring additional interaction with the hPCRF. This optimization is FFS.

The following procedure describes inter-RAT Handover in the case of Serving Gateway relocation for PMIP-based S5/S8.
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Figure 5.7.3-1: Inter-RAT Handover Bearer Update using PMIP-based S5 and S8 with Serving GW Relocation.

If dynamic policy provisioning is not deployed, the optional steps in the procedure are not applied.

A.1)
The Target Serving Gateway sends a Gateway Control Session Establishment message to the hPCRF. This message shall contain the information associated with the event, e.g. the new RAT type.

A.2)
If the Gateway Control Session Establishment message sent by the Target Serving Gateway implies any change to the policy provisioned to the PDN GW, the PCRF sends an updated policy to the PDN GW by means of a Policy and Charging Rules Provision message.

A.3)
If the PCRF provisions a policy to the PDN GW in step 12, the PDN GW responds, sending an Ack message to the PCRF. The PDN GW indicates whether the PDN GW was successful provisioning the supplied policy.

A.4)
The hPCRF responds to the message sent by the Target Serving GW by sending an Acknowledge Gateway Control Session Establishment message. This response includes QoS Policy rules corresponding to the new RAT.

A.5)
The Target Serving GW sends a PMIPv6 Proxy Binding Update (GRE key for downlink traffic) message in order to re-establish the user plane as a result of the Serving GW relocation.

A.6)
The PDN GW acknowledges the Binding Update by sending a Proxy Binding Ack (GRE key for uplink traffic) message to the Target Serving GW. A PMIP tunnel is established at this point between the PDN GW and the Target Serving GW.

Steps between A.6 and B.1 are described in TS 23.401, Section 5.3.3.1.

B.1)
The old Serving GW sends a Gateway Control Session Termination(MN-NAI) to the PCRF to indicate that all bearer for the UE have been released at the S-GW. In any case, the Serving GW ceases to perform Bearer Binding and associated policy controlled functions.

B.2)
The PCRF sends an Acknowledge Gateway Control Session Termination message to the Serving GW indicating the result of the removal of the control session between the PCRF and the Serving GW.

End of 5th change
Start of 6th change
6.2.1
Initial Attach Procedure with PMIPv6 on S2a and Anchoring in PDN GW
PMIPv6 [8] is used to setup a PMIPv6 tunnel between the trusted non-3GPP IP access and the PDN GW. In both roaming and non-roaming cases, S2a is present. It is assumed that MAG exists in the trusted non-3GPP IP access.
In the non-roaming case (as in Figure 4.2.2-1), none of the optional entities in Figure 6.2.4-1 are involved.

The optional entities are involved in other cases.

-
In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the vPLMN and non-3GPP access.

-
Similarly, interaction between hPCRF in the HPLMN and entities in the vPLMN and non-3GPP access occurs by way of the vPCRF in the vPLMN. In both these cases, messages are relayed by the optional entities towards and from the hPLMN.
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Figure 6.2.1-1: Initial attachment with Network-based MM mechanism over S2a for roaming, LBO and non-roaming scenarios.

NOTE 1:
The procedure shown in Figure 6.2.4-1 covers the home routed case (ignore the vPCRF and AAA Proxy), the Roaming case (without local anchoring in the Serving GW in the VPLMN) and LBO.

1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are Non-3GPP access specific and are outside the scope of 3GPP;
2)
The EAP authentication procedure is initiated and performed involving the UE, Trusted Non-3GPP IP Access and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved. The PDN Gateway address is determined at this point as described in section 4.5.1. The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the MAG in the trusted non-3GPP access. This may entail an additional name resolution step, issuing a request to a DNS Server;
3)
After successful authentication and authorization, the L3 attach procedure is triggered;

Editor's note:
The details of this step including selection of PMIP vs. CMIP is FFS.

4)
The MAG function of Trusted Non-3GPP IP Access sends a Proxy Binding Update (MN-NAI, Lifetime, APN, GRE key for downlink traffic, Additional Parameters) message to PDN GW. The MN NAI identifies the UE. The Lifetime field must be set to a nonzero value in the case of a registration and a zero value in the case of a de-registration. The Additional Parameters may include Protocol Configuration Options and other information.
Editor's note:
How the Proxy Binding Update message is secured is FFS.

5)
The PDN GW sends an Indication of IP CAN Session Establishment (MN NAI, APN, IP Address(es)) message to the hPCRF. The MN NAI identifies the UE. The APN is used to distinguish the PDN, for example for a PDN GW that supports attachment to multiple PDNs. The IP Address(es) will be used by the PCRF to generate QoS policy parameters. Otherwise, information configured with the PDN GW may be used to determine policy; Note that in the case of LBO, the PDN GW in the VPLMN sends the message to the vPCRF. The vPCRF then forwards the message to the hPCRF.

6)
If the PDN GW sent a message in step 5, the hPCRF responds with an Acknowledge IP CAN Session Establishment (PCC Rules, Event Triggers) message, including the policy the PDN GW will enforce and Event Triggers to indicate the events the PDN GW will report to the PCRF. In the case of LBO, the hPCRF sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the PDN GW.

7)
The selected PDN GW informs the 3GPP AAA Server of its address. The 3GPP AAA Server then informs the HSS of the PDN GW address for the UE.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.
8)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates IP address for the UE. The PDN GW then sends a Proxy Binding Acknowledgement (MN NAI, Lifetime, UE Address Info,GRE key for uplink traffic, Additional Parameters) message to the MAG function in Trusted Non-3GPP IP Access, including the IP address(s) allocated for the UE. The UE Address Info includes one or more IP addresses. The Lifetime indicates the duration of the binding. The Additional Parameters may include Protocol Configuration Options and other information.
NOTE 2:
If UE requests for both IPv4 and IPv6 addresses, both are allocated. If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

9)
The PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW.

10)
The Trusted non-3GPP access sends a Gateway Control Session Establishment (IP CAN Type, MN NAI, APN, IP Address(es)) message. The message indicates the IP CAN Type - that is which Trusted Non-3GPP IP Access the UE is employing; the MN NAI identifies the UE; the APN identifies the PDN to connect to; the IP Address(es) are used by the PCRF to generate QoS rules. In the non-roaming case, this message is sent directly to the hPCRF. In the Roaming or LBO case, the Trusted non-3GPP access sends the message to the vPCRF which then forwards the request to the hPCRF.

11)
If the Gateway Control Session Establishment message sent by the Trusted non-3GPP access implies any change to the policy provisioned to the PDN GW in step 6, the PCRF sends an updated policy to the PDN GW by means of a Policy and Charging Rules Provision (PCC Rules, Event Triggers) message. This message includes either PCC Rules, or Event Triggers, or both. In the LBO case, the message is sent from the hPCRF to the vPCRF and thence to the PDN GW in the VPLMN.

12)
If the PCRF provisions a policy to the PDN GW in step 11, the PDN GW responds, sending an Ack (Result) message to the PCRF. The PDN GW indicates whether the PDN GW was successful provisioning the supplied policy. In the LBO case, the message is sent from the PDN GW in the VPLMN to the vPCRF and thence to the hPCRF in the HPLMN.

13)
The hPCRF responds to the message, sending an Acknowledge Gateway Control Session Establishment (QoS Rules, Event Triggers) message. The PCRF indicates to the GW Control Function either the QoS rules to apply to user plane traffic or which Events will trigger Event Reports from the GW Control Function, or both. This message is sent directly to the Trusted Non-3GPP IP Access in the non-roaming case. In the LBO and Roaming cases, the hPCRF sends the message to the vPCRF which in turn forwards the response to the trusted non-3GPP access.
14)
L3 attach procedure is completed. IP connectivity between the UE and the PDN GW is set for uplink and downlink directions.

Editor's note:
The details of this step is FFS

End of 6th change
Start of 7th change
6.8.1
UE-initiated Connectivity to Additional PDN with PMIPv6 on S2a

Establishment of connectivity to an additional PDN over trusted access with S2a is supported only for the accesses that support such feature and the UEs that have such capability.

PMIPv6 [8] is used to setup a IP connectivity between the trusted non-3GPP IP access and the EPC during initial attach. In both roaming and non-roaming cases, S2a is present. It is assumed that MAG exists in the trusted non-3GPP IP access.

NOTE:
The PDN GW treats each MN-ID+APN as a separate binding and may allocate a new IP address/prefix for each binding.

Editor's Note:
It is FFS if and how multiple PDN connections to one APN from a single UE is supported, i.e. whether the MN-ID + APN is sufficient to uniquely identify a PDN connection instance, or whether additional parameter(s) are needed.
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Figure 6.8.1-1: Additional PDN connectivity with Network-based MM mechanism over S2a for non-roaming and roaming

The steps in the procedure which are marked as optional occur only if dynamic policy provisioning has been deployed.

In the roaming case, messages are forwarded between the Trusted Non-3GPP IP Access and the hPCRF via the vPCRF. In the case of LBO, messages are forwarded between the PDN GW and the hPCRF via the vPCRF also. Further, in the case of LBO, messages between the PDN GW and the 3GPP AAA Server are sent via the 3GPP AAA Proxy.

1)
The UE performs initial attach to the trusted non-3gpp access and gets IP connectivity to a default PDN served by a certain PDN GW, as indicated by the user profile.

2)
When the UE wishes to connect to an additional PDN, it sends a trigger indicating that connectivity with that specific PDN is desired. The UE provides information about the new PDN by using an APN.

Editors Note:
The definition of the trigger that the UE provides to the access network (MAG) is out of scope for 3GPP

3).
When the MAG receives this trigger for additional PDN connectivity, it selects a suitable PDN-GW-based on the APN information in the indication from the UE and it sends a Proxy Binding Update (GRE key for downlink traffic) message to it.

Editors Note:
The details of PDN GW selection for additional PDN connectivity are FFS. The scenario where the existing PDN GW can provide access to the additional PDN is FFS.

4)
Upon successfully processing the Proxy Binding Update from the MAG, the PDN GW allocates an IP address to the UE. The PDN GW sends an Indication of IP CAN Session Establishment message to the hPCRF.

5)
The hPCRF responds with an Acknowledge IP CAN Session Establishment message, including the policy that the PDN GW needs to enforce.

6)
The PDN GW designated to provide connectivity to the additional PDN (the same PDN GW that received the PBU) updates the AAA server with the PDN GW address and the corresponding APN information.

7)
After creating the binding cache entry for the UE, the PDN GW responds with a Proxy Binding Acknowledgement (GRE key for uplink traffic) to the MAG.

8)
The Trusted non-3GPP access system sends a Gateway Control Session Establishment message.

9)
If the Gateway Control Session Establishment message sent by the Trusted non-3GPP access implies any change to the policy provisioned to the PDN GW in step 5, the hPCRF sends an updated policy to the PDN GW by means of a Policy and Charging Rules Provision message.

10)
The PDN GW acknowledges back to the hPCRF.

11)
The hPCRF responds to trusted non-3GPP access system by sending an Acknowledge Gateway Control Session Establishment message. The reply contains QoS policy rules for use by the Trusted Non-3GPP access system.

12)
The trusted non-3GPP access system sends the reply message to the UE with the allocated IP address from the PDN that the UE indicated at 2. Since UE requested for additional PDN connectivity, the UE configures the IP address received from the MAG without deleting its configuration for connectivity with any other previously established PDN.

Editors Note:
It is FFS that which message will be used to carry the new connectivity information to the UE and it may be out of scope of 3GPP.

13)
The PMIPv6 tunnel is thus set up between the Trusted Non-3GPP IP Access and the PDN GW corresponding to the requested additional PDN while maintaining tunnels previously established for other PDNs.

End of 7th change
Start of 8th change
7.2.1
Initial Attach with PMIPv6 on S2b Including the Chained S8b/S2b Case

This section is related to the case when the UE powers-on in an untrusted network via S2b interface.
In the non-roaming case, PMIPv6 [8] is used to setup a PMIPv6 tunnel between the ePDG and the PDN GW. It is assumed that MAG is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.
In the non-roaming case (as in Figure 4.2.2-1), none of the optional entities in Figure 7.2.1-1 are involved.

The optional entities are involved in other cases.

-
In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the vPLMN and non-3GPP access.

-
In the LBO case, interaction between hPCRF in the HPLMN and the PDN GW in the vPLMN and non-3GPP access occurs by way of the vPCRF in the vPLMN. In both these cases, messages are relayed by the optional entities towards and from the hPLMN.

-
In the case of home routed traffic in the roaming case with anchor in visited Serving GW, PMIPv6 [8] is also used to setup PMIPv6 tunnels between the Serving GW and the PDN GW (i.e. S8b). It is assumed that the MAG is collocated with visited Serving GW for the PMIPv6 procedure between the Serving GW and the PDN GW.
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Figure 7.2.1-1: Initial attachment when Network-based MM mechanism are used over S2b for roaming, non-roaming and LBO

NOTE:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

If dynamic policy provisioning is not deployed, the optional steps in the procedure are not applied.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 4.5.3. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in TS 33.234 [7]. The PDN GW address is determined at this point as described in section 4.5.1. The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the ePDG. This may entail an additional name resolution step, issuing a request to a DNS Server.

2)
The ePDG sends the Proxy Binding Update (GRE key for downlink traffic) message to the PDN GW. The proxy binding update message shall be secured. The figure applies to all supported scenarios:

-
In the case of non-roaming and roaming with home routed traffic anchored in the PDN GW the message is sent to the PDN GW in the HPLMN.

-
In the case of roaming with local breakout the message is sent to the PDN GW in the VPLMN.

-
In case home routed traffic anchored in the Serving GW, the entity in the Trusted non-3GPP IP Access acting as a MAG sends the "Proxy Binding Update" to the Serving GW in the VPLMN, The Serving GW in the VPLMN then relays the message to the PDN GW in the HPLMN.

Editor's note:
How the Proxy Binding Update message is secured is FFS.

3)
The PDN GW sends an Indication of IP CAN Session Establishment message to the PCRF. Otherwise, the PDN GW may employ configuration information to establish policy. In the case of LBO, the PDN GW sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the hPCRF in the HPLMN.
4)
The hPCRF responds with an Acknowledge IP CAN Session Establishment message, including the policy the PDN GW will enforce. In the case of LBO, the hPCRF sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the PDN GW in the VPLMN.
5)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address. The 3GPP AAA Server then informs the HSS of the PDN GW address for the UE.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

6)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates an IP address for the UE. The PDN GW then sends a Proxy Binding Ack (GRE Key for uplink traffic) to the ePDG, including the IP address allocated for the UE. The figure applies to all supported scenarios:

-
In the case of non-roaming and roaming with home routed traffic anchored in the PDN GW the message is sent by the PDN GW in the HPLMN to the ePDG in the VPLMN. A PMIPv6 tunnel is set up between the ePDG and the PDN GW (shown in Step 9).

-
In the case of roaming with local breakout the message is sent by the PDN GW in the VPLMN to the ePDG in the VPLMN. A PMIPv6 tunnel is set up between the ePDG and the PDN GW (shown in Step 9)

-
In case home routed traffic anchored in the Serving GW, the message is sent by the PDN GW in the HPLMN to the Serving GW in the VPLMN, The Serving GW in the VPLMN then relays the message to the ePDG in the VPLMN. A PMIPv6 tunnel is set up between the ePDG and the Serving GW, and between the Serving GW and the PDN GW (shown in Step 9).

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated. If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

7)
After the BU is successful, the ePDG is authenticated by the UE.

8)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.

9)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP-based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.

End of 8th change
Start of 9th change
8.2.1.2
Using PMIP-based S5/S8 Interface

When a Trusted or Untrusted Non-3GPP IP Access to 3GPP Access handover occurs, the following steps are performed instead of and in addition to the steps performed in the GTP-based S5 case (see previous section). In the case of PMIP-based S5, a Create Bearer Request and Update Bearer Request is not sent from the Serving GW to the PDN GW. Instead, the PCRF in the HPLMN is informed of the change and any change in the policy that results is signalled to the Serving GW. The signalling takes place through the vPCRF in the VPLMN.
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Figure 8.2.1.2-1: Trusted/Untrusted Non-3GPP IP Access to E-UTRAN Handover over PMIPv6-based S2a and using PMIPv6-based S5/S8

NOTE:
In case of connectivity to multiple PDNs, steps A and B are repeated for each PDN the UE is connected to. Other impacts related to the handover for multiple PDNs are described in Section 8.1.

A.1)
The Serving GW sends a Gateway Control Session Establishment (IP CAN Type, MN NAI, APN, RAT Type, IP Address(es)) message to the PCRF to obtain the rules required for the Serving GW to perform the bearer binding for all the active sessions the UE may establish as a result of the handover procedure. The Serving GW sends information, including the IP CAN Type supported by the Serving GW; the UE's MN NAI to identify the subscriber; the APN requested, to be used in hPCRF selection to locate the PCRF function with the corresponding IP CAN session established by the PDN GW; the RAT-type; and the IP Address(es) of the UE.

Editor's Note:
The IP Address that the UE has had in the trusted or untrusted non-3GPP IP Access system should be known to the Serving GW at this stage. The mechanism that the IP Address will be known to the Serving GW is FFS.

A.2)
The PCRF sends to the Serving GW an Acknowledge GW Control Session Establishment (QoS Rules, Event Trigger) message including QoS policy rules enabling the Serving GW to perform the bearer binding. The Event Trigger specifies which events will result in the Serving GW to sending event reports to the PCRF.


If the updated PCC rules require establishment of dedicated bearer for the UE, the establishment of those bearers take place before step B1 It is FFS how the establishment of the default and dedicated bearers is synchronized.

NOTE:
PDN GW address a selection is as described in TS 23.401 [4].

Steps between A.2 and B.1 are described in Section 8.2.1.1.

B.1)
The Serving GW sends a PMIPv6 Proxy Binding Update (MN NAI, Lifetime, IP Address Requested, APN, GRE Key for downlink traffic, Additional Parameters) message to the PDN GW. The MN NAI identifies the UE. The Lifetime field must be set to a nonzero value in the case of a registration. The APN may be necessary to differentiate the intended PDN from the other PDNs supported by the same PDN GW. The optional Additional Parameters may contain information, for example, protocol configuration options.

Editor's Note:
How the Proxy Binding Update message is secured is FFS.

B.2)
The PDN GW sends a Request Policy and Charging Rules message to the PCRF to obtain the rules required for the PDN GW to function as the PCEF for all the active IP sessions the UE has established with new IP-CAN type.

B.3)
The PCRF sends to the PDN GW a Policy and Charging Rules Provision (PCC Rules, Event Trigger, Event Report) message optionally including PCC rules for the new IP-CAN type as well as triggers to indicate the Events that the PCEF must report to the PCRF. The Event Report indicates the change of RAT Type.

B.4)
The PDN GW responds with a PMIPv6 Binding Ack (MN NAI, Lifetime, UE Address Info, GRE key for uplink traffic, Additional Parameters) message to the Serving GW. The MN NAI is identical to the MN NAI sent in the Proxy Binding Update. The Lifetime indicates the duration the binding will remain valid. The UE address info returns the IP Address assigned to the UE. The optional Additional Parameter information element may contain other information, including for example Protocol Configuration Options. The Serving GW acts as the MAG (in terms of PMIPv6).

Editor's Note:
The IP Address that the UE has had in the trusted or untrusted non-3GPP IP Access system should be known to the Serving GW at this stage. The mechanism that the IP Address will be known to the Serving GW is FFS.

Editor's Note:
The alignment of the handover procedure with the attach procedure over S2a is FFS.

End of 9th change
Start of 10th change
8.2.2
3GPP Access to Trusted Non-3GPP IP Access Handover with PMIPv6 on S2a
The steps involved in the handover from 3GPP Access connected to the EPC to trusted non-3GPP IP access are depicted below for the case of non-roaming, roaming with home routed traffic, roaming with local breakout and roaming with anchoring in the Serving Gateway in the VPLMN. It is assumed that while the UE is served by the 3GPP Access, a PMIPv6 or GTP tunnel is established between the S-GW and the PDN GW in the evolved packet core.
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Figure 8.2.2-1: Handover from 3GPP Access to Trusted Non-3GPP IP Access with PMIPv6 on S2a and PMIPv6 or GTP on S5 interface

NOTE:
In case of connectivity to multiple PDNs, steps 7 to 11 are repeated for each PDN the UE is connected to. Other impacts related to the handover for multiple PDNs are described in Section 8.1.
Editor's Note:
Text regarding roaming considerations to be provided here.
1)
The UE is connected in the 3GPP Access and has a PMIPv6 or GTP tunnel on the S5 interface.

2)
The UE discovers the trusted non-3GPP IP access system and determines to transfer its current sessions (i.e. handover) from the currently used 3GPP Access to the discovered trusted non-3GPP IP access system. The mechanisms that aid the UE to discover the trusted non-3GPP IP access system, are specified in Section 4.8 (Network Discovery and Selection).
3)
The UE performs access authentication and authorization in the non-3GPP access system. The 3GPP AAA server authenticates and authorizes the UE for access in the trusted non-3GPP system. The 3GPP AAA server queries the HSS and returns the PDN-GW address to the trusted non-3GPP access system at this step (upon successful authentication and authorization).

PDN GW address selection is as described in the clause section 4.5.1 of this specification.

4)
After successful authentication and authorization, the L3 attach procedure is triggered.

5)
The entity in the Trusted non-3GPP IP Access performing the bearer binding sends an "Gateway Control and QoS Policy Rules Request" message to the PCRF(Information contained is FFS) to obtain the rules required for the gateway in the Trusted non-3GPP IP Access to perform the bearer binding for all the active sessions the UE has established as a result of the L3 Attach procedure in the Trusted non-3GPP IP Access.
Editor's Note:
The IP Address that the UE has had in the 3GPP system should be known to the entity in the Trusted non-3GPP IP Access performing the bearer binding at this stage. The mechanism that the IP Address will be known to the Serving GW is FFS.

6)
The PCRF sends to the entity in the Trusted non-3GPP IP Access performing the bearer binding an "Gateway Control and QoS Policy Rules Reply" message including QoS policy rules enabling gateway in the Trusted non-3GPP IP Access to perform the bearer binding. In the case of roaming the "Gateway Control and QoS Policy Rules Reply" message is relayed from PCRF in the HPLMN through the PCRF in the VPLMN to the entity in the Trusted non-3GPP IP Access performing the bearer binding.


If the updated PCC rules require establishment of dedicated bearer for the UE, the establishment of those bearers take place before step 7. It is FFS how the establishment of the default and dedicated bearers is synchronized.
7)
The entity in the Trusted non-3GPP IP Access acting as a MAG sends a PMIPv6 Proxy Binding Update (GRE key for downlink traffic) message.
Editor's Note:
How the Proxy Binding Update message is secured is FFS.

8)
The PDN GW requires configuration for enforcing policy, the PDN GW sends an "Modification of IP-CAN session " message to the PCRF.
9)
The PDN GW has requested an IP CAN session, the PCRF responds to the PDN GW with an "Acknowledge IP-CAN session Modification" message. This message includes the Policy and Charging rules provisioned to the PDN GW.
10)
The PDN-GW may interact with the 3GPP AAA server to perform authorization function, e.g. authorization of the new MAG.

11)
The PDN GW processes the proxy binding update and updates the binding cache entry for the UE. It confirms the IP address(es) for the UE sending a Proxy Binding Acknowledgement  (GRE key for uplink traffic) to the MAG function in Trusted Non-3GPP IP Access, including the IP address(es) allocated for the UE.
12)
L3 attach procedure is completed at this point. The IP address(es) assigned to the UE by the PDN-GW is conveyed to the UE.
13)
The PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW. The UE can send/receive IP packets at this point.
14)
The PDN GW triggers the bearer release in the 3GPP Access using the PDN GW initiated Bearer Deactivation procedure. Radio Bearers associated with the PDN address are released if existing.
8.2.3

E-UTRAN to Untrusted Non-3GPP IP Access Handover with PMIPv6 on S2b
This section shows a call flow for a handover when a UE moves from a E-UTRAN to an untrusted non-3GPP access network. PMIPv6 is assumed to be used on the S5/S8 and S2b interfaces.
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Figure 8.2.3-1: E-UTRAN to Untrusted Non-3GPP IP Access Handover

1)
The UE is initially attached to the E-UTRAN network.

2)
The UE moves and attaches to an untrusted non-3GPP IP access network.

3)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel with may be discovered via DNS query or can be statically configured. The exact mechanism is left FFS. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in TS 33.234 [5]. As part of access authentication the PDN GW information is sent to the ePDG by the 3GPP AAA server.

4)
The ePDG sends the Proxy Binding Update (GRE key for downlink traffic) message to the PDN GW with the MN-NAI ID and a request for IP address.

5)
If PCC is supported, the PDN GW requires configuration for enforcing policy, the PDN GW sends a Modification of IP CAN Session message to the PCRF.

6)
If step 7) is performed, the PDN GW has requested an IP CAN session , the PCRF responds to the PDN GW with an Acknowledge of IP CAN Modification message. The message includes the Policy and Charging rules provisioned to the PDN GW..

7)
The PDN GW processes the Proxy Binding Update message from the ePDG, updates the binding cache entry for the UE and responds with a Proxy Binding Acknowledgement (GRE key for uplink traffic) message. In the proxy Binding Ack, the PDN GW replies with the same IP address or prefix that was assigned to the UE earlier. At this point a PMIPv6 tunnel exists between PDN GW and ePDG. The PDN GW triggers the bearer release in the 3GPP Access using the PDN GW initiated Bearer Deactivation procedure. Radio Bearers associated with the PDN address are released if existing.

8)
The ePDG and the UE continue the IKEv2 exchange and IP address configuration.

9)
At the end of the handover procedure there is a default bearer for the UE that consists of an IPsec tunnel between the UE and the ePDG and a PMIPv6 tunnel between the ePDG and the PDN GW.

10) It is FFS if the PCRF or the PDN GW releases the resources in the 3GPP access. The exact signalling messages used in order to release the EPS bearers in the 3GPP Access are FFS,
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8.2.5
3GPP Access to Trusted Non-3GPP IP Access Handover with PMIPv6 on S2a and Chained S8a/S2a
The steps involved in the handover for chained S8a/S2a from 3GPP Access connected to the EPC to trusted non-3GPP IP access are depicted below for the case of roaming with home routed traffic with anchoring in the Serving GW in the VPLMN. It is assumed that while the UE is served by the 3GPP Access, a PMIPv6 or GTP tunnel is established between the Serving GW and the PDN GW in the evolved packet core.
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Figure 8.2.5-1: Handover from 3GPP Access to Trusted Non-3GPP IP Access with chained S8a/S2a anchored in the visited network

NOTE:
The following procedure assumes that the Serving GW that was anchoring the 3GPP Access is not necessarily anchoring the target non-3GPP IP Access after the handover completes.

Editor's Note:
The case of using the same Serving GW after the handover is FFS.

1.
The UE is connected in the 3GPP Access and has a GTP tunnel on the S8 interface.

2.
The UE discovers the trusted non-3GPP IP access system and determines to transfer its current sessions (i.e. handover) from the currently used 3GPP Access to the discovered trusted non-3GPP IP access system.


The mechanisms that aid the UE to discover the trusted non-3GPP IP access system are specified in Section 4.8 (Network Discovery and Selection).

3.
The UE performs access authentication and authorization in the non-3GPP access system. The 3GPP AAA server authenticates and authorizes the UE for access in the trusted non-3GPP system. The appropriate Serving GW is selected The 3GPP AAA proxy returns the Serving GW address to the trusted non-3GPP access system at this step (upon successful authentication and authorization). The authentication credentials are relayed from the AAA proxy in the visited PLMN to the HSS/AAA in the HPLMN.

4.
After successful authentication and authorization, the L3 attach procedure is triggered.

5.
The entity in the Trusted non-3GPP IP Access acting as a MAG sends a PMIPv6 Proxy Binding Update message (MN_NAI, GRE key for downlink traffic). As the traffic is anchored in the Serving GW, the entity in the Trusted non-3GPP IP access acting as a MAG sends the "Proxy Binding Update" to the Serving GW in the VPLMN.

Editor's Note:
Whether additional functionalities are required in the Serving GW for binding the PMIP tunnel to the GTP tunnel is FFS

6.
The Serving GW requests the QoS profile for the subscriber/PDN pair from the AAA Proxy.

NOTE:
Alternatively the Serving GW may be configured with a static default bearer QoS.

7.
The Proxy AAA request the QoS profile for the subscriber/PDN pair from the home network.

8.
The AAA proxy responses with the QoS profile for the subscriber/PDN pair to the Serving GW.

Editor's Note:
How the Serving GW receives the PDN GW address is FFS. Alignment of steps 6-8 with the method to deliver PDN GW address to the Serving GW is FFS.

Editor's Note:
How the Proxy Binding Update message is secured is FFS.

9.
The Serving GW sends a Create Bearer Request message to the PDN GW in the HPLMN as described in TS 23.401. The PDN GW should not switch the tunnel from non-3GPP IP access to 3GPP access system at this point.

10.
PDN GW may interact with the PCRF for provisioning of PCC rules.

11.
The PDN GW responds with a Create Bearer Response message to the Serving GW as described in TS 23.401.The Create Bearer Response contains the IP address or the prefix that was assigned to the UE while it was connected to the non-3GPP IP access.

12.
The Serving GW processes the proxy binding update and updates the binding cache entry for the UE. It confirms the IP address (es) for the UE sending a Proxy Binding Acknowledgement  (GRE key for uplink traffic) to the MAG function in Trusted non-3GPP IP Access, including the IP address (es) allocated for the UE.

13.
L3 attach procedure is completed at this point. The IP address (es) assigned to the UE by the PDN GW is conveyed to the UE.

14.
The PMIPv6 tunnel is set up between the Trusted non-3GPP IP Access and the Serving GW and a GTP tunnel is established between the Serving GW and the PDN GW. The UE can send/receive IP packets at this point.

15.
The PDN GW triggers the bearer release in the 3GPP Access using the PDN GW initiated Bearer Deactivation procedure. The 3GPP access resources associated with the PDN address are released if existing
End of 11th change
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