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Abstract of the contribution:

Current work on the Information Storage in the HSS focuses on 3GPP access. In order to serve as the anchor and core network for non-3GPP access, additional information must be accommodated by the HSS.  This should be added with minimal impact to the data model.

Introduction

Information storage in the HSS is a vital component of the 3GPP architecture.  Not only is user subscription information stored in the HSS, but also all ancillary information such as credentials, location and session management data, and data related to charging.  As the number of accesses increases, the information storage requirements may become more complex.  We should consider an approach in which the data model is not impacted by addition of new access specific information.

Discussion

This concern has already resulted in work and investigation in 3GPP.  A study in the evolution of 3GPP user data [1] has shown that there are a number of issues that exist already, particularly in supporting multiple services for users who have multiple subscriptions. The increasing number of accesses will add to the amount of information associated with a user and active services the user employs. A mechanism has been defined to address this concern, the Generic User Profile (GUP) [2]. Note that this paper does not recommend the use of Common Profile Store [1] or Generic User Profile [2] mechanisms.  These papers are cited to mention prior work and to review the problem.

Interworking S2a and Ta* interfaces between Trusted Non-3GPP IP Access and the Enhanced Packet Core terminate directly (and indirectly) at the 3GPP AAA Server as shown in Figure 1.
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Figure 1: Information Storage for Trusted Non-3GPP IP Access

The Ta* interface is used to  authorize access but also to set up secure tunnels, obtain configuration parameters and potentially to control allocation of parameters, addresses and other operating information needed by the access system to properly serve the attached UE.  The S6c interface is used to support operations on S2a or S2c.  Information required by the home agent function of the PDN GW is obtained in this manner.
Parameters stored by the AAA may be access specific.  This is a non-exhaustive list of examples from WiMAX:

· Session keys needed for authenticating the authorized use of the network and mobility management.  Note that the MIP Authentication option is supported, which requires session keys.
· Master Keys per user and per device, for authentication of both network access and mobility management (separately).  These include the subscriber credential used to authenticate the user’s log in (based on CHAP), as well as the Foreign Agent – Home Agent association and DHCP Relay to DHCP Server SA.
· Allocation and storage of Flow ID (identifying packet flows between the “connectivity provider” and the “access provider.”  This is used for accounting, to allow reconciliation of records.
· IP Host Configuration Parameters and service information, retrieved during the AAA exchange to support use of DHCP (this includes the DHCP server address, but also configuration for access, mobility, QoS and other applications.) [3]
· PMIP operating parameters (such as SPI, PMIP key, lifetime, HoA...)

· Subscriber QoS Profile
These examples can be categorized into two distinct groups. 

· Session specific operating information
This information is analogous to that stored by the MME.  The data model could be considered as a logical extension to the 3GPP AAA Server’s set of applications required to provide services to support a particular access. While availability requirements exist, this information is not required to be stored persistently beyond the session termination.
· Persistent, subscriber information

This information is comparable to that stored by the HSS.  The data model must be persistent.  

Both must be adequately supported by some combination of the 3GPP AAA Server and the HSS for the non-3GPP access system to be able to employ the EPC as a ‘home network’ for connectivity. Clearly, throwing a bunch of non-3GPP parameters in to 3GPP the subscriber data definition [4] would be a mistake.  Still, given Section 12 of TS 23.402 [5], it is clear that subscriber information and to a large extent location information will be stored in the HSS.
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Figure 2: An Approach for Storage of Access Specific Information

The yellow ovals depict the extensions already agreed to in TS 23.401 and 23.402.  While it could be argued that all access-specific information storage properly belongs in standards external to 3GPP, this would be a mistake.  The basic model must allow for interworking, at least for a core set of information.  There are architectural aspects to consider that cannot be ignored if the EPC is to serve as the home network for non-3GPP accesses.  In terms of information architecture there are identities, certificate storage, user profile information, subscriber QoS profile and charging information.  
The current relationship between the 3GPP AAA server and the HSS, documented in clause 12 of 23.402, concerns information needed for interworking between non-3GPP and 3GPP systems.  It posits that the persistent information is stored in the HSS, while the AAA server exists for access to data based on IETF standards (Diameter) and some form of caching of information to be used for non-3GPP access.  This model may have to be augmented if it is determined that some data is properly used only for access-specific dynamic information storage and retrieval requirements.  There are likely to be classes of information that should not be registered and stored in the HSS but remain solely accessed and controlled by the 3GPP AAA Server.
Proposal
It is proposed to agree that there is information essential to use the EPC as a ‘home network’ (i.e. HPLMN for a non-3GPP access).  This information must be available to the trusted non-3GPP IP access.

It is further proposed to document these essential information elements as extensions to the data model in 23.402, clause 13.  This could be achieved by adding subclauses to clause 13 to describe access-specific  information storage requirements and elements.
If this is agreed Samsung will gladly supply CRs to propose an implementation of these principles.
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