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This contribution discusses the NAS security setup during initial attach based on an earlier reply LS from SA, and proposes corresponding clarifications of the present Attach procedure.
1. Introduction
This contribution clarifies the use of the NAS security mode command during the attach procedure, as proposed by the reply LS  S2-073173 (S3-070619) from SA3. This LS was already briefly presented at SA2#59 in Helsinki. However, up to now contributions proposing some implied changes of the Attach procedure have not been handled due to lack of time.
2. Discussion
2.1 NAS Security Mode Command procedure

The reply LS from SA3 on ‘NAS security setup’ (S2-073173 / S3-070619) has the following answer about establishing the NAS security association between UE and MME:
SA3 assumption has been that NAS security association is established by running the NAS Security Mode Command at least in the following cases: attach, after a run of AKA, Idle Mobility with NAS algorithm change, and eNB Handover with MME relocation with NAS algorithm change. Even if the AKA is not run during Attach procedure (e.g., due to the existence of key resulting from a previous AKA run, called KASME) SA3 assumes that, for security reasons, NAS Security Mode Command has to be run in order to start applying NAS security. 
So it is clear that NAS Security Mode Command procedure is required to set up the NAS security association between the UE and the MME or renew the existing security association.

In the message sequence for the Attach procedure, the text describing the authentication/security related procedure (step 5b) refers to a clause ‘Security Function’ for further details. Such m a section is however still missing in the current TS 23.401. A companion paper S2-080243 proposes a new section for this ‘Security Function’.

2.2 Applying encryption to the Attach Request message.

Encryption of the Attach Request message is labelled as FFS in the current Attach procedure in TS 23.401. On this issue, SA3 has provided the following answer.

Assuming that the correct NAS security context is available at the UE, SA3 do not see any issue in integrity protecting the Attach request message. However, if the NAS security contexts are out of sync between the UE and MME, e.g. due to different supported integrity protection algorithm, the integrity check will fail and result in error cases which requires additional procedures such as a new AKA authentication procedure. In the same way, the Information Elements (IE) in the message can also be encrypted. They can be decrypted only after security context to use is correctly identified at the MME. For example, Key Set Identifier IE can not be encrypted. 

So it is clear that SA3 sees encryption of some IEs in the Attach Request message is possible if deemed necessary.
3. Conclusion

Based on the above discussed reply LS from SA3 the Attach procedure should be revised.
A corresponding CR to TS 23.401 is provided in TD S2-080240. 
