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*************************************** Change 1 ***********************************************

4.5.1
PDN GW Selection Function for Non-3GPP Accesses
PDN Gateway selection for non-3GPP accesses uses similar mechanisms as defined in TS 23.401 [4], with the following modification:

-
The PDN Gateway selection function interacts with the 3GPP AAA Server or 3GPP AAA Proxy and uses subscriber information provided by the HSS to the 3GPP AAA Server and possibly additional criteria.

During the initial authorization, PDN Gateway selection information for each of the subscribed PDNs is returned to the non-3GPP access system. The PDN Gateway selection information includes:
-
an IP address of a PDN GW and an APN; or

-
an APN and an indication whether the allocation of a PDN GW from the visited PLMN is allowed or a PDN GW from the home PLMN shall be allocated.

This enables the entity requiring the address of the gateway to proceed with selection. Once the selection has occurred, the PDN Gateway registers its association with a UE and the APN with the AAA/HSS. This permits the 3GPP AAA Server or Proxy to provide association of the PDN Gateway address and the related APN subsequently.
When a UE access to the EPC via non-3GPP access network in S-GW Chained case, the PDN GW information is sent to the MAG in the non-3GPP access network together with the selected S-GW address from the 3GPP AAA proxy to the AGW during initial authentication and authorization procedure. The MAG in the non-3GPP access network may select the PDN GW address according the PDN GW information. The MAG in the non-3GPP access network sends PBU message  to the S-GW including the pair of APN and PDN GW address.
In the case that a UE already has assigned PDN Gateway(s), the IP address(es) of the already allocated PDN Gateway(s) are returned by the 3GPP AAA Server or Proxy during the authorization step. This eliminates the need to repeat PDN Gateway selection for the PDNs the UE is already connected with.
Upon mobility between 3GPP and non-3GPP accesses, PDN Gateway selection information for the subscribed PDNs the UE is not yet connected with is returned to the target access system as done during initial attachment. For the PDNs the UE is already connected with transfer of PDN GW information takes place as defined below:

-
If a UE attaches to a non-3GPP access and it already has assigned PDN Gateway(s) due to a previous attach in a 3GPP access, the HSS provides the IP address(es) of the already allocated PDN Gateway(s) with the corresponding PDN information to the 3GPP AAA server over the Wx* reference point. The PDN gateway's address(es) is sent during the attach procedure in the non-3GPP access.

-
If a UE attaches to a 3GPP access and it already has an assigned PDN Gateway(s) due to a previous attach in a non-3GPP access, the HSS provides the IP address(e) of the already allocated PDN Gateway(s) with the corresponding PDN information to the MME over the S6a reference point. The PDN gateway address(es) is sent during the attach procedure in the 3GPP access.

The HSS receives the values of the addresses of all allocated PDN GWs and the corresponding PDN information for a given UE, from both the 3GPP AAA and also from the MME, depending on the currently in-use access. The HSS is responsible for the storage of PDN GW address information.
Editor's Note:
It is FFS whether the PDN Gateway selection mechanism defined in 23.401 can be used to determine the Serving Gateway.

The interaction between the 3GPP AAA Server and the HSS is not explicitly presented in several figures of this specification. Though these entities are depicted as "AAA/HSS" in these figures, these functions are distinct and interact over the Wx* interface as described in this subclause.
NOTE:
The location of the PDN GW selection function depends upon the type of S2 interface used for attachment and the IP mobility mechanism being used.
-
For PMIPv6 on S2a/b, the entity requesting the PDN Gateway is the entity acting as Mobile Access Gateway (MAG). It's FFS for home routed roaming case with an anchor in the VPLMN.
-
For MIPv4 FA mode on S2a, the entity requesting the PDN Gateway is the entity that plays the role of the FA. It's FFS for home routed roaming case with an anchor in the VPLMN.
Additionally, for the S2c reference point, the UE needs to know the IP address of the PDN Gateway for the PDN the UE wants to connect to. This address is made known to the UE with one of the following ways:

1)
Via attach procedure for 3GPP access (as defined in TS 23.401)

2)
Via IKEv2 during tunnel setup to ePDG

3)
The UE can request a PDN Gateway address in a given PDN via DHCP

4)
If the IP address of the PDN GW is not delivered using options 1-3 above the UE can resolve an FQDN corresponding to a PDN via DNS.

Editor's note:
It is FFS under which conditions (e.g. in which accesses) the above methods can be used

Editor's Note:
It is FFS how the FQDN in alternative 4 is constructed from available information. For example the UE could use home APN (or W-APN) and well known strings (e.g., "homeagent") to construct such an FQDN.

Editor's Note:
The mechanism for mobility mode selection (i.e. host-based vs. network-based mobility) is FFS.

For the S2c reference point, the network can force a reallocation of the PDN Gateway selected upon initial DSMIPv6 bootstrapping for the PDN the UE wants to connect to. This may happen if one of the following situations occurs:

-
The UE has done initial network attachment on an access system supporting network-based mobility, but the PDN Gateway discovered by the UE for the S2c reference point is different from the PDN Gateway allocated at initial network attachment. In this case, to enable IP address preservation based on DSMIPv6 upon inter-system mobility, the network must trigger a PDN Gateway reallocation for the S2c reference point, to re-direct the UE to the PDN Gateway that was selected upon initial network attachment.

-
The UE has done initial network attachment over S2c and, relying on DNS, has discovered a sub-optimal PDN Gateway. In this case, based on operator's policies, the network can optionally trigger a PDN Gateway reallocation to re-redirect the UE to a PDN Gateway that can provide better performance.

Editor's Note:
It is FFS if PDN Gateway reallocation for the S2c reference point is triggered by the AAA/HSS, by the PDN Gateway itself or whether both the options are possible.

Editor's Note:
It is FFS if PDN Gateway reallocation for the S2c reference point is executed during the establishment of the DSMIPv6 security association or at the first BU/BA exchange.


4.5.2
Serving GW Selection Function for Non-3GPP Accesses
The S-GW selection function allocates an S-GW that acts as a local anchor for non-3GPP access in home routed roaming case. The Serving GW selection function is located in 3GPP AAA Proxy. If an S-GW is needed for non-3GPP access in the visited network, the 3GPP AAA proxy will select an S-GW for the UE. The 3GPP AAA proxy shall send the selected S-GW address to the MAG in the non-3GPP access network in the Chained S2/S8 scenario.
When a UE access to the EPC via non-3GPP access network in S-GW Chained case, the selected S-GW should be indicated which protocol type should be used over S8 interface. This indication would help the S-GW to select the right protocol over S8 in case the S-GW selected happens to support both GTP and PMIP.
Editor's Note:
It is FFS how the 3GPP AAA Proxy knows whether to use chained S2/S8 case or not.
*************************************** Change 1 ***********************************************

*************************************** Change 2 ***********************************************

6.2
Initial Attach on S2a
6.2.1
Initial Attach Procedure with PMIPv6 on S2a Including the Chained S8b/S2a Case
PMIPv6 [8] is used to setup a PMIPv6 tunnel between the trusted non-3GPP IP access and the PDN GW. In both roaming and non-roaming cases, S2a is present. It is assumed that MAG exists in the trusted non-3GPP IP access.
In the non-roaming case (as in Figure 4.2.2-1), none of the optional entities in Figure 6.2.4-1 are involved.

The optional entities are involved in other cases.

-
In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the vPLMN and non-3GPP access.

-
Similarly, interaction between hPCRF in the HPLMN and entities in the vPLMN and non-3GPP access occurs by way of the vPCRF in the vPLMN. In both these cases, messages are relayed by the optional entities towards and from the hPLMN.
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Figure 6.2.1-1: Initial attachment with Network-based MM mechanism over S2a for roaming, LBO and non-roaming scenarios.

NOTE 1:
The procedure shown in Figure 6.2.4-1 covers the home routed case (ignore the vPCRF and AAA Proxy), the Roaming case (without local anchoring in the Serving GW in the VPLMN) and LBO.

1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are Non-3GPP access specific and are outside the scope of 3GPP;
2)
The EAP authentication procedure is initiated and performed involving the UE, Trusted Non-3GPP IP Access and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved. The PDN Gateway address is determined at this point as described in section 4.5.1. The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the MAG in the trusted non-3GPP access. This may entail an additional name resolution step, issuing a request to a DNS Server; When the 3GPP AAA Proxy decides to use chained S8 /S2 case, the 3GPP AAA proxy should send the protocol type over S8 to the MAG in the trusted non-3GPP access.
3)
After successful authentication and authorization, the L3 attach procedure is triggered;

Editor's note:
The details of this step including selection of PMIP vs. CMIP is FFS.

4) The MAG function of Trusted Non-3GPP IP Access sends a Proxy Binding Update (MN-NAI, Lifetime, APN, Additional Parameters) message to PDN GW. The MN NAI identifies the UE. The Lifetime field must be set to a nonzero value in the case of a registration and a zero value in the case of a de-registration. The Additional Parameters may include Protocol Configuration Options and other information.The figure applies to all supported scenarios:

-
In the case of non-roaming and roaming with home routed traffic anchored in the PDN GW the message is sent to the PDN GW in the HPLMN.

-
In the case of roaming with local breakout the message is sent to the PDN GW in the VPLMN.
-
In case home routed traffic anchored in the Serving GW, the entity in the trusted non-3GPP IP Access acting as a MAG sends the "Proxy Binding Update" to the Serving GW in the VPLMN, in which message the PDNGW address and the protocol type over S8 are also included, The Serving GW in the VPLMN then relays the message to the PDN GW in the HPLMN.
Editor's note:
How the Proxy Binding Update message is secured is FFS.

5)
The PDN GW sends an Indication of IP CAN Session Establishment (MN NAI, APN, IP Address(es)) message to the hPCRF. The MN NAI identifies the UE. The APN is used to distinguish the PDN, for example for a PDN GW that supports attachment to multiple PDNs. The IP Address(es) will be used by the PCRF to generate QoS policy parameters. Otherwise, information configured with the PDN GW may be used to determine policy; Note that in the case of LBO, the PDN GW in the VPLMN sends the message to the vPCRF. The vPCRF then forwards the message to the hPCRF.

6)
If the PDN GW sent a message in step 5, the hPCRF responds with an Acknowledge IP CAN Session Establishment (PCC Rules, Event Triggers) message, including the policy the PDN GW will enforce and Event Triggers to indicate the events the PDN GW will report to the PCRF. In the case of LBO, the hPCRF sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the PDN GW.

7)
The selected PDN GW informs the 3GPP AAA Server of its address. The 3GPP AAA Server then informs the HSS of the PDN GW address for the UE.

Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.
8)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates IP address for the UE. The PDN GW then sends a Proxy Binding Acknowledgement (MN NAI, Lifetime, UE Address Info, Additional Parameters) message to the MAG function in Trusted Non-3GPP IP Access, including the IP address(s) allocated for the UE. The UE Address Info includes one or more IP addresses. The Lifetime indicates the duration of the binding. The Additional Parameters may include Protocol Configuration Options and other information. The figure applies to all supported scenarios:
-
In the case of non-roaming and roaming with home routed traffic anchored in the PDN GW the message is sent by the PDN GW in the HPLMN to the MAG function in Trusted Non-3GPP IP Access. A PMIPv6 tunnel is set up between the MAG and the PDN GW (shown in Step 9).
-
In the case of roaming with local breakout the message is sent by the PDN GW in the VPLMN to the MAG function in Trusted Non-3GPP IP Access. A PMIPv6 tunnel is set up between the MAG and the PDN GW (shown in Step 9).
-
In case home routed traffic anchored in the Serving GW, the message is sent by the PDN GW in the HPLMN to the Serving GW in the VPLMN, The Serving GW in the VPLMN then relays the message to the MAG function in Trusted Non-3GPP IP Access in the VPLMN. Two PMIPv6 tunnels are set up between the MAG and the Serving GW, and between the Serving GW and the PDN GW (shown in Step 9).
NOTE 2:
If UE requests for both IPv4 and IPv6 addresses, both are allocated. If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

9)
The PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW.

10)
The Trusted non-3GPP access sends a Gateway Control Session Establishment (IP CAN Type, MN NAI, APN, IP Address(es)) message. The message indicates the IP CAN Type - that is which Trusted Non-3GPP IP Access the UE is employing; the MN NAI identifies the UE; the APN identifies the PDN to connect to; the IP Address(es) are used by the PCRF to generate QoS rules. In the non-roaming case, this message is sent directly to the hPCRF. In the Roaming or LBO case, the Trusted non-3GPP access sends the message to the vPCRF which then forwards the request to the hPCRF.

11)
If the Gateway Control Session Establishment message sent by the Trusted non-3GPP access implies any change to the policy provisioned to the PDN GW in step 6, the PCRF sends an updated policy to the PDN GW by means of a Policy and Charging Rules Provision (PCC Rules, Event Triggers) message. This message includes either PCC Rules, or Event Triggers, or both. In the LBO case, the message is sent from the hPCRF to the vPCRF and thence to the PDN GW in the VPLMN.

12)
If the PCRF provisions a policy to the PDN GW in step 11, the PDN GW responds, sending an Ack (Result) message to the PCRF. The PDN GW indicates whether the PDN GW was successful provisioning the supplied policy. In the LBO case, the message is sent from the PDN GW in the VPLMN to the vPCRF and thence to the hPCRF in the HPLMN.

13)
The hPCRF responds to the message, sending an Acknowledge Gateway Control Session Establishment (QoS Rules, Event Triggers) message. The PCRF indicates to the GW Control Function either the QoS rules to apply to user plane traffic or which Events will trigger Event Reports from the GW Control Function, or both. This message is sent directly to the Trusted Non-3GPP IP Access in the non-roaming case. In the LBO and Roaming cases, the hPCRF sends the message to the vPCRF which in turn forwards the response to the trusted non-3GPP access.
14)
L3 attach procedure is completed. IP connectivity between the UE and the PDN GW is set for uplink and downlink directions.

Editor's note:
The details of this step is FFS
6.2.2
Initial Attach Procedure with PMIPv6 on S2a and Chained S8a/S2a

This procedure applies to both PMIPv6 on S2a and to PMIPv6 on S2b.
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Figure 6.2.2-1: Default Bearer establishment for S8a – S2a/b chained scenario

1.
The initial access authentication and authorization is performed as described in steps 1-3 in clause 6.2.1 (for trusted non-3GPP access) and step 1 in clause 7.2.1 for untrusted non-3GPP access. As part of this procedure a static QoS profile for the subscriber and the protocol type over S8 may be sent to the non-3GPP access / ePDG.

2.
The Trusted Non-3GPP IP Access / ePDG sends a Proxy Binding Update message (MN_NAI, QoS Profile, PDN GW address, APN, Protocol type over S8) to the Serving GW in the vPLMN.

Editor's note:
How the Proxy Binding Update message is secured is FFS.








3.
The Serving GW sends a Create Default Bearer Request (Serving GW address for the user plane, Serving GW TEID for the user plane, Serving GW TEID of the control plane, RAT type, Default Bearer QoS, PDN Address Allocation, AMBR) to the PDN GW in case the protocol type over S8 indicates GTP in Step 2.

4.
PDN-GW may interact with the PCRF for provisioning of PCC rules.

5.
The PDN GW Sends a Create Default Bearer Response (PDN GW address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Address Information; Default Bearer QoS) to the Serving GW. This results in the establishment of a GTP-C and GTP-U tunnel between the two gateways.

Editor's Note:
Details on alternatives for IP address allocation in the chained S2a/b – S8a case is FFS.

6.
The Serving GW sends a Proxy Binding Ack message (MN_NAI, PDN Address Information) to the Trusted Non-3GPP IP Access / ePDG. A PMIPv6 tunnel is established between the Trusted Non-3GPP IP Access /ePDG and the Serving GW. To this is concatenated a GTP tunnel between the Serving GW and the PDN GW.
NOTE:
Since the the protocol type over S8 obtained in Step 2 indicates GTP, the MAG should not initiate the PCC interaction with the PCRF after Step 6.
*************************************** Change 2 ***********************************************

*************************************** Change 3 ***********************************************

7.2
Initial Attach on S2b with PMIPv6

7.2.1
Initial Attach with PMIPv6 on S2b Including the Chained S8b/S2b Case

This section is related to the case when the UE powers-on in an untrusted network via S2b interface.
In the non-roaming case, PMIPv6 [8] is used to setup a PMIPv6 tunnel between the ePDG and the PDN GW. It is assumed that MAG is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.
In the non-roaming case (as in Figure 4.2.2-1), none of the optional entities in Figure 7.2.1-1 are involved.

The optional entities are involved in other cases.

-
In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the vPLMN and non-3GPP access.

-
In the LBO case, interaction between hPCRF in the HPLMN and the PDN GW in the vPLMN and non-3GPP access occurs by way of the vPCRF in the vPLMN. In both these cases, messages are relayed by the optional entities towards and from the hPLMN.

-
In the case of home routed traffic in the roaming case with anchor in visited Serving GW, PMIPv6 [8] is also used to setup PMIPv6 tunnels between the Serving GW and the PDN GW (i.e. S8b). It is assumed that the MAG is collocated with visited Serving GW for the PMIPv6 procedure between the Serving GW and the PDN GW.
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Figure 7.2.1-1: Initial attachment when Network-based MM mechanism are used over S2b for roaming, non-roaming and LBO

NOTE:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

If dynamic policy provisioning is not deployed, the optional steps in the procedure are not applied.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 4.5.3. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in TS 33.234 [7]. The PDN GW address is determined at this point as described in section 4.5.1. The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the ePDG. This may entail an additional name resolution step, issuing a request to a DNS Server. As part of this procedure a static QoS profile for the subscriber may be sent to the non-3GPP access / ePDG. When the 3GPP AAA Proxy decides to use chained S8/S2 case, the 3GPP AAA proxy should send the protocol type over S8 to the ePDG.
2)
The ePDG sends the Proxy Binding Update message to the PDN GW. The proxy binding update message shall be secured. The figure applies to all supported scenarios:

-
In the case of non-roaming and roaming with home routed traffic anchored in the PDN GW the message is sent to the PDN GW in the HPLMN.

-
In the case of roaming with local breakout the message is sent to the PDN GW in the VPLMN.

-
In case home routed traffic anchored in the Serving GW, the ePDG acting as a MAG sends the "Proxy Binding Update" to the Serving GW in the VPLMN, The Serving GW in the VPLMN then relays the message to the PDN GW in the HPLMN, in which message the PDN GW address and the protocol type over S8 are also included, The Serving GW in the VPLMN then relays the message to the PDN GW in the HPLMN.
Editor's note:
How the Proxy Binding Update message is secured is FFS.

3)
The PDN GW sends an Indication of IP CAN Session Establishment message to the PCRF. Otherwise, the PDN GW may employ configuration information to establish policy. In the case of LBO, the PDN GW sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the hPCRF in the HPLMN.
4)
The hPCRF responds with an Acknowledge IP CAN Session Establishment message, including the policy the PDN GW will enforce. In the case of LBO, the hPCRF sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the PDN GW in the VPLMN.
5)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address. The 3GPP AAA Server then informs the HSS of the PDN GW address for the UE.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

6)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates an IP address for the UE. The PDN GW then sends a Proxy Binding Ack to the ePDG, including the IP address allocated for the UE. The figure applies to all supported scenarios:

-
In the case of non-roaming and roaming with home routed traffic anchored in the PDN GW the message is sent by the PDN GW in the HPLMN to the ePDG in the VPLMN. A PMIPv6 tunnel is set up between the ePDG and the PDN GW (shown in Step 9).

-
In the case of roaming with local breakout the message is sent by the PDN GW in the VPLMN to the ePDG in the VPLMN. A PMIPv6 tunnel is set up between the ePDG and the PDN GW (shown in Step 9)

-
In case home routed traffic anchored in the Serving GW, the message is sent by the PDN GW in the HPLMN to the Serving GW in the VPLMN, The Serving GW in the VPLMN then relays the message to the ePDG in the VPLMN. A PMIPv6 tunnel is set up between the ePDG and the Serving GW, and between the Serving GW and the PDN GW (shown in Step 9).

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated. If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

7)
After the BU is successful, the ePDG is authenticated by the UE.

8)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.

9)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP-based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.

*************************************** Change 3 ***********************************************
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