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Start of the first change
7.6.1

UE-initiated Connectivity to Additional PDN with PMIPv6 on S2b

NOTE:
The PDN GW treats each MN-ID+APN as a separate binding and may allocate a new IP address/prefix for each binding.

Editor's Note:
It is FFS if and how multiple PDN connections to one APN from a single UE is supported, i.e. whether the MN-ID + APN is sufficient to uniquely identify a PDN connection instance, or whether additional parameter(s) are needed.

7.6.1.1
General
When connecting to untrusted non-3gpp network, the UE is not capable of adding connectivity to additional PDNs as it is not possible to establish another IKE SA with the ePDG using the same IP address. Hence this section describes the cases when the UE powers-on in an untrusted non-3gpp network via S2b interface and indicates the need for obtaining connectivity with multiple PDN GWs by providing target APN along with the default APN. Thus UE is connected to multiple PDN GWs during initial attach. During handoff information about multiple PDN connectivity is retrieved by the ePDG from the profile information. That case is discussed in section X.Y.Z.

7.6.1.2 
Initial Attach procedure with Multiple PDN GWs using PMIPv6 
In the non-roaming case, PMIPv6 [8] is used to setup a PMIPv6 tunnel between the ePDG and one or more PDN GWs. It is assumed that MAG is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.
In the non-roaming case (as in Figure 4.2.2-1), none of the optional entities in Figure 7.6.1.2-1 are involved.

The optional entities are involved in other cases.

-
In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the vPLMN and non-3GPP access.

-
In the LBO case, interaction between hPCRF in the HPLMN and the PDN GW in the vPLMN and non-3GPP access occurs by way of the vPCRF in the vPLMN. In both these cases, messages are relayed by the optional entities towards and from the hPLMN.

-
In the case of home routed traffic in the roaming case with anchor in visited Serving GW, PMIPv6 [8] is also used to setup PMIPv6 tunnels between the Serving GW and one or more PDN GWs (i.e. S8b). It is assumed that the MAG is collocated with visited Serving GW for the PMIPv6 procedure between the Serving GW and the PDN GWs.


[image: image1]
Figure 7.6.1.2-1: Initial attachment when Network-based MM mechanism are used over S2b for roaming, non-roaming and LBO

NOTE:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

If dynamic policy provisioning is not deployed, the optional steps in the procedure are not applied.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 4.5.3. The UE may provide information about multiple PDN connectivity by providing multiple APNs in the request. After the UE is authenticated, UE is also authorized for access to each APN. The procedure is as described in TS 33.234 [7]. The PDN GW addresses corresponding to the APNs provided by the UE and the default APN (depending on network policies) are determined at this point as described in section 4.5.1. The PDN GWs information is returned as part of the reply from the 3GPP AAA Server to the ePDG. This may entail one or more additional name resolution step (for each APN), issuing a request to a DNS Server.

2)
The ePDG sends the Proxy Binding Update message to each PDN GW. The proxy binding update message shall be secured. The figure applies to all supported scenarios:

-
In the case of non-roaming and roaming with home routed traffic anchored in the PDN GW the message is sent to the PDN GW in the HPLMN.

-
In the case of roaming with local breakout the message is sent to the PDN GW in the VPLMN.

-
In case home routed traffic anchored in the Serving GW, the entity in the Untrusted non-3GPP IP Access acting as a MAG sends the "Proxy Binding Update" to the Serving GW in the VPLMN, The Serving GW in the VPLMN then relays the message to the PDN GWs in the HPLMN. 

Editor’s note: 
It is for FFS if multiple Proxy Binding Update messages are sent by the ePDG to the SGW and corresponding to multiple PDNs that need to be connected.

Editor's note:
How the Proxy Binding Update message is secured is FFS.

3)
Each PDN GW sends an Indication of IP CAN Session Establishment message to the PCRF. Otherwise, the PDN GWs may employ configuration information to establish policy. In the case of LBO, the PDN GW sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the hPCRF in the HPLMN.
4)
The hPCRF responds with an Acknowledge IP CAN Session Establishment message, including the policy the PDN GWs will enforce. In the case of LBO, the hPCRF sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the PDN GWs in the VPLMN.
5)
Each selected PDN GW informs the 3GPP AAA Server of the PDN GW address. The 3GPP AAA Server then informs the HSS of the PDN GW address for the UE.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

6)
Each PDN GW processes the proxy binding update and creates a binding cache entry for the UE. Each PDN GW allocates an IP address for the UE and then sends a Proxy Binding Ack to the ePDG, including the IP address allocated for the UE. The figure applies to all supported scenarios:

-
In the case of non-roaming and roaming with home routed traffic anchored in the PDN GW the message is sent by the PDN GW in the HPLMN to the ePDG in the VPLMN. A PMIPv6 tunnel is set up between the ePDG and the PDN GW (shown in Step 9).

-
In the case of roaming with local breakout the message is sent by the PDN GW in the VPLMN to the ePDG in the VPLMN. A PMIPv6 tunnel is set up between the ePDG and the PDN GW (shown in Step 9)

-
In case home routed traffic anchored in the Serving GW, the message is sent by the PDN GW in the HPLMN to the Serving GW in the VPLMN, The Serving GW in the VPLMN then relays the message to the ePDG in the VPLMN. A PMIPv6 tunnel is set up between the ePDG and the Serving GW, and between the Serving GW and each of the PDN GWs (shown in Step 9).

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated. If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

7)
After the BU is successful, the ePDG is authenticated by the UE.

8)
The ePDG sends the final IKEv2 message with the IP addresses from multiple PDN GWs in IKEv2 Configuration payloads. 

Editors note: It is for FFS how Serving GW informs ePDG of multiple IP addresses in the case of home routed traffic anchored in the Serving GW.
9)
IP connectivity from the UE to multiple PDN GWs is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the appropriate PDN GW. From the PDN GW normal IP-based routing takes place. In the downlink direction, the packet for UE (HoA assigned by PDN GW) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.
End of the first change
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