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Abstract of the contribution: We propose to remove FFS statements about securing Proxy Binding Update messages based on the conclusions of SA3.
1 Introduction

TS 23.402 currently has Editor’s Notes in several attach, detach, and handover call flows saying, “How the Proxy Binding Update message is secured is FFS.”  SA3 has addressed this open issue and the solutions are documented in TS 33.xyz and TR 33.921.  Section 9.3 of TS 33.xyz now has requirements for the trust model on the S5, S8b, S2a, and s2b interfaces when PMIPv6 is used.  In addition, the TS now has a decision that a single security association will be used between each MAG (Serving GW, ePDG, or trusted non-3GPP access) and LMA (PDN GW) for any user.  Also, the TS has a requirement stating that IPSec ESP shall be used if cryptographic protection is required.  Further issues and the next level of detail in the security architecture for PMIP will be addressed by SA3 in 33.xyz.  As a result, the FFSs on how the Proxy Binding Update message is secured can be removed from TS 23.402.   
2 Proposed Changes

Since the for securing PMIP messages on S5, S8b, S2a, and S2b interfaces has been decided by SA3, the FFS statements on how the Proxy Binding Update messages are secured can be removed from TS 23.402.  Any further elaboration of the securing of PMIP signalling will be done by SA3.  We propose to remove the FFS from the following sections in TS 23.402:

1. Section 5.2, Initial E-UTRAN Attach with PMIP-based S5 or S8b
2. Section 5.3, Detach for PMIP-based S5/S8

3. Section 6.2.1, Initial Attach Procedure with PMIPv6 on S2a and Anchoring in PDN GW

4. Section 6.2.2, Initial Attach Procedure with PMIPv6 on S2a and Chained S8a/S2a

5. Section 7.2.1, Initial Attach with PMIPv6 on S2b Including the Chained S8b/S2b Case

6. Section 8.2.1.2, Trusted or Untrusted Non-3GPP IP Access to 3GPP Access Handover with PMIPv6 on S2a/S2b Using PMIP-based S5/S8 Interface

7. Section 8.2.2, 3GPP Access to Trusted Non-3GPP IP Access Handover with PMIPv6 on S2a

8. Section 8.2.5, 3GPP Access to Trusted Non-3GPP IP Access Handover with PMIPv6 on S2a and Chained S8a/S2a

9. Section C.1.1.2, Trusted Non-3GPP IP Access to 3GPP Access Handover with PMIPv6 on S2a Using PMIP based S5/S8 Interface

Begin first change: Modify 23.402, Section 5.2
5.2
Initial E-UTRAN Attach with PMIP-based S5 or S8b
(Note:  Figures and other unchanged text in this section are not shown.  Only steps from the Proxy Binding Update to the Proxy Binding Acknowledgement are shown.) 

A.3)
The Serving GW sends a Proxy Binding Update (MN NAI, lifetime=0) message to the PDN GW. The MN NAI identifies the UE. The lifetime field indicates that the message is used to de-register the UE at the PDN-GW.


A.4)
The PDN GW deletes the IP CAN session associated with the UE and sends an Indication of IP CAN Session Termination message to the PCRF.

A.5)
The PCRF sends an Acknowledge IP CAN Session Termination message to the PDN GW indicating the removal of the IP CAN session.

A.6)
The PDN GW responds to the Serving GW with the result of the deregistration with Proxy Binding Update Acknowledgement message.

C.1)
The Serving GW sends a Proxy Binding Update (MN NAI, Lifetime, APN, Additional Parameters) to the PDN GW in order to establish the new registration. The MN NAI identifies the UE for whom the message is being sent. The Lifetime field must be set to a nonzero value in the case of a registration. The APN may be necessary to differentiate the intended PDN from the other PDNs supported by the same PDN GW. The optional Additional Parameters may contain information, for example, protocol configuration options.


Editor's Note:
It is FFS how the PDN GW determines IP CAN type when PCC is not supported.

Editor's Note:
How Static IP Address information is conveyed to the PDN GW is FFS.

C.2)
The PDN GW sends an Indication of IP CAN Session Establishment (MN-NAI, APN, IP CAN Type , IP address(es)) message to the PCRF. The MN NAI is used to identify the subscriber. The APN enables identification of the session along with the subscriber. The IP CAN Type identifies the type of access from which the IP CAN the Session is established. The IP Addresses are used to establish policy rules.

Editor's Note:
The details of this section may be more appropriately added to TS 23.203 than TS 23.402.

C.3)
The PCRF responds to the PDN GW with an Acknowledge of IP CAN Session Establishment (PCC Rules, Event Triggers) message. This message includes the Policy and Charging rules provisioned to the PDN GW initially. and triggers for events that must be reported by the PDN GW.

Editor's Note:
The details of this section may be more appropriately added to TS 23.203 than TS 23.402.

C.4)
The PDN GW responds with a PMIP Binding Acknowledgement (MN NAI, Lifetime, UE Address Info, Additional Parameters) message to the Serving GW. The MN NAI is identical to the MN NAI sent in the Proxy Binding Update. The Lifetime indicates the duration the binding will remain valid. The UE address info returns the IP Address assigned to the UE. The optional Additional Parameter information element may contain other information, including for example Protocol Configuration Options.

End first change: Modify 23.402, Section 5.2
Begin second change: Modify 23.402, Section 5.3
5.3
Detach for PMIP-based S5/S8

(Note:  Figures and other unchanged text in this section are not shown.  Only steps from the Proxy Binding Update to the Proxy Binding Acknowledgement are shown.) 

A.3)
The Serving GW sends a Proxy Binding Update to the PDN GW (lifetime=0) to de-register the UE at the PDN-GW.


A.4)
The PDN GW responds to the Serving GW with the result of the deregistration with Proxy Binding Update Acknowledgement

End second change: Modify 23.402, Section 5.3
Begin third change: Modify 23.402, Section 6.2.1
6.2.1
Initial Attach Procedure with PMIPv6 on S2a and Anchoring in PDN GW

(Note:  Figures and other unchanged text in this section are not shown.  Only steps from the Proxy Binding Update to the Proxy Binding Acknowledgement are shown.) 

4)
The MAG function of Trusted Non-3GPP IP Access sends a Proxy Binding Update (MN-NAI, Lifetime, APN, Additional Parameters) message to PDN GW. The MN NAI identifies the UE. The Lifetime field must be set to a nonzero value in the case of a registration and a zero value in the case of a de-registration. The Additional Parameters may include Protocol Configuration Options and other information.


5)
The PDN GW sends an Indication of IP CAN Session Establishment (MN NAI, APN, IP Address(es)) message to the hPCRF. The MN NAI identifies the UE. The APN is used to distinguish the PDN, for example for a PDN GW that supports attachment to multiple PDNs. The IP Address(es) will be used by the PCRF to generate QoS policy parameters. Otherwise, information configured with the PDN GW may be used to determine policy; Note that in the case of LBO, the PDN GW in the VPLMN sends the message to the vPCRF. The vPCRF then forwards the message to the hPCRF.

6)
If the PDN GW sent a message in step 5, the hPCRF responds with an Acknowledge IP CAN Session Establishment (PCC Rules, Event Triggers) message, including the policy the PDN GW will enforce and Event Triggers to indicate the events the PDN GW will report to the PCRF. In the case of LBO, the hPCRF sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the PDN GW.

7)
The selected PDN GW informs the 3GPP AAA Server of its address. The 3GPP AAA Server then informs the HSS of the PDN GW address for the UE.

Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.
8)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates IP address for the UE. The PDN GW then sends a Proxy Binding Acknowledgement (MN NAI, Lifetime, UE Address Info, Additional Parameters) message to the MAG function in Trusted Non-3GPP IP Access, including the IP address(s) allocated for the UE. The UE Address Info includes one or more IP addresses. The Lifetime indicates the duration of the binding. The Additional Parameters may include Protocol Configuration Options and other information.
End third change: Modify 23.402, Section 6.2.1
Begin fourth change: Modify 23.402, Section 6.2.2
6.2.2
Initial Attach Procedure with PMIPv6 on S2a and Chained S8a/S2a

(Note:  Figures and other unchanged text in this section are not shown.  Only steps from the Proxy Binding Update to the Proxy Binding Acknowledgement are shown.) 

2.
The Trusted Non-3GPP IP Access / ePDG sends a Proxy Binding Update message (MN_NAI) to the Serving GW in the vPLMN.


Editor's note:
Serving GW selection is FFS.

3.
The Serving GW requests the QoS profile for the subscriber/PDN pair from the AAA Proxy.

4.
The Proxy AAA request the QoS profile for the subscriber/PDN pair from the home network.

5.
The AAA proxy responses with the QoS profile for the subscriber/PDN pair to the Serving GW.

NOTE:
Steps 3-5 are not needed for retrieval of QoS information if the S-GW is configured with a static default bearer QoS.

Editor's Note:
How the S-GW receives the PDN-GW address is FFS. Alignment of steps 3-5 with the method to deliver PDN GW address to the S-GW is FFS.

Editor's Note:
It is FFS how S8 protocol choice is provided to the Serving GW.

6.
The Serving GW sends a Create Default Bearer Request (Serving GW address for the user plane, Serving GW TEID for the user plane, Serving GW TEID of the control plane, RAT type, Default Bearer QoS, PDN Address Allocation, AMBR) to the PDN GW.

7.
PDN-GW may interact with the PCRF for provisioning of PCC rules.

8.
The PDN GW Sends a Create Default Bearer Response (PDN GW address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Address Information; Default Bearer QoS) to the Serving GW. This results in the establishment of a GTP-C and GTP-U tunnel between the two gateways.

Editor's Note:
Details on alternatives for IP address allocation in the chained S2a/b – S8a case is FFS.

9.
The Serving GW sends a Proxy Binding Ack message (MN_NAI, PDN Address Information) to the Trusted Non-3GPP IP Access / ePDG. A PMIPv6 tunnel is established between the Trusted Non-3GPP IP Access /ePDG and the Serving GW. To this is concatenated a GTP tunnel between the Serving GW and the PDN GW.

End fourth change: Modify 23.402, Section 6.2.2
Begin fifth change: Modify 23.402, Section 7.2.1
7.2.1
Initial Attach with PMIPv6 on S2b Including the Chained S8b/S2b Case

(Note:  Figures and other unchanged text in this section are not shown.  Only steps from the Proxy Binding Update to the Proxy Binding Acknowledgement are shown.) 

2)
The ePDG sends the Proxy Binding Update message to the PDN GW. The proxy binding update message shall be secured. The figure applies to all supported scenarios:

-
In the case of non-roaming and roaming with home routed traffic anchored in the PDN GW the message is sent to the PDN GW in the HPLMN.

-
In the case of roaming with local breakout the message is sent to the PDN GW in the VPLMN.

-
In case home routed traffic anchored in the Serving GW, the entity in the Trusted non-3GPP IP Access acting as a MAG sends the "Proxy Binding Update" to the Serving GW in the VPLMN, The Serving GW in the VPLMN then relays the message to the PDN GW in the HPLMN.


3)
The PDN GW sends an Indication of IP CAN Session Establishment message to the PCRF. Otherwise, the PDN GW may employ configuration information to establish policy. In the case of LBO, the PDN GW sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the hPCRF in the HPLMN.

4)
The hPCRF responds with an Acknowledge IP CAN Session Establishment message, including the policy the PDN GW will enforce. In the case of LBO, the hPCRF sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the PDN GW in the VPLMN.

5)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address. The 3GPP AAA Server then informs the HSS of the PDN GW address for the UE.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

6)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates an IP address for the UE. The PDN GW then sends a Proxy Binding Ack to the ePDG, including the IP address allocated for the UE. The figure applies to all supported scenarios:

-
In the case of non-roaming and roaming with home routed traffic anchored in the PDN GW the message is sent by the PDN GW in the HPLMN to the ePDG in the VPLMN. A PMIPv6 tunnel is set up between the ePDG and the PDN GW (shown in Step 9).

-
In the case of roaming with local breakout the message is sent by the PDN GW in the VPLMN to the ePDG in the VPLMN. A PMIPv6 tunnel is set up between the ePDG and the PDN GW (shown in Step 9)

-
In case home routed traffic anchored in the Serving GW, the message is sent by the PDN GW in the HPLMN to the Serving GW in the VPLMN, The Serving GW in the VPLMN then relays the message to the ePDG in the VPLMN. A PMIPv6 tunnel is set up between the ePDG and the Serving GW, and between the Serving GW and the PDN GW (shown in Step 9).

End fifth change: Modify 23.402, Section 7.2.1
Begin sixth change: Modify 23.402, Section 8.2.1.2
8.2.1.2
Using PMIP-based S5/S8 Interface

(Note:  Figures and other unchanged text in this section are not shown.  Only steps from the Proxy Binding Update to the Proxy Binding Acknowledgement are shown.) 

B.1)
The Serving GW sends a PMIPv6 Proxy Binding Update (MN NAI, Lifetime, IP Address Requested, APN, Additional Parameters) message to the PDN GW. The MN NAI identifies the UE. The Lifetime field must be set to a nonzero value in the case of a registration. The APN may be necessary to differentiate the intended PDN from the other PDNs supported by the same PDN GW. The optional Additional Parameters may contain information, for example, protocol configuration options.


B.2)
The PDN GW sends a Request Policy and Charging Rules message to the PCRF to obtain the rules required for the PDN GW to function as the PCEF for all the active IP sessions the UE has established with new IP-CAN type.

B.3)
The PCRF sends to the PDN GW a Policy and Charging Rules Provision (PCC Rules, Event Trigger, Event Report) message optionally including PCC rules for the new IP-CAN type as well as triggers to indicate the Events that the PCEF must report to the PCRF. The Event Report indicates the change of RAT Type.

B.4)
The PDN GW responds with a PMIPv6 Binding Ack (MN NAI, Lifetime, UE Address Info, Additional Parameters) message to the Serving GW. The MN NAI is identical to the MN NAI sent in the Proxy Binding Update. The Lifetime indicates the duration the binding will remain valid. The UE address info returns the IP Address assigned to the UE. The optional Additional Parameter information element may contain other information, including for example Protocol Configuration Options. The Serving GW acts as the MAG (in terms of PMIPv6).

End sixth change: Modify 23.402, Section 8.2.1.2
Begin seventh change: Modify 23.402, Section 8.2.2
2.1.1 8.2.2
3GPP Access to Trusted Non-3GPP IP Access Handover with PMIPv6 on S2a

(Note:  Figures and other unchanged text in this section are not shown.  Only steps from the Proxy Binding Update to the Proxy Binding Acknowledgement are shown.) 

7)
The entity in the Trusted non-3GPP IP Access acting as a MAG sends a PMIPv6 Proxy Binding Update message.


8)
The PDN GW requires configuration for enforcing policy, the PDN GW sends an "Modification of IP-CAN session " message to the PCRF.

9)
The PDN GW has requested an IP CAN session, the PCRF responds to the PDN GW with an "Acknowledge IP-CAN session Modification" message. This message includes the Policy and Charging rules provisioned to the PDN GW.

10)
The PDN-GW may interact with the 3GPP AAA server to perform authorization function, e.g. authorization of the new MAG.

11)
The PDN GW processes the proxy binding update and updates the binding cache entry for the UE. It confirms the IP address(es) for the UE sending a "Proxy Binding Acknowledgement (PBA)" to the MAG function in Trusted Non-3GPP IP Access, including the IP address(es) allocated for the UE.

End seventh change: Modify 23.402, Section 8.2.2
Begin eighth change: Modify 23.402, Section 8.2.5
8.2.5
3GPP Access to Trusted Non-3GPP IP Access Handover with PMIPv6 on S2a and Chained S8a/S2a

(Note:  Figures and other unchanged text in this section are not shown.  Only steps from the Proxy Binding Update to the Proxy Binding Acknowledgement are shown.) 

5.
The entity in the Trusted non-3GPP IP Access acting as a MAG sends a PMIPv6 Proxy Binding Update message (MN_NAI). As the traffic is anchored in the Serving GW, the entity in the Trusted non-3GPP IP access acting as a MAG sends the "Proxy Binding Update" to the Serving GW in the VPLMN.

Editor's Note:
Whether additional functionalities are required in the Serving GW for binding the PMIP tunnel to the GTP tunnel is FFS

6.
The Serving GW requests the QoS profile for the subscriber/PDN pair from the AAA Proxy.

NOTE:
Alternatively the Serving GW may be configured with a static default bearer QoS.

7.
The Proxy AAA request the QoS profile for the subscriber/PDN pair from the home network.

8.
The AAA proxy responses with the QoS profile for the subscriber/PDN pair to the Serving GW.

Editor's Note:
How the Serving GW receives the PDN GW address is FFS. Alignment of steps 6-8 with the method to deliver PDN GW address to the Serving GW is FFS.


9.
The Serving GW sends a Create Bearer Request message to the PDN GW in the HPLMN as described in TS 23.401. The PDN GW should not switch the tunnel from non-3GPP IP access to 3GPP access system at this point.

10.
PDN GW may interact with the PCRF for provisioning of PCC rules.

11.
The PDN GW responds with a Create Bearer Response message to the Serving GW as described in TS 23.401.The Create Bearer Response contains the IP address or the prefix that was assigned to the UE while it was connected to the non-3GPP IP access.

12.
The Serving GW processes the proxy binding update and updates the binding cache entry for the UE. It confirms the IP address (es) for the UE sending a "Proxy Binding Acknowledgement (PBA)" to the MAG function in Trusted non-3GPP IP Access, including the IP address (es) allocated for the UE.

End eighth change: Modify 23.402, Section 8.2.5
Begin ninth change: Modify 23.402, Section C.1.1.2
C.1.1.2
Using PMIP based S5/S8 Interface

(Note:  Figures and other unchanged text in this section are not shown.  Only steps from the Proxy Binding Update to the Proxy Binding Acknowledgement are shown.) 

B.1)
The Serving GW sends a PMIPv6 Proxy Binding Update to the PDN GW.


B.2)
The PDN GW sends an "Modification of IP-CAN session" message to the PCRF (Information contained is FFS) to obtain the rules required for the PDN GW to function as the PCEF for all the active IP sessions the UE has established with new IP-CAN type.

B.3)
The PCRF sends to the PDN GW an "Acknowledge IP-CAN Session Modification" message including QoS policy and charging rules for the new IP-CAN type.

B.4)
The PDN GW responds with a PMIPv6 Binding Ack to the Serving GW. The Serving GW acts as the MAG (in terms of PMIPv6).

End ninth change: Modify 23.402, Section C.1.1.2
3GPP

SA WG2 TD


