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1. Overall Description:

SA3 has analysed the security of the S6a reference point. The subscription and authentication data transferred over S6a is valuable for the operator, and the operator needs be able to trust the data. The data is also valuable from subscriber point of view, e.g. for privacy reasons. To adequately protect the data transferred over S6a, the following security requirements have been agreed at the SA3 #49 meeting:

1. The confidentiality of the S6a messages shall be ensured

2. The integrity and replay protection of the S6a messages shall be ensured

3. Mutual authentication of the communicating entities shall be ensured

4. If proxies are used on S6a, then the requirements 1-3 shall apply on each hop.

The communicating entities (MME and HSS or pre-rel8 HLR/HSS) could reside in the same security domain or in different security domains. If they reside within the same security domain, it is the responsibility of the security domain operator to enforce a security policy that will ensure the security requirements above are met. This could be achieved by suitable physical means or by applying a suitable security protocol. If the communicating entities reside in different security domains, explicit protection mechanisms need to be put in place to protect the traffic and meet the security requirements above.

In case of Diameter, TLS or IPsec could be used. Draft-ietf-dime-rfc3588bis-07.txt recommends the use of TLS over IPsec, since IPsec is transparent to the Diameter node and the Diameter protocol. Within 3GPP Rel-7 specification (cfr. TS 33.210 and TS 33.310) IPsec is used in most cases. 

In case of MAP over SS7, TCAPsec GWs could be used. In case of MAP over SIGTRAN, IPsec, TLS or TCAPsec could be used.

From the information above, it can be concluded that there are suitable security mechanisms already available in 3GPP Rel-7 specifications for meeting security requirements 1-4 above, regardless of which protocol is chosen for S6a. 

2. Actions:

To CT4 group.

ACTION: 
SA3 kindly asks CT4 to take the above information into account when progressing work on the S6a reference point.

3. Date of Next TSG-SA WG3 Meetings:

Adhoc on IMS and SAE/LTE
11 -13 Dec 2007 
Sophia Antipolis, France

TSG-SA WG3 Meeting #50
25 - 29 Feb 2008  
Asia

TSG-SA WG3 Meeting #51
14 - 18 Apr 2008   
TBD

