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Abstract of the contribution: This contribution cleans-up S2c flows assuming IKEv2/IPSEC is adopted for securing DSMIPv6.
1. Discussion

Assuming IKEv2/IPSEC is adopted for security S2c/DSMIPv6 in TS23.402, the present paper proposes the appropriate changes to update the various S2c flows. These changes include:
· Section 5.4.3.4.1 clean-up: Various FFSs are removed and text clarified with respect to use of IKEv2

· Section 5.11.4.1 clean-up: An FFS statement is removed 

2. Proposal
It is proposed to implement the changes outlined in the discussion section of this paper.

*** Start of 1st change ***

5.4.3.4
Initial Attach on S2c

5.4.3.4.1
Initial Attach Procedure in Trusted Non-3GPP IP Access with DSMIPv6

This section is related to the case when the UE attaches to a Trusted Non-3GPP Access network and host based mobility management mechanisms are used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.

The S2c attach can be seen to consist of several modules:

A.
The UE sets up local IP connectivity in a Trusted Non-3GPP Access

B.
The UE discovers the HA, and establishes a security association.

C.
The UE performs a Binding Update with the PDNGW


In the non-roaming case, none of the optional entities in Figure 5.4.3.4.1-1 are involved.  

The optional entities are involved in other cases.  

-
In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the vPLMN and non-3GPP access. 

-
Similarly, interaction between hPCRF in the HPLMN and entities in the vPLMN and non-3GPP access occurs by way of the vPCRF in the vPLMN.  In both these cases, messages are relayed by the optional entities towards and from the hPLMN.  
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4. Authentication and Authorization


Figure 5.4.3.4.1-1: Initial attachment from Trusted Non-3GPP IP Access with DSMIPv6 

A)
Setup of Local IP connectivity

1)
The initial access specific L2 and authentication procedures are performed. As indicated above, in the roaming case signalling may be routed via a 3GPP AAA Proxy in the vPLMN, as specified in TS 23.234 [5].
2)
After successful authentication the L3 connection is established between the UE and the Trusted Non-3GPP Access system. As a result of this procedure, an IP address or an IPv6 prefix is also assigned to the UE by the access system (i.e. a Local IP address that will be used as a Care-of Address for DSMIPv6 over the S2c reference point).

NOTE: 
It is assumed that the access system is aware that network-based mobility procedures do not need to be initiated.
NOTE:
The access system may complete the step 2 after step 3b.

3)
If the access system supports PCC-based policy control, the access gateway sends a Gateway Control Session Establishment message to the PCRF (3a). The message includes at least the UE IP address or IPv6 prefix allocated by the access system. The message includes also the IP-CAN type.

Editor's Note: It is FFS how the hPCRF is discovered.

Based e.g. on the UE identity and user profile, operator's policies and the IP-CAN type, the PCRF decides on the QoS policy rules and completes the session establishment towards the access gateway (3b). The rules provided in this step are referred to the address assigned by the trusted non-3GPP access.


In the roaming case, PCC signalling is sent via a vPCRF in the vPLMN


If PCC is not supported, these rules are provisioned to the Access System using configuration independent of this procedure

NOTE:
The UE identity information to be used by the access system to establish the session with the PCRF may be piggybacked by the AAA/HSS in step 1.
B)
PDNGW/HA Discovery and HoA Configuration

4)
The UE discovers the PDN GW (Home Agent) as specified in section 5.4.2.1 of TS 23.402. A security association is established between UE and PDN GW to secure the DS-MIPv6 messages between UE and PDN GW. The UE initiates the establishment of the security association using IKEv2 [9]; EAP [11] is used over IKEv2 for authentication purposes. The PDN GW communicates with the AAA infrastructure in order to complete the EAP authentication. 

During this step an IPv6 home address/prefix and optionally and IPv4 home address is assigned by the PDNGW to the UE as defined in [22]. During this step the UE may include the APN of the PDN it wants to access and it can also request the IPv6 home address as defined in [22] in order to influence the IP address/prefix assignment procedure.

During this step, the PDN GW also informs the 3GPP AAA Server of the address of the selected PDN GW.

In this step, the PDNGW may be either in the hPLMN or in the vPLMN. When the PDNGW is in the vPLMN, the interaction between the PDNGW in the vPLMN with the AAA/HSS in the hPLMN may involve a 3GPP AAA Proxy in the vPLMN as specified in TS 23.234


C)
Binding Update

5)
The UE sends the DSMIPv6 Binding Update message to the PDN GW as specified in [10].


The PDN GW processes the binding update. During the processing the PDN GW performs authentication and authorization of the message using the IPsec security association established in step 4. During this step the UE can request an IPv4 home address to the PDNGW as defined in [10].  
Editor's Note:
It is FFS which entity stores the allocated PDN GW IP Address.






6)
If PCC is supported, the PDNGW requests a new PCC session towards the PCRF (6a). The message includes at least the HoA and the CoA. The message may also include a permanent UE identity.

Editor's Note: It is FFS if one or two PCC sessions are needed when both an IPv6 and an IPv4 HoA are assigned to the UE.

The PCRF decides on the PCC rules and completes the PCC session establishment towards the PDNGW (6b). The PDNGW installs the received PCC rules.


In this step, the PDNGW may be either in the hPLMN or in the vPLMN. When the PDNGW is in the vPLMN, the interaction between the PDNGW in the vPLMN with the PCRF in the hPLMN involves a visited PCRF.


If PCC is not supported, policy rules may be provisioned independent of this procedure.

NOTE:
The permanent UE identity to be used by the PDN GW to establish the session with the PCRF may be piggybacked by the AAA/HSS in step 4
7)
The PDN GW sends the DS-MIPv6 Binding Ack to the UE. In this step the PDN GW may include an IPv4 home address as specified in [10] if previously requested by the UE.

NOTE: 
Rules related to the HoA can be sent to the Trusted Non-3GPP Access based on the procedure in Section 5.5.4.
*** End of 1st change ***

*** Start of 2nd change ***


5.11.4.1 Access with DSMIPv6 for non-roaming case
….unmodified text not shown…
1) The UE selects a PDN GW that can provide connectivity to the additional PDN. 

Editor’s note: The details for the PDN GW selection procedure are FFS.



Once a PDN GW is selected, the UE performs steps 1 to 4 as mentioned in section 5.4.2.5.1 for this selected PDN GW. As a result of these steps the IP connectivity is established with an additional PDN GW and the UE can start using its home address assigned by this new PDN GW at the application level.

Editor’s Note: it is FFS how to handle the scenario where the UE discovers a different PDN GW for the additional PDN connectivity, when the current PDN GW could provide access to the additional PDN

***End of 2nd change ***
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