SA WG2 Temporary Document

Page 1
-


3GPP TSG SA WG2 Meeting #60b - SAE drafting ad-hoc
TD S2-075454
Warsaw, Poland,
rev of S2-075361
7 - 9 November 2007

Source:
Vodafone
Title:
IMEI checking in SAE
Document for:
Approval
Agenda Item:
8.2.9
Work Item / Release:
SAES/REL-8
1
Introduction
The concept and need for Equipment Identity checking was agreed some time ago.

However no details have been added to 23.401 (or 23.402). Already CT groups are working, and, they need more details in order to progress their work.

This document does not propose detailed signalling flows, instead it describes some higher level concepts that need to be agreed in order that CT groups do not have their time wasted.

2
Discussion

2.1
Home or visited network checking of IMEI?

Historically, the VPLMN has been responsible for checking the IMEI. This has some logic, because the equipment is not strictly linked to the subscription.

Hence it is suggested that the specifications support the VPLMN to check the IMEISV .

However, future network sharing arrangements and/or increase in MVNOs indicate that the “Home network” might increasingly become responsible for protecting their customers from the consequences of handset theft. There are multiple manifestations of MVNOs/network sharing arrangements and the standards should avoid restricting operator options in this area.


Hence it is suggested that BOTH the HSS and the PDN-GW are informed of the IMEISV.

2.2
Masses of devices, and, support for non-3GPP interoperation

SAE should be capable of supporting masses of devices, e.g. a radio module embedded in every piece of electronic equipment.
Given the existing utilisation mechanisms of the IMEI code space, the current IMEI code space might not be sufficient for this task.

In addition, multi mode (e.g. 3GPP-3GPP2) devices may have conflicting legacy requirements on encoding of the equipment identity space.

Hence it is suggested that the SAE signalling for “equipment identity” has significant flexibility built into it, while, (for legacy interworking) permitting the use of ‘unmodified’ IMEISVs.

2.3
Speed of ME equipment ID retrieval
To avoid adding additional signalling loops between the MME and UE, it is suggested that the GSM phase 2/GPRS mechanisms that causes the mobile to send its (encrypted) IMEISV in the “start ciphering acknowledgement” message are reused.
Standalone (and unencrypted) retrieval of the IMEISV should also be supported.

3
Proposal
It is proposed that the following updates are made to 23.401.

************************ start of main (second) change *********************
5.3.6
ME identity check procedure


Editor’s note: The term Mobile Equipment Identity is used in this text so as to indicate that the EPC should support multiple equipment identity formats (e.g. those from 3GPP2, WiMAX, etc) as well as the IMEISV.





The Mobile Equipment Identity Check Procedure permits the operator(s) of the MME and/or the HSS and/or the PDN-GW to check the Mobile Equipment’s identity (e.g. to check that has not been stolen, or, to verify that it does not have faults).
For roaming situations, in order to permit the HPLMN operator to check the ME Identity, the VPLMN shall obtain the ME identity at [power on (FFS)] Initial Attach, and, at Tracking Area Update from UTRAN/GERAN if the old SGSN [is pre-Release 8 (FFS) and] does not provide the ME Identity. In order to minimise signalling delays during these procedures, the MME should obtain the ME Identity during the EPC Authentication and Ciphering procedure. (FFS) 
At Initial Attach, if the IMSI was not previously registered in the MME, the MME includes the ME Identity in the Update Location message to the HSS. If the IMSI was already registered, the MME compares the ME Identity retrieved from the UE with the previous ME Identity stored in the MME MM context and sends the ME Identity in the Update Location to the HSS if they are different
The ME Identity can be checked by the MME passing it to an Equipment Identity Register (EIR) and then the MME analysing the response from the EIR in order to determine its subsequent actions (e.g. sending an Attach Reject if the EIR indicates that the Mobile Equipment is stolen). 
Note: 
It is FFS whether the mechanisms by which the HSS and/or PDN-GW check the ME Identity are to be standardised in this release of the 3GPP specifications.
********************** first change to 23.401 **************************

5.3.2
Attach procedure

5.3.2.1
E-UTRAN Initial Attach

A UE/user needs to register with the network to receive services that require registration. This registration is described as Network Attachment. The always-on IP connectivity for UE/users of the EPS is enabled by establishing a default EPS bearer during Network Attachment. The PCC rules applied to the default EPS bearer may be predefined in the PDN GW and activated in the attachment by the PDN GW itself. The Attach procedure may trigger one or multiple Dedicated Bearer Establishment procedures to establish dedicated EPS bearer(s) for that UE. During the attach procedure, the UE may request for an IP address allocation. Terminals utilising only IETF based mechanisms for IP address allocation are also supported.
During the [Power on (FFS)] Initial Attach procedure the Mobile Equipment Identity is obtained from the UE. The MME operator may check the ME Identity with an EIR. At least in roaming situations, the MME should pass the ME Identity to the HSS, and, in the case of a PDN-GW outside of the VPLMN, should pass the ME Identity to the  PDN-GW.
Editor's note:
The specific triggers for the Dedicated Bearer Activation procedure(s), i.e. the initial step(s) of the procedure, are FFS in this case.

Editor's note: The procedure needs to cover also the case if the old node is an SGSN.
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Figure 5.3.2.1-1: Attach Procedure
NOTE:
For a PMIP-based S5/S8, procedure steps (A), (B), and (C) are defined in 3GPP TS 23.402 [2]. Steps 6, 9, 13, 14 and 15 concern GTP based S5/S8
1.
The UE initiates the Attach procedure by the transmission of an Attach Request (IMSI or S TMSI and old TAI, UE Network Capability, PDN Address Allocation) message together with an indication of the Selected Network to the eNodeB. IMSI shall be included if the UE does not have a valid S TMSI available. If the UE has a valid S-TMSI, S-TMSI and the old TAI associated with S-TMSI shall be included. Selected Network indicates the PLMN that is selected for network sharing purposes. UE Network Capability is described in clause "UE capabilities". If a NAS security association between the UE and the MME already exists, the Attach Request message shall be integrity protected in order to allow validation of the UE by the MME. It is FFS if the Attach Request message, or any individual information elements included in it, may also be encrypted to ensure its confidentiality. The PDN Address Allocation indicates whether the UE wants to perform the IP address allocation during the attach procedure and, when known, it indicates the UE IP version capability (IPv4, IPv4/IPv6, IPv6), which is the capability of the IP stack associated with the UE..

Editor's note: The eNodeB may need to read S-TMSI/IMSI or other information elements from NAS message (e.g. to derive MME routeing), therefore it is assumed that at least these parts of that message are not encrypted.

Editor's note: It’s assumed that all the radio capabilities of the UE that the eNodeB has to know in order to handle radio resources for this UE are send to eNodeB upon RRC connection establishment.

Editor's note: It's FFS whether the other values of the PDN Address Allocation and related use should be considered.

2.
The eNodeB derives the MME from the S-TMSI and from the indicated Selected Network. If no MME can be derived the eNodeB selects an MME as described in clause 4.3.7.3 on "MME selection function". The eNodeB forwards the Attach Request message to the new MME contained in a S1-MME control message (Initial UE message) together with the Selected Network and an indication of the E-UTRAN Area identity, a globally unique E-UTRAN ID of the cell from where it received the message to the new MME.

3.
If the UE identifies itself with S-TMSI and the MME has changed since detach, the new MME sends an Identification Request (S-TMSI, old TAI) to the old MME to request the IMSI. The old MME responds with Identification Response (IMSI, Authentication Quintets). If the UE is not known in the old MME, the old MME responds with an appropriate error cause. 

4.
If the UE is unknown in both the old and new MME, the new MME sends an Identity Request to the UE to request the IMSI. The UE responds with Identity Response (IMSI).

5a.
If no UE context for the UE exists anywhere in the network, authentication is mandatory. Otherwise authentication is optional. However, at least integrity checking shall be started and the ME Identity shall be retrieved from the UE. The authentication functions are defined in clause "Security Function". If performed, this step involves AKA authentication and establishment of a NAS level security association with the UE in order to protect further NAS protocol messages. 
5b.
The MME may send the ME Identity Check Request (ME Identity, IMSI) to the EIR. The EIR shall respond with ME Identity Check Ack (Result). Dependent upon the Result, the MME decides whether to continue with this Attach procedure or to reject the UE.

6.
If there are active bearer contexts in the new MME for this particular UE (i.e. the UE re-attaches to the same MME without having properly detached before), the new MME deletes these bearer contexts by sending Delete Bearer Request (TEIDs) messages to the GWs involved. The GWs acknowledge with Delete Bearer Response (TEIDs) message.

Editor's note:
The concept of bearer context needs to be defined.

7.
If the MME has changed since the last detach, or if it is the very first attach, or if the ME Identity has changed, the MME sends an Update Location (MME Identity, IMSI, ME Identity) to the HSS.

8.
The HSS sends Cancel Location (IMSI, Cancellation Type) to the old MME with Cancellation Type set to Update Procedure. The old MME acknowledges with Cancel Location Ack (IMSI) and removes the MM and bearer contexts.

9.
If there are active bearer contexts in the old MME for this particular UE, the old MME deletes these bearer contexts by sending Delete Bearer Request (TEIDs) messages to the GWs involved. The GWs return Delete Bearer Response (TEIDs) message to the new MME.

10.
The HSS sends Insert Subscriber Data (IMSI, Subscription Data) message to the new MME. The Subscription Data contains the Default APN and the list of AMBRs for all the PDNs that the UE can access. The new MME validates the UE's presence in the (new) TA. If due to regional subscription restrictions or access restrictions the UE is not allowed to attach in the TA, the new MME rejects the Attach Request with an appropriate cause, and may return an Insert Subscriber Data Ack message to the HSS. If subscription checking fails for other reasons, the new MME rejects the Attach Request with an appropriate cause and returns an Insert Subscriber Data Ack message to the HSS including an error cause. If all checks are successful then the new MME constructs a context for the UE and returns an Insert Subscriber Data Ack message to the HSS.

11.
The HSS acknowledges the Update Location message by sending an Update Location Ack to the new MME. If the Update Location is rejected by the HSS, the new MME rejects the Attach Request from the UE with an appropriate cause.

Editor's note:
Further considerations on subscription data handling needed, e.g. if transferred between MMEs, if insertion by separated procedure from HSS necessary or if Steps 10 and 11 can be combined as one message.

12.
The new MME selects a Serving GW as described in clause 4.3.7.2 on Serving GW selection function and allocates an EPS Bearer Identity for the Default Bearer associated with the UE. Then it sends a Create Default Bearer Request (IMSI, MME Context ID, RAT type, Default Bearer QoS, PDN Address Allocation, AMBR, EPS Bearer Identity, ME Identity) message to the selected Serving GW. The RAT type is provided in this message for the later PCC decision. The AMBR applied to the relevant PDN access is also provided in this message.

Editor's note: it is FFS how static IP address allocation is managed.

13.
The Serving GW creates a new entry in its EPS Bearer table and sends a Create Default Bearer Request (Serving GW Address for the user plane, Serving GW TEID of the user plane, Serving GW TEID of the control plane, RAT type, Default Bearer QoS, PDN Address Allocation, AMBR, EPS Bearer Identity, ME Identity) message to the PDN GW. After this step, the Serving GW buffers any downlink packets it may receive from the PDN GW until receives the message in step 21 below.

Editor’s Note:
It's FFS which entity will select the PDN GW. 

14.
If dynamic PCC is deployed, the PDN GW interacts with the PCRF to get the default PCC rules for the UE. This may lead to the establishment of a number of dedicated bearers following the procedures defined in clause 5.4.1 in association with the establishment of the default bearer. It is FFS how the establishment of the default and dedicated bearers is synchronized.
The RAT type is provided to the PCRF by the PDN GW if received by the previous message. 
NOTE:
While the PDN GW/PCEF may be configured to activate predefined PCC rules for the default bearer, the interaction with the PCRF is still required to provide e.g. the UE IP address information to the PCRF.
If dynamic PCC is not deployed, the PDN GW may apply local QoS policy.

Editor's note:
It is FFS which kind of information will be provided by the PCRF. 

15.
The PDN GW returns a Create Default Bearer Response (PDN GW Address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Address Information, EPS Bearer Identity) message to the Serving GW. PDN Address Information is included if the PDN GW allocated a PDN address Based on PDN Address Allocation received in the Create Default Bearer Request. PDN Address Information contains an IPv4 address for IPv4 and/or an IPv6 prefix and an Interface Identifier for IPv6. The PDN GW takes into account the UE IP version capability indicated in the PDN Address Allocation and the policies of operator when the PDN GW allocates the PDN Address Information.

16.
The Serving GW returns a Create Default Bearer Response (PDN Address Information, Serving GW address for User Plane, Serving GW TEID for User Plane, Serving GW Context ID, EPS Bearer Identity) message to the new MME. PDN Address Information is included if it was provided by the PDN GW.

17.
The new MME sends an Attach Accept (S-TMSI, PDN Address Information, TA List, EPS Bearer Identity, Session Management Configuration IE) message to the eNodeB. S-TMSI is included if the new MME allocates a new S-TMSI. This message is contained in an S1_MME control message Initial Context Setup Request. This S1 control message also includes the security context for the UE, Handover Restriction List, the bearer level QoS parameters, EPS Bearer Identity and the AMBR associated with the PDN Address Information, and QoS information needed to set up the radio bearer, as well as the TEID at the Serving GW used for user plane and the address of the Serving GW for user plane. The PDN address information, if assigned by the PDN GW, is included in this message. If the UE has UTRAN or GERAN capabilities, the MME uses the EPS bearer QoS information to derive the corresponding PDP context parameters QoS Negotiated (R99 QoS profile), Radio Priority and Packet Flow Id and includes them in the Session Management Configuration. If the UE indicated in the UE Network Capability it does not support BSS packet flow procedures, then the MME shall not include the Packet Flow Id. Handover Restriction List contains roaming and area restrictions; its usage is described in clause "Roaming and Area Restrictions".
18.
The eNodeB sends Radio Bearer Establishment Request including the EPS Radio Bearer Identity to the UE and the Attach Accept Message (S-TMSI, PDN address, TA List, PDN Address Information, EPS Bearer Identity, Session Management Configuration IE)) will be sent along to the UE. The UE shall store the QoS Negotiated, Radio Priority, Packet Flow Id, which it received in the Session Management Configuration, for use when accessing via GERAN or UTRAN. The UE shall ignore the IPv6 prefix information in PDN Address Information.

NOTE:
The IP address allocation details are described in the clause 5.3.1 "IP Address Allocation".
19.
The UE sends the Radio Bearer Establishment Response (FFS) to the eNodeB. In this message, the Attach Complete Message (EPS Bearer Identity) will be included.

20.
The eNodeB forwards the Attach Complete (EPS Bearer Identity) message to the new MME. On the S1_MME reference point, this message is contained in an S1_MME control message Initial Context Setup Complete. This S1 control message also includes the TEID of the eNodeB and the address of the eNodeB used for downlink traffic on the S1_U reference point. 

After the Attach Accept message and once the UE has obtained a PDN Address Information, the UE can then send uplink packets towards the eNodeB which will then be tunnelled to the Serving GW and PDN GW.

21.
The new MME sends an Update Bearer Request (eNodeB address, eNodeB TEID) message to the Serving GW. 

22.
The Serving GW acknowledges by sending Update Bearer Response (EPS Bearer Identity) message to the new MME. The Serving GW can then send its buffered downlink packets.

23.
After the MME receives Update Bearer Response (EPS Bearer Identity) message, if an EPS bearer was established, the MME may send an Update Location Request including the PDN GW address to the HSS for mobility with non-3GPP accesses.

24.
The HSS stores the PDN GW address and sends an Update Location Response to the MME.

Editor’s Note: The exact message name which is used to transfer the PDN GW address to the HSS is FFS.
5.3.2.2
UTRAN/GERAN Initial Attach

When an E-UTRAN capable UE attaches to UTRAN/GERAN, an IP address shall be allocated to the UE. The E-UTRAN capable UE executes the normal attach procedure and the UE initiates PDP context activation procedure right after the attach procedure.

NOTE:
An E-UTRAN capable UE may not be able to get the IP address, e.g. error in the PDP context activation procedure. It is FFS how the UE gets the IP address in this case. The inter-RAT HO procedure impact is FFS.
********************** end of first change *****************************************
*****************start of 3rd change ******************************************

C.3.2
Tracking Area Update between Pre-Rel 8 UTRAN and E-UTRAN
C.3.2.1
Pre-Rel 8 UTRAN Iu mode to E-UTRAN Tracking Area Update

The Pre-Rel-8 UTRAN to E-UTRAN Tracking Area Update procedure takes place when a UE that is registered with a Pre-Rel-8 3G-SGSN selects an E-UTRAN cell. In this case, the UE changes to a Tracking Area that the UE has not yet registered with the network. This procedure is initiated by an idle state UE. This TA update case is illustrated in Figure C.3.2.1-1.
Any steps descriptions that are from 3GPP TS 23.060 [7] are shown as blue text and remain unmodified. In those step descriptions an MS stands for UE, new SGSN for new MME, old SGSN for old Pre-Rel-8 3G-SGSN, GGSN for P-GW, and HLR for HSS.

[image: image3] 

Figure C.3.2.1-1: Tracking Area Update Pre-Rel-8 UTRAN to E-UTRAN

NOTE:
For a PMIP-based S5/S8, procedure steps (A) are defined in 3GPP TS 23.402 [2]. Steps 8 and 9 concern GTP based S5/S8
1.
The UE selects an E-UTRAN cell of a Tracking Area which is not in the UE’s TA list of TA’s that the UE registered with the network.

2.
Tracking Area Update Request

a.
The UE initiates a TAU procedure by sending a Tracking Area Update Request (old TAI, old S-TMSI, UE Network Capability, Selected Network, active flag) message to the eNodeB. Selected Network indicates the network that is selected. Active flag is a request by UE to activate the radio and S1 bearers for all the active EPS Bearers by the TAU procedure. In the information element old TAI the UE indicates the RAI that the UE registered with the network. In the information element old S-TMSI, the UE indicates the P-TMSI that is allocated to the UE.

b.
The eNodeB shall add the E-UTRAN Area Identity before forwarding the message to the MME. This E-UTRAN Area identity globally unique E-UTRAN ID for the eNodeB the UE is connected to the eNodeB derives the MME from the P-TMSI and the indicated Selected Network. If no MME can be derived the eNodeB selects the MME as described in clause 4.3.7.3 on "MME Selection Function". The eNodeB forwards the TAU Request message together with an indication of the Cell Global Identity of the cell from where it received the message and with the Selected Network to the MME.

3.
If the RA update is an Inter-SGSN Routeing area update and if the MS was in PMM IDLE state, the new SGSN sends an SGSN Context Request message (old P TMSI, old RAI, old P TMSI Signature) to the old SGSN to get the MM and PDP contexts for the MS. If the new SGSN provides functionality for Intra Domain Connection of RAN Nodes to Multiple CN Nodes, the new SGSN may derive the old SGSN from the old RAI and the old P-TMSI and send the SGSN Context Request message to this old SGSN. Otherwise, the new SGSN derives the old SGSN from the old RAI. In any case the new SGSN will derive an SGSN that it believes is the old SGSN. This derived SGSN is itself the old SGSN, or it is associated with the same pool area as the actual old SGSN and it will determine the correct old SGSN from the P-TMSI and relay the message to that actual old SGSN. The old SGSN validates the old P TMSI Signature and responds with an appropriate error cause if it does not match the value stored in the old SGSN. This should initiate the security functions in the new SGSN. If the security functions authenticate the MS correctly, the new SGSN shall send an SGSN Context Request (IMSI, old RAI, MS Validated) message to the old SGSN. MS Validated indicates that the new SGSN has authenticated the MS. If the old P TMSI Signature was valid or if the new SGSN indicates that it has authenticated the MS, the old SGSN starts a timer. If the MS is not known in the old SGSN, the old SGSN responds with an appropriate error cause.

NOTE:
For the old SGSN, this step is unmodified compared to pre-Rel-8. The MME (called new SGSN in above description) must provide SGSN functionality.
Editor's note: it is FFS how the old SGSN validates the TAU Request.

4.
The old 3G SGSN responds with an SGSN Context Response (MM Context, PDP Contexts) message. For each PDP context the old 3G SGSN shall include the GTP sequence number for the next uplink GTP PDU to be tunnelled to the GGSN and the next downlink GTP sequence number for the next PDU to be sent to the MS. Each PDP Context also includes the PDCP sequence numbers if PDCP sequence numbers are received from the old SRNS. The new 3G-SGSN shall ignore the MS Network Capability contained in MM Context of SGSN Context Response only when it has previously received an MS Network Capability in the Routeing Area Request. The GTP sequence numbers received from the old 3G-SGSN are only relevant if delivery order is required for the PDP context (QoS profile).

NOTE:
For the old SGSN, this step is unmodified compared to pre-Rel-8. The MME (called new SGSN in above description) must provide SGSN functionality which includes mapping PDP contexts to EPS bearer information which is FFS.
5.
Security functions may be executed. These procedures are defined in clause "Security Function" of 3GPP TS 23.401. If the SGSN Context Response message did not include IMEISV, the MME shall retrieve the ME Identity (the IMEISV) from the MS. If the security functions do not authenticate the MS correctly, the routeing area update shall be rejected, and the new SGSN shall send a reject indication to the old SGSN. The old SGSN shall continue as if the SGSN Context Request was never received.

The MME can check the ME Identity with the EIR. Dependent upon the Result received from the EIR, the MME decides whether to continue with this TAU procedure or to reject the UE. 

6.
If the RA update is an Inter-SGSN Routeing area update, the new SGSN sends an SGSN Context Acknowledge message to the old SGSN. The old SGSN marks in its context that the MSC/VLR association and the information in the GGSNs and the HLR are invalid. This triggers the MSC/VLR, the GGSNs, and the HLR to be updated if the MS initiates a routeing area update procedure back to the old SGSN before completing the ongoing routeing area update procedure.

NOTE:
For the old SGSN, this step is unmodified compared to pre-Rel-8. Handling within the MME (called new SGSN in above description) may need further alignment with the Rel-8 inter RAT RAU.
7.
The MME sends an Update Bearer Request (new MME address and TEID, QoS Negotiated, Serving network identity, ME Identity) message to the selected new Serving GW. The PDN GW address is indicated in the bearer contexts.

Editor's note: it is FFS how to handle the case when the UE has no PDP contexts. 

8.
The Serving GW informs the PDN GW(s) the change of for example the RAT type that e.g. can be used for charging, by sending the message Update Bearer Request (Serving GW Address and TEID, RAT type, ME Identity, etc.) to the PDN GW(s) concerned. 

9.
The PDN GW updates its context field to allow DL PDUs to be routed to the correct Serving GW. PDN GW returns an Update Bearer Response (PDN GW address and TEID, etc.) to the Serving GW.

10.
The Serving GW updates its bearer context. This allows the Serving GW to route Bearer PDUs to the PDN GW when received from eNodeB. 

The Serving GW returns an Update Bearer Response (Serving GW address and TEID, PDN GW Address and TEID) message to the new MME.

11.
The new MME informs the HSS of the change of SGSN to MME by sending an Update Location (MME Id, IMSI, ME Identity) message to the HSS. The ME Identity is included if, in step 5, the SGSN Context Response did not contain the IMEISV.
12.
If the RA update is an Inter-SGSN RA Update, the HLR sends Cancel Location (IMSI, Cancellation Type) to the old SGSN with Cancellation Type set to Update Procedure. If the timer described in step 3 is not running, the old SGSN removes the MM context. Otherwise, the contexts are removed only when the timer expires. It also ensures that the MM context is kept in the old SGSN in case the MS initiates another inter SGSN routeing area update before completing the ongoing routeing area update to the new SGSN. The old SGSN acknowledges with Cancel Location Ack (IMSI).
NOTE:
This step is unmodified compared to pre-Rel-8.
13.
On receipt of Cancel Location, if the MS is PMM CONNECTED in the old 3G SGSN, the old 3G SGSN sends an Iu Release Command message to the old SRNC. When the data-forwarding timer has expired, the SRNS responds with an Iu Release Complete message.
NOTE:
This step is unmodified compared to pre-Rel-8.
14.
The HSS acknowledges the Update Location by returning an Update Location Ack (IMSI) message to the new MME after the cancelling of the old SGSN context is finished. If the Update Location is rejected by the HSS, the MME rejects the TAU Request from the UE with an appropriate cause sent in the TAU Reject message to the UE.

The HSS includes Subscription Data in the Update Location Ack message to the new MME.

Editor's note: It is FFS if subscriber data is included in this step, or it is sent in an Insert Subscriber Data message.

15.
The new MME acknowledges the received subscription data with an Update Location Complete message to the HSS.

Editor's note: It is FFS if this step is needed.

16.
The MME validates the UE's presence in the new TA, after it has received valid and updated subscription data. If due to regional subscription restrictions or access restrictions the UE is not allowed to attach in the TA, the MME rejects the Attach Request with an appropriate cause sent in the TAU Reject message to the UE.

If validation is successful the MME responds to the UE with a Tracking Area Update Accept (S TMSI, TA-list) message. Restriction list shall be sent to eNodeB as eNodeB handles the roaming restrictions and access restrictions in the Intra E-UTRAN case. If the "active flag" is set in the TAU Request message the user plane setup procedure can be activated in conjunction with the TAU Accept message. The procedure is described in detail in 3GPP TS 36.300 [5]. The message sequence should be the same as for the UE triggered Service Request procedure specified in clause 5.3.4.1 from the step when MME establish the bearers(s). 

17.
If the S-TMSI was changed the UE acknowledges the new S TMSI by returning a Tracking Area Update Complete message to the MME. 

************************end of 3rd change ****************************
SIMILAR CHANGES to those for C.3.2.1 are needed for C3.4 (3G SGSN to MME SRNS relocation) and C.3.6 (pre rel 8 2G to SAE TAU).
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