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Abstract of the contribution: We propose to remove FFS statements about securing Proxy Binding Update messages based on the conclusions of SA3.
1 Introduction

TS 23.402 currently has Editor’s Notes in the attach and handover call flows saying, “How the Proxy Binding Update message is secured is FFS.”  This question was addressed at the SA3 #49 meeting in October.  At that meeting, contribution S3-070756, “PMIP security analysis,” by Nokia and Nokia Siemens Networks was discussed and the analysis was agreed for inclusion in TR 33.922.  The conclusion was that the security association will be on a per-node, rather than per-mobile basis, and that the approach of NDS/IP (TS 33.210) will be used.  This decision will then be carried over to the specification currently known as 33.abc, “3GPP System Architecture Evolution: Security Architecture”.
2 Proposed Changes

Since the approach of using NDS/IP has been decided by SA3 for securing PMIP messages on S5, S2a, and S2b interfaces, the FFS statements on how the Proxy Binding Update messages are secured can be removed.  Any further elaboration of the securing of PMIP signalling will be done by SA3.  The following changes to TS 23.402 are proposed:
· Section 5.4.3.2.3, S2a Initial Attach procedure with PMIPv6 

· Section  5.4.3.3.2, S2b Initial Attach procedure with PMIPv6 
· Section 5.4.3.3.3, S2b Initial Attach procedure with PMIPv6 for roaming case with home routed traffic anchored by visited Serving GW
· Section 5.4.3.5, Initial E-UTRAN Attach with PMIP based S5 or S8b
· Section 5.4.4.5, Detach for PMIP S5/S8

· Section 5.6.1.2.1.2, Non-Optimised handover between trusted non-3GPP access and 3GPP access using PMIP based S5/S8 Interface

· Section 5.6.1.2.2, Handover from 3GPP Access to Trusted Non-3GPP IP Access Handover with PMIPv6 on S2a 
· Section C.2.1.2, Handover from untrusted non-3GPP access to 3GPP access Using PMIP based S5 Interface

Begin first change: Modify 23.402, Section 5.4.3.2.3
4)
The MAG function of Trusted Non-3GPP IP Access sends a Proxy Binding Update message to PDN GW;


5)
The PDN GW sends an Indication of IP CAN Session Establishment message to the hPCRF.  Otherwise, information configured with the PDN GW may be used to determine policy; Note that in the case of LBO, the PDN GW in the VPLMN sends the message to the vPCRF.  The vPCRF then forwards the message to the hPCRF.

End of first change
Begin second change: Modify 23.402, Section 5.4.3.3.2
2)
The ePDG sends the Proxy Binding Update message to the PDN GW. The proxy binding update message shall be secured.


3)
The PDN GW sends an Indication of IP CAN Session Establishment message to the PCRF.  Otherwise, the PDN GW may employ configuration information to establish policy. In the case of LBO, the PDN GW sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the hPCRF in the HPLMN.

End of second change
Begin third change: Modify 23.402, Section 5.4.3.3.3
2)
The ePDG sends the Proxy Binding Update message to the Serving GW. The proxy binding update message shall be secured.

Editor's note:
How to select a visited Serving GW is FFS. If APN should be included in this step is FFS.


3)
The visited Serving GW processes the proxy binding update and creates a binding cache entry for the UE. Then the visited Serving GW sends the Proxy Binding Update message to the PDN GW using its own address as the MAG address. The proxy binding update message shall be secured. Note that the binding cache entry on the Serving GW does not yet have the UE's IP address information. This information will be added to the binding cache entry after step 4.


Editor's note:
Whether the visited Serving GW should inform the visited 3GPP AAA server that it is serving the UE is FFS. It is FFS which entity stores the allocated Serving GW IP Address.
4)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address.
End of third change
Begin fourth change: Modify 23.402, Section 5.4.3.5
A.3) 
The Serving GW sends a Proxy Binding Update to the PDN GW (lifetime=0) to de-register the UE at the PDN-GW.


A.4)
The PDN GW deletes the IP CAN session associated with the UE and sends an Indication of IP CAN Session Termination message to the PCRF.

A.5)
The PCRF sends an Acknowledge IP CAN Session Termination message to the PDN GW indicating the result of the removal of the IP CAN session.

A.6)
The PDN GW responds to the Serving GW with the result of the deregistration with Proxy Binding Update Acknowledgement message

Steps between A.3 and B.1 are described in TS 23.401, Section 5.4.2.

Steps B.1 through B.6 are the same as Steps A.1 through A.6.

C.1)
The Serving GW sends a Proxy Binding Update to the PDN GW in order to establish the new registration.


C.2)
The PDN GW sends an Indication of IP CAN Session Establishment (MN-NAI, UE’s IP address) message to the PCRF.

End of fourth change
Begin fifth change: Modify 23.402, Section 5.4.3.5
A.3) 
The Serving GW sends a Proxy Binding Update to the PDN GW (lifetime=0) to de-register the UE at the PDN-GW.


A.4)
The PDN GW responds to the Serving GW with the result of the deregistration with Proxy Binding Update Acknowledgement

End of fifth change
Begin sixth change: Modify 23.402, Section 5.6.1.2.1
B.1)The Serving GW sends a PMIPv6 Proxy Binding Update to the PDN GW.


B.2)The PDN GW sends an “Modification of IP-CAN session” message to the PCRF (Information contained is FFS) to obtain the rules required for the PDN GW to function as the PCEF for all the active IP sessions the UE has established with new IP-CAN type. The figure applies to all supported scenarios:

-
In case of non-roaming this message is sent to the PCRF in the HPLMN. 

-
In case of roaming this message is relayed through the vPCRF in the VPLMN to the hPCRF in the HPLMN.

End of sixth change
Begin seventh change: Modify 23.402, Section 5.6.1.2.2
7)
The entity in the Trusted non-3GPP IP Access acting as a MAG sends a  PMIPv6 Proxy Binding Update message. The figure applies to all supported scenarios:

-
In the case of non-roaming and roaming with home routed traffic the message is sent to the PDN GW in the HPLMN. 

-
In the case of roaming with local breakout the message is sent to the PDN GW in the VPLMN. 

-
In case home routed traffic anchored in the Serving GW, the entity in the Trusted non-3GPP IP Access acting as a MAG sends the “Proxy Binding Update” to the Serving GW in the VPLMN, The Serving GW in the VPLMN then relays the message to the PDN GW in the HPLMN


8)
The PDN GW requires configuration for enforcing policy, the PDN GW sends an "Modification of IP-CAN session " message to the PCRF. The figure applies to all supported scenarios: 

-
In case of non-roaming or roaming with home routed traffic the PDN GW sends the message to the hPCRF in the HPLMN. 

-
In case of roaming with local breakout traffic the PDN GW in the VPLMN sends the “Modification of IP-CAN session” message to the vPCRF in the VPMN first, Then the vPCRF in the VPLMN relays the message to the hPCRF in the HPLMN.

End of seventh change
Begin eighth change: Modify 23.402, Section C.2.1.2
B.1)
The Serving GW sends a Proxy Binding Update to the PDN GW.


B.2)
If PCC is supported, the PDN GW sends an "Modification of IP CAN Session" message to the PCRF to obtain any changes to QoS policy or the PCC rules related to the IP-CAN session.

End of eighth change
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