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Abstract of the contribution: This contribution discusses the importance of local breakout and analyzes its impact on location privacy support. High-level principles are derived from the analysis.

1. Introduction

Section 9.3 of TS22.278 lists the privacy requirements for the evolved 3GPP system architecture. One of the requirements says that “It shall be possible to provide no disclosure, at any level of granularity, of location, location-related information, e.g. geographic and routing information, or information from which a user’s location can be determined, to unauthorised parties, including another party on a communication”.

This contribution discusses the importance of local breakout for delay-sensitive services and its impact on the location privacy requirement. It is concluded that local breakout as per the current EPS specification cannot fulfil the location privacy requirement and that the EPS shall be extended to support simultaneous location privacy and local breakout for media sessions within the EPS (e.g., between two UEs).

2. Discussion

Figure 1 depicts two scenarios for home routed traffic, where two UEs are communicating and at least one of them is roaming in a VPLMN. Without local breakout, the media session is bound to the PDN addresses anchored at the HPLMNs and hence the traffic is routed over both HPLMNs. 
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Figure 1: Home routed case if a) one of the users is roaming or b) both users are roaming

Consider a case where the topological distance between HPLMN and VPLMN is large, e.g., if the VPLMNs are in the US while at least one HPLMN is in Europe. In such scenario, all packets have to be routed from the US to Europe and back to the US. This results in unnecessarily high packet delay and bad or even unacceptable user experience if the session is a delay sensitive service such as VoIP.

Figure 2 shows the route with local breakout for the scenarios described above. The media session is now bound to PDN addresses anchored at the VPLMNs for roaming users and the traffic is routed directly between VPLMNs if both users are roaming or between VPLMN and HPLMN if only one user is roaming. Local breakout can reduce the packet delay significantly in the above mentioned scenario, since packets are now solely routed between networks that are located within the US and there is no detour over Europe anymore. 
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Figure 2: Local breakout case if a) one of the users is roaming or b) both users are roaming

Section 9.3 of TS22.278 lists the privacy requirements for the evolved 3GPP system architecture. One of the requirements says that “It shall be possible to provide no disclosure, at any level of granularity, of location, location-related information, e.g. geographic and routing information, or information from which a user’s location can be determined, to unauthorised parties, including another party on a communication”. 

An IP address contains topological location information for IP routing purposes and can be translated to the geographic location of the corresponding IP node to some extent. Hence, a requirement to ensure location privacy in the given scenario in the context of IP is to hide from unauthorised parties the relation between an UE IP address that is related to the UE’s location (e.g., an address topologically belonging to the current access network or VPLMN) and any information that identifies the corresponding user. Since eavesdropping of user plane data is typically not possible in 3GPP networks due to secure access links or secure tunnelling to an ePDG, the most important potentially unauthorised party is the communication partner. The identity of the user can in many cases easily be obtained by the communication partner, e.g., from the SIP URI during the call setup or from the conversation or answering machine during a voice call or from the image during a video call. Hence, it is important to hide an UE IP address topologically belonging to the UE’s current access network or VPLMN from an unauthorised communication partner.

In the home routed case, no such IP address is revealed to the communication partner, which means that the location privacy requirement is fulfilled. However, in local breakout the UE’s PDN address anchored at the VPLMN is used for the media session and hence disclosed to the communication partner. Since this address is related to the UE’s current location, local breakout as per the current EPS specification cannot fulfil the location privacy requirement. 

However, both local breakout and location privacy are very important features and one should not be forced to choose one at the cost of loosing the other, i.e., the system should be able to provide both features simultaneously, preferably for IMS sessions and non-IMS sessions within the EPS. Hence, we propose to work towards a solution that enables simultaneous local breakout and location privacy. Possible solution approaches are discussed in the companion contribution S2-075209.

3. Proposal

We propose to include the following high-level principles into section 4.1 of TS 23.401:

· If a UE requires location privacy, an UE IP address that is related to the UE’s current location such as the UE’s PDN address anchored at the current VPLMN must not be disclosed to unauthorised communication partners.

· The EPS shall support simultaneous location privacy and local breakout for both IMS and non-IMS sessions within the EPS (e.g., between two UEs)

--- Start of change ---

4.1
General Concepts

<This section explains high-level architecture of EPC/E-UTRAN. E.g. it would indicate that the architecture supports S1 flex. >

Local breakout of IP traffic via the visited PLMN is supported, when network policies and user subscription allow it. Local breakout may be combined with support for multiple simultaneous PDN connections, described in clause 5.10.

If a UE requires location privacy, an UE IP address that is related to the UE’s current location such as the UE’s PDN address anchored at the current VPLMN must not be disclosed to unauthorised communication partners.

The EPS shall support simultaneous location privacy and local breakout for both IMS and non-IMS sessions within the EPS (e.g., between two UEs)
--- End of change ---
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