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Abstract of the contribution:

It is proposed that there is an UDP between the IPv4 and IPv6 layer in the Control Plane stack of the DSMIPv6 and PMIPV6 in the S2 and S5/S8b interface.
1. Discussion

The PMIPv6 and DSMIPv6 protocol are agreed to be used in the EPS system and the PMIPv6 and DSMIPv6 protocol can be used on the IPv4 transport network, if the PMIPv6 and DSMIPv6 message are encapsulated over IPv6 over IPv4 packet.

Because of lack of IPv4 addresses, privacy and security, the IPv4 transport network of the EPS system usually use private IPv4 addresses, for example, 192.168.0.0/16, defined in RFC 1918(Address Allocation for Private Internets). In the non-roaming case, there is no NAT between the Nodes in the EPS system. However in the roaming case, if the two PLMN EPS network both use private IPv4 addresses, to connect the Non-3GPP network in the vPLMN and PDN GW in the hPLMN, NAT is needed to be used.
If the NAT is used, the PMIPv6 and DSMIPv6 over IPv6 packet can not be directly encapsulated over IPv4, the IPv6 packet should be first encapsulated over UDP then over IPv4.

The following sentences are excerpted from the reference 10 (IETF Internet-Draft, draft-ietf-mip6-nemo-v4traversal-03.txt, "Mobile IPv6 support for dual stack Hosts and Routers (DSMIPv6)" work in progress) in the TS23.402:

***************************************start of excerpt *****************************************************
A mobile node MUST always tunnel binding updates in UDP when located in an IPv4-only network. Essentially, this process allows for perpetual NAT detection. Similarly, the home agent MUST encapsulate binding acknowledgements in a UDP header whenever the binding update is encapsulated in UDP.

In conclusion, the packet formats for the binding update and acknowledgement messages are shown below:

   A. Binding update received by the home agent:

              IPv4 header (src=V4ADDR, dst=HA_V4ADDR)

                 UDP header

                   IPv6 header (src=V6HOA, dst=HAADDR)

                      ESP-header

                      Mobility header

                          BU [IPv4 HAO]

                            IPv4 CoA option

Where V4ADDR is either the IPv4 care-of address or the address provided by the NAT device. V6HOA is the IPv6 home address of the mobile node. The binding update MAY also contain the IPv4 home address option IPv4 HAO.

   B. Binding acknowledgement sent by the home agent:

              IPv4 header (src= HA_V4ADDR, dst=V4ADDR)

                  UDP header

                   IPv6 header (src=HAADDR, dst=V6HOA)

                      Route HDR Type 2

                          V6HOA (IPv6 home address)

                      Mobility header

                          BA ([IPv4 ACK], NAT DET)
***************************************end of excerpt *****************************************************
Also, the following sentences are excerpted from the reference 17 (IETF Internet-Draft, draft-ietf-netlmm-pmip6-ipv4-support-00.txt, "IPv4 Support for Proxy Mobile IPv6" work in progress) in the TS23.402:
***************************************start of excerpt *****************************************************
When the transport network between the local mobility anchor and the mobile access gateway is an IPv4 network, the mobile access gateway must send Proxy Binding Update message encapsulated in an IPv4-UDP packet.  On receiving this Proxy Binding Update packet encapsulated in an IPv4-UDP packet, the local mobility anchor if it detects a NAT on the path, will send the Proxy Binding Acknowledgment message with the NAT Detection Option.  The presence of this option in the Proxy Binding Acknowledgment is an indication to the mobile access gateway about the presence of NAT in the path.  On detecting the NAT in the path, both the local mobility anchor and the mobile access gateway will set the encapsulation mode of the tunnel to IPv4-UDP.  The specific details around the NAT detection and the related logic is described in in Dual Stack for Mobile IPv6 specification [ID-DSMIP6].
***************************************end of excerpt *****************************************************

In TR23.981, it is stated that NAT can break the end-to-end model of IP. Because there is a tunnel over IPv4, the NAT just breaks the end-to-end model of outer IP of the tunnel and the IP of application is not affected.
2. Conclusion

A UDP layer should be existed between the IPv4 and IPv6 layer in the control plane of the PMIPv6 and DSMIPv6.
3. Proposal

Based on the discussion above, it is proposed the following changes to be included in the TS23.402
**** Start of 1st set of changes ****
5.1
Control and User Plane Protocol Stacks

<This section specifies the protocol stacks on the control and user planes for each of the interfaces required for non-3GPP access support.>
5.1.1
S2 reference points

The S2 reference points are terminated at the core network side in the PDN GW. In the roaming case, S2 can be terminated also in the Serving GW. The protocol stacks shown in the following subclauses are applicable independently of where S2 terminates.
5.1.1.1
Protocol options for S2a

The following protocols shall be supported on S2a:

-
PMIPv6

-
MIPv4 FA mode

The figures below illustrate the control planes for Mobility Management (MM) and the user planes for each protocol option.


[image: image1]
Figure 5.1.1.1-1: Protocols for MM control and user planes of S2a for the PMIPv6 option

Legend:

-
According to terms defined in PMIPv6 [8], the functional entities terminating both the control and user planes are denoted MAG in the non-3GPP IP access and LMA in the Gateway. LMA includes also the function of a Home Agent.

-
The MM control plane stack is PMIPv6 [8] over IPv6 [RFC2460]. IPv6 packets may be encapsulated over UDP over IPv4 when an IPv4 transport network is employed.

-
The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network.

-
The tunnelling layer implements IPv4/v6 encapsulation applicable for PMIPv6 [8]. The tunnelling mechanisms supported are defined in MIPv6 RFC3775 [14]. In some cases the tunnelling layer may be transparent.
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Figure 5.1.1.1-2: Protocols for MM control and user planes of S2a for the MIPv4 FA mode option

Legend:

-
According to terms defined in MIPv4 RFC3344 [12], the functional entities terminating both the control and user planes are denoted MN (Mobile Node) in the UE, FA (Foreign Agent) in the non-3GPP IP access, and HA (Home Agent) in the Gateway.

-
The MM control plane stack is MIPv4 RFC3344 [12] over UDP over IPv4.

-
The user plane carries remote IPv4 packets over an IPv4 transport network.

-
The tunnelling layer implements IP encapsulation applicable for MIPv4 as defined in RFC3344 [12]. In some cases the tunnelling layer may be transparent.

5.1.1.2
Protocol options for S2b

The following protocol shall be supported on S2b:

-
PMIPv6

The figure below illustrates the control plane for Mobility Management (MM) and the user plane.


[image: image4]
Figure 5.1.1.2-1: Protocols for MM control and user planes of S2b for the PMIPv6 option

Legend:

-
According to terms defined in PMIPv6 [8], the functional entities terminating both the control and user planes are denoted MAG in the non-3GPP IP access and LMA in the Gateway. LMA includes also the function of a Home Agent.

-
The MM control plane stack is PMIPv6 [8] over IPv6. IPv6 packets may be encapsulated over UDP over IPv4 when an IPv4 transport network is employed.

-
The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network.

-
The tunnelling layer implements IPv4/v6 encapsulation applicable for PMIPv6 [8]. The tunnelling mechanisms supported are defined in MIPv6 RFC3775 [14]. In some cases the tunnelling layer may be transparent.

5.1.1.3
Protocol options for S2c

The following protocol shall be supported on S2c:

-
DSMIPv6

Editor's note:
Support for MIPv4 CCoA mode is considered for further study.

The figure below illustrates the control plane for Mobility Management (MM) and the user plane.



[image: image7]
Figure 5.1.1.3-1: Protocols for MM control and user planes of S2c for the DSMIPv6 option

Legend:

-
According to terms defined in MIPv6 RFC3775 [14], the functional entities terminating both the control and user planes are denoted MN (Mobile Node) in the UE, and HA (Home Agent) in the Gateway.

-
The MM control plane stack is MIPv6 RFC3775 [14] with Dual Stack Extensions [10] over IPv6. IPv6 packets may be encapsulated over UDP over IPv4 when an IPv4 transport network is employed.

-
The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network.

-
The tunnelling layer implements IP encapsulation applicable for MIPv6 as defined in RFC3775 [14]. In some cases the tunnelling layer may be transparent.
5.1.2
PMIP based S5/S8 Reference Point

TS 23.401[4] defines the protocol stack for both the control plane and user plane for 3GPP accesses using  GTP based S5/S8. This section defines the protocol stacks for 3GPP accesses using the PMIP based S5/S8.

Editor’s note: Protocol stacks between Serving Gateway and UE are the same as described in TS 23.401 [4]

Editor’s note: According to terms defined in PMIPv6 [8], the functional entities terminating both the control and user planes are denoted MAG (Mobile Access Gateway) in the Serving Gateway and LMA (Local Mobility Anchor) in the PDN Gateway. LMA includes also the function of a Home Agent. 

5.1.2.1
Control Plane

5.1.2.1.1
Serving GW - PDN GW


[image: image9]
Figure 5.1.2.1.1-1: Control Plane for S5 and S8b Interfaces 

Legend:

-
The control part of PMIPv6 [8] protocol is used for signalling messages between Serving GW and PDN GW (S5 or S8b).
-
PMIPv6 [8] is over IPv6. IPv6 packets may be encapsulated in over UDP over IPv4 when an IPv4 transport network is employed.
**** End of 1st set of changes ****
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