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Abstract of the contribution: This document describes the procedure for bootstrapping of S2c for handoff between 3gpp and non-3gpp accesses. 

1. Discussion

The current content of 23.402 describes the handover message flows in various cases, including the case of handoff from 3GPP access to untrusted non-3GPP access using with DSMIPv6/S2c in the non-roaming scenario (C.3.2) and the case of handoff from 3GPP access to trusted Non-3GPP IP access with DSMIPv6 over S2c handover in non-roaming scenario (C.3.6). 

Currently, in TS 23.402 the assumption is that for scenarios where handoff between accesses is performed using S2c, but the connectivity in the source access was not established using S2c, the UE would setup the connectivity with S2c once the handoff is decided. Sections C.3.2 and C.3.6 represent this. In particular, in these procedures the UE establishes the IPSec SA with the PDN GW only after it decides to perform handoff. 

According to the current text in the PDN GW selection section (Section 4.3.7.1 in 23.401 and Section 5.4.2.1 in 23.402) the UE may receive the address of the PDN GW to be used as address of the home agent during the initial attachment on 3GPP access (and similarly upon UE-requested PDN connectivity setup). Alternatively, the UE may discover the address of the PDN GW using e.g. DNA. We therefore argue that a UE that supports multiple access interfaces, and knows it may perform handoff to other access networks, may establish the IPSec SA to be used for S2c before handoff, in order to reduce the time involved in establishing the connectivity with the target access at handoff. Establishing the IPSec SA and maintaining it requires minimal signalling and a negligible usage of the resources over eUTRAN, while allowing for a faster handoff. 

This approach may also help in mobility management protocol selection if the UE is not capable of not indicating any specific mobility management capability. Upon handover, based on the knowledge about already established IPSec SA with the PDN GW, the network may still be able to allocate a local IP address to the UE for use with CMIP, even if the UE does not indicate any specific protocol.
This paper proposes an optimization to the attach procedures in order to optimize the handover procedures from eUTRAN to trusted/untrusted non-3gpp access when S2c is used. 

Note: it is not the intention of this contribution to add any new conclusions regarding to the mechanism used to secure S2c. The contribution builds on the current content of 23.402.

2. Proposal

It is proposed to approve the following modifications to TS 23.402. 

**** Start of first change ****

5.4.3.6
Bootstrapping of S2c after Initial E-UTRAN Attach
This section is related to the case where the UE powers-on in the LTE network and bootstraps S2c for the use of S2c in case of a future handoff to a non-3GPP access. 
Note: bootstrapping S2c may include discovering the IP address of the PDN GW, in case it was not discovered during the attach procedure as described in section 5.4.2.1 or in section 4.3.7.1 of TS 23.401 [4]. 

Note: bootstrapping of S2c may take place at any time after the Initial E-UTRAN Attach. Triggering of the bootstrapping is FFS. It is FFS if triggering details should be specified.

Editor’s note: the use of IKEv2/IPsec for securing S2c is FFS.

[image: image1]
Figure 5.4.3.6-1: Initial E-UTRAN Attach with IPSec SA establishment for S2c
Editor's Note: The setup of bearers on S5 interface and interactions with the PCC architecture are FFS.
1)
The UE gains connectivity over eUTRAN either as described in section 5.3.2 in TS 23.401 or as described in section 5.4.2.6 in this TS (Initial E-UTRAN Attach via IETF based S5 or S8b). The UE receives the PDN GW address for use with host based mobility, as defined in section 4.3.7.1 in TS 23.401 and in section 5.4.2.1 in this TS.
2)
The UE performs IKEv2 and IPsec SA establishment with the PDN GW. The IKEv2 transaction is authenticated and authorized by the 3GPP AAA server. This is an optional step needed only when RFC 4877 based SA will be used between UE and PDN GW when the UE moves trusted/untrusted non-3GPP network. The AAA/HSS may store information about the UE having established the SA with the PDN GW for use with S2c.
Editor’s note: whether the establishment is performed upon initial attach or only under specific conditions, e.g. triggered from presence of non-3GPP coverage, is FFS. The conditions for triggering the establishment could e.g. be defined based on policies defined by the operator. It is FFS whether NWDS plays a role in the triggering conditions, e.g. when the UE discovers the presence of other networks that will support handoff using DSMIPv6. 

**** End of first change ****
**** Start of second change ****

C.3.7
3GPP Access to Untrusted Non-3GPP IP Access with DSMIPv6 over S2c Handover in the Non-Roaming Scenario with pre-established IPSec SA
In this scenario, the session starts in 3GPP access (e.g. E-UTRAN). When the UE is connected in the 3GPP (E-UTRAN) access system, either GTP or PMIPv6 is used over S5, or no S5 is used (co-located Serving GW and PDN GW). The session hands over to an untrusted non-3GPP access system. In this scenario DSMIPv6 is used for mobility management, so the UE will receive a different prefix from the ePDG than the one it was using in 3GPP access system The UE subsequently initiates DSMIPv6 with the its PDN GW to maintain the IP session, re-using the IPsec SA established in section 5.4.3.6 when gaining initial connectivity over eUTRAN.


[image: image2]
Figure C.3.7-1: 3GPP Access to Untrusted Non-3GPP IP Access with S2c (DSMIPv6) Handover with pre-established IPSec SA
1)
The UE uses a 3GPP access system. It has an IP address that is supported over S5 interface.

2)
At this point the UE decides to initiate non-3GPP access procedure. The decision is based on any number of reasons e.g. local policies of the UE.
Editor's note: The criteria / policy used in determining when handover to 3GPP access should be invoked are FFS.

3)
The UE performs access authentication and authorization in the non-3GPP access system. The 3GPP AAA server/HSS authenticates and authorizes the UE for access in the untrusted non-3GPP system.

4)
The UE may discover ePDG address if it does not know that already.
5)
The UE performs IKEv2 and IPsec SA establishment with the ePDG that was discovered at step 4. The UE gets an IP address from the ePDG and then initiates DSMIPv6 procedures to maintain its IP sessions.

6)
The UE sends a DSMIPv6 BU message to the PDN GW to register its CoA. The UE re-uses the IPSec SA created with the PDN GW when it initially attaches to eUTRAN (if such IPsec SA was established) since the UE still connects to the same PDN GW. The PDN GW authenticates and authorizes the UE and it sends back a BA.
7)       The UE continues with IP service using the same IP address.
Editor's Note: The bearer and session teardown in the previous access system is FFS.
**** End of second change ****

**** Start of third change ****

C.3.8
3GPP Access to Trusted Non-3GPP IP Access with DSMIPv6 over S2c Handover in Non-Roaming Scenario with pre-established IPSec SA
In this scenario, the session starts in 3GPP access (e.g. E-UTRAN) using PMIPv6 or GTP over S5 or no S5 is used (co-located Serving GW and PDN GW). The session hands over to the trusted non-3GPP access system that does not use PMIPv6 where the UE will receive a different prefix than the one it was using in 3GPP access system. The UE subsequently initiates DSMIPv6 with the same PDN GW to maintain the IP session, re-using the IPsec SA established in section 5.4.2.7 when gaining initial connectivity over eUTRAN.
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Figure C.3.8-1: 3GPP S5 to Trusted Non-3GPP S2c (DSMIPv6) Handover with pre-established IPSec SA

1)
The UE uses a 3GPP access system. It has an IP address that is supported over S5 interface.
2)
At this point the UE decides to initiate non-3GPP access procedure. The decision is based on any number of reasons e.g. local policies of the UE.

Editor's note: The criteria / policy used in determining when handover to non-3GPP access should be invoked are FFS.

3)
The UE performs access authentication and authorization in the non-3GPP access system. The 3GPP AAA server authenticates and authorizes the UE for access in the non-3GPP system. Note that PDN GW selection and retrieval for host based mobility is still an FFS.

4)
The UE gets an IP address that is different from the IP address it was using in 3GPP access system. Since the UE obtains an IP address that is not the same as the address from 3GPP system, the UE decides to initiate DSMIPv6 procedures to maintain its IP sessions.
5) 
The access gateway requests a new PCC session towards the PCRF (5a) by sending an Indication of IP-CAN session establishment (local IP address/prefix, IP-CAN type), where local IP address/prefix is the IPv4 address or IPv6 prefix allocated to the UE by the Trusted non-3GPP access.

NOTE: 
How the Trusted Non-3GPP IP Access System discovers the PCRF is FFS


Based e.g. on the UE identity and user profile, operator’s policies and the IP-CAN type, the PCRF decides on the QoS policy rules and completes the PCC session establishment towards the access gateway (5b) 


In the roaming case, PCC signalling is sent via a vPCRF server in the vPLMN

6)
The UE sends a DSMIPv6 BU message to the PDN GW to register its CoA. The UE re-uses the IPSec SA created with the PDN GW and the home address acquired when it initially attaches to eUTRAN (if such IPSec SA was setup) since the UE still connects to the same PDN GW. 

7)
If PCC is supported, the PDNGW requests a modification to the PCC session towards the PCRF  by sending a Modification of IP-CAN Session Request (HoA, CoA) (9a). The message may also include a permanent UE identity. 


The PCRF decides on the PCC rules and completes the PCC session modification towards the PDNGW by sending a Modification of IP-CAN Session Reply (9b). The PDNGW installs the received PCC rules. 


In the roaming case, PCC signalling is sent via a vPCRF server in the vPLMN

8) 
The PDN GW authenticates and authorizes and sends the MIP Binding Ack to the UE.

The PDNGW may send message 9 before message 8b is received.

9)
The UE continues with IP service using the same IP address
**** End of third change ****
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