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Abstract of the contribution:

As it is possible for the UE to have more than one address for use of interaction with a ‘Content Access Network’ it is proposed to support multiple IP Addresses associated with a single IP CAN Session. Also information used for binding of S7, S7a/b/c and AF sessions for the same UE IP-CAN session are provided.
Introduction

A UE may be assigned both an IPv4 and IPv6 address.  Either this implies that the PDN GW must establish two IP CAN sessions, one for each address, or we must broaden the granularity associated with an IP CAN session. Also, it is not clear how the S7 session and S7a/b/c sesions for the same UE IP-CAN sessions are linked and what information is used for this linking.
Discussion
The current definition of an IP CAN Session in 23.203 is:
IP-CAN session: The association between a UE and a PDN identifier (for GPRS, APN). The association is identified by a UE IP address together with a UE identity information, if available. An IP-CAN session incorporates one or more IP-CAN bearers. Support for multiple IP-CAN bearers per IP-CAN session is IP-CAN specific. An IP-CAN session exists as long as the UE IP address is established and announced to the IP network.
The PCC-Rules for a IP-CAN session in the PCRF in Release 7 can be uniquely identified by the pair (UE-Address, UE-Identity) or even just by the UE IP address. However, with Release-8 EPC, there are additional factors to be considered:
1. Multiple IP address (eg Ipv4 and Ipv6) for a single UE IP-CAN session.

2. Support of multiple PDN connections for UE with possible overlapping IP address space

3. Support of CMIP mobility scheme
4. Availability of information at different nodes in EPC (S-GW, Trusted Non-3GPP IP Access, ePDG, PDN-GW) and AF for PCC session linking.
We will consider each of these in detail next and draw some conclusions as we go along.

 NOTE: In this paper APN and PDN Identifier are used inter-changeably.

1. Multiple IP addresses for a single UE-PDN connection: 

If additional IP CAN Sessions must be established for IPv4 and IPv6 addresses, this would effect the procedures in which IP CAN Sessions are established and terminated, as well as Gateway Control Sessions. These would have to be repeated in the case where the UE has both IPv4 and IPv6 addresses.

An alternative would be to associate a typed list of IP addresses with these operations as information elements (IEs).  This would have the following benefits:

· This will have minimal impact to the procedures defined in 23.401 and 23.402.  This simply expands the concept of the IP CAN Session beyond a single IP address.

· It is possible that a UE may request additional addresses for virtual interfaces.  As long as these additional address assignments are associations between the UE and the IP CAN, they logically belong to the same set of policies and should be subject to the same IP CAN session policy.

· It makes little sense to apply ‘aggregate’ policies to a UE on a separate basis depending on the IP address the UE has allocated.  The IPv4 and IPv6 address assigned to an interface are not really distinct attachments to the network.  They should not, for example, be charged distinctly (doubling the ‘usage’ of the network.)
Conclusion-1: A single PCC session may include more than one IP address for the UE, e.g. one IPv4 address and one IPv6 address.  
2. Support of multiple PDN connections for UE with possible overlapping IP address space

Support for multiple PDNs has been agreed for EPC. It is also agreed that the IP address space for these PDNs can be overlapping. With overlapping IP address space, the tuple (UE-Address, UE-Identity) cannot be used to distinguish between PCC sessions for different UE IP-CAN connections. In this important case at least, a PDN identifier is required to differentiate between different IP-CAN session PCC-rules in the PCRF. Hence, the identification of PCC-rules and sessions for a UE IP-CAN connection in PCRF can be performed by the tuple (APN, UE-Identity). IP-addresses will need to be associated with PCC-rules for IP-CAN sessions in the PCRF, for example to create TFTs. This information, the tuple (IP-address, UE-Identity), does not suffice to identify PCC-rules for an IP-CAN session in PCRF.
Conclusion-2: The identification of PCC-rules in PCRF for a IP-CAN sesison of the UE will also need to include the PDN-Identifier in addition to the UE-ID and UE-IP_Address(es). 
3. 
Support of CMIP mobility scheme
Whatever scheme is used to identify PCC-rules/sessions in the PCRF should also work for the case when the UE uses CMIP (i.e. DSMIPv6) in the EPC. The following scenario entails an issue that needs to be considered:

· The UE will attach to a trusted or untrusted non-3GPP IP access and get a local IP address (UE-CoA). The APN used to get the local IP address is denoted for this discussion as APN-L.
· The UE then does a binding update with a HA (the selected PDN-GW) and gets its “global” IP address (UE-HoA) in the corresponding PDN.  The following discussion identifies this PDN by APN-HoA.
· The Trusted Non-3GPP IP Access or ePDG is not aware, and need not be aware, of the APN-HoA or the UE-HoA. 

So when the Trusted Non-3GPP IP Access or ePDG sets up a Gateway control session with the PCRF, it can provide the following information (UE-Identity, APN-L, UE-CoA).
When the PDN-GW initiates the IP CAN session with the PCRF, it will provide (APN-HoA, {UE-HoA, UE-CoA}, UE-Identity). 
NOTE: The addresses provided by the PDN-GW to support CMIP will to indicate the home-address/care-of-address relationship. This is needed to differentiate between the case of ovelapping address-spaces with multiple PDNs and also support of multiple PDNs for CMIP discussed below. 
For CMIP,  the PCRF will use the UE-CoA address as well as information provided by the PDN-GW and the Trusted Non-3GPP IP Access or ePDG to link the Gateway control session with the PCEF session (S7c leg and S7 leg). 
NOTE: APN information is different between the PCEF session and Gateway Control session and is not needed for linking these two for CMIP. However, the  access-network may not know that UE would be using CMIP or PMIP and hence may always provide APN information when setting up the Gateway Control Session.
Conclusions-3: For support of CMIP, the PDN-GW will need to inform both the UE-HoA and UE-CoA along with the HoA/CoA relationship between these to the PCRF. The PCRF will need to correlate UE-CoA address to link the PDN-GW session with Trusted Non-3GPP IP Access or ePDG Gateway Control Session for the same UE’s IP-CAN session. 
4. Availability of information at different nodes in EPC (S-GW, Trusted Non-3GPP IP Access, ePDG, PDN-GW) and AF for PCC session binding
In Release 8, there will be both an IP CAN session between the PDN GW and the PCRF, and in many cases, a Gateway Control Session between the Serving Gateway, Trusted Non-3GPP IP Access or ePDG as well.  These two sessions must be linked.  That is, the PCRF must be able to identify that these two sessions refer to the same UE attachment and apply the corresponding policies.
a. Information Availability
Trusted Non-3GPP IP Access/S-GW/ePDG: 
· PMIP/GTP: Trusted Non-3GPP IP Access/S-GW/ePDG can provide the UE-ID and APN information and IP Address(es), if available. However, in several cases, such as handover, these nodes will not know the IP address assigned to the UE. In network based mobility modes, these nodes will later learn the UE IP address/prefix from the PDN-GW in PBA (PMIP-based S5/S8) or  in the Update Bearer Response (for GTP-based S5/S8).
· CMIP (ePDG/Trusted Non-3GPP IP Access, only): The Trusted Non-3GPP IP Access/S-GW/ePDG can provide the UE-ID and APN information and IP Address(es), if available. In CMIP the APN used is the APN for providing local access (the APN-L); this is different from the APN used for by UE to get HoA (the APN-HoA). Also, in CMIP case, these nodes may not learn the UE’s HoA if encryption is used between the UE and the PDN-GW.
PDN-GW

· PMIP/GTP: PDN-GW can provide UE-ID, APN and IP address of the UE. The APN provided by the PDN-GW will be same APN as that known to the Trusted Non-3GPP IP Access/S-GW/ePDG.
· CMIP: PDN-GW can provide UE-ID, APN, UE-HoA and UE-CoA. The APN provided by the PDN-GW is different from the APN provided by the Trusted Non-3GPP IP Access/ePDG.
AF

· (PDN ID, IP Address) are the only information that the AF can provide at all times. The AF may or may not have the UE-ID information.
b. Linking of EPC Sesssions (S7, S7a, S7b, S7c)
To link S7 session with S7a/b session for a UE’s IP-CAN session (PMIP/GTP)
· (UE ID, APN) provided on S7a/b and S7 will be used to link the S7 and S7a/b sessions.
To link S7 session with S7c session for a UE’s IP-CAN session (CMIP)

· (UE ID, UE-CoA) provided by both the PDN-GW and Trusted Non-3GPP IP Access or ePDG will be used to bind the S7 and S7c sessions.
c.  Linking of EPC Sessions (S7, S7a, S7b, S7c) with AF session (Rx)
· PMIP/GTP: (PDN ID, IP Address(es))

· CMIP: (PDN ID, IP Address(es))
5. CONCLUSIONS

· A single PCC session could include more than one IP address for the UE, for eg one IPv4 address and one IPv6 address.  
This will resolve the FFS in 23.402, section 5.4.3.4.2:

Editor's Note: It is FFS if one or two PCC sessions are needed when both an IPv6 and an IPv4 HoA are assigned to the UE.

The answer offered by this contribution is that only one PCC session is needed when both IPv6 and IPv4 addresses are assigned to the UE.
· Unique identification of PCC-rules in the PCRF for a UE IP-CAN session is based on any 2-tuple from the following 3-tuple (UE ID, IP Address(es), PDN ID). 
Table 1: Information needed for linking Gateway Control Session and PCEF Session for UE IP-CAN Connection
	Scenario
	UE Identity
	PDN Identity
	IP Address(es)

	S2a
	x
	x
	

	S2b
	x
	x
	

	PMIP S5/S8
	x
	x
	

	S2c (trusted/untrusted)
	x
	
	x


· Linking of EPC Sesssions (S7, S7a, S7b, S7c)

· (UE ID, APN) provided on S7a/b and S7 will be used to link the S7 and S7a/b sessions.

· (UE ID, UE-CoA) provided by both the PDN-GW and AGW/ePDG will be used to link the S7 and S7c sessions.
Proposal

The following changes are accepted as part of the first bullet in the conclusion. It is also proposed that the other two bullets are agreed in principle. Changes to specifications to capture the principles second and third bullet will come in future proposals.
Begin First Change: 3GPP TS 23.203 (release 8), section 3.1
IP-CAN session: The association between a UE and a PDN identifier (for GPRS, APN). The association is identified by a subset of one or more UE IP addresses, PDN identifier,  along with UE identity information. An IP-CAN session incorporates one or more IP-CAN bearers. Support for multiple IP-CAN bearers per IP-CAN session is IP-CAN specific. An IP-CAN session exists as long as the UE IP addresses are established and announced to the IP network.
End First Change

Begin Second Change: 3GPP TS 23.203 (release 8), section 6.2.1.1

6.2.1.1
Input for PCC decisions

The PCRF shall accept input for PCC decision-making from the PCEF, SPR and if the AF is involved, from the AF, as well as the PCRF may use its own pre-defined information. These different nodes should provide as much information as possible to the PCRF. At the same time, the information below describes examples of the information provided. Depending on the particular scenario all the information may not be available or is already provided to the PCRF.

The PCEF may provide the following information:

-
Subscriber Identifier;

-
IP addresses of the UE;

-
IP-CAN bearer attributes; 

-
Request type (initial, modification, etc.);

-
Type of IP-CAN (e.g. GPRS, I WLAN, etc.);

NOTE 1: 
The Type of IP CAN parameter should allow extension to include new types of accesses.

-
Location of the subscriber;

-
A PDN identifier;

-
IP-CAN bearer establishment mode.

NOTE 2:
Depending on the type of IP-CAN, the limited update rate for the location information at the PCEF may lead to a UE moving outside the area indicated in the detailed location information without notifying the PCEF.

End Second Change

It is suggested that the following change can be applied everywhere in the TS in which there is an Indication of IP CAN Session Establishment interaction.

Begin Third Change: 3GPP TS 23.402, section 5.4.3.2.3

4)
The MAG function of Trusted Non-3GPP IP Access sends a Proxy Binding Update message to PDN GW;

Editor's note:
How the Proxy Binding Update message is secured is FFS.

5)
The PDN GW sends an Indication of IP CAN Session Establishment(UE identity, PDN identifier, IP Address(es)) message to the hPCRF.  Otherwise, information configured with the PDN GW may be used to determine policy; Note that in the case of LBO, the PDN GW in the VPLMN sends the message to the vPCRF.  The vPCRF then forwards the message to the hPCRF.  The PDN GW includes the IP Address(es) assigned to the UE for communication with the PDN.  This shall include both the IPv4 and IPv6 addresses in the case where both addresses are assigned to the UE.
Editor's Note: It is FFS how the PDN GW selects the hPCRF.

6)
If the PDN GW sent a message in step 5, the hPCRF responds with an Acknowledge IP CAN Session Establishment message, including the policy the PDN GW will enforce.  In the case of LBO, the hPCRF sends the message to the vPCRF in the VPLMN.  The vPCRF then forwards the message to the PDN GW.

End Third Change

It is suggested that the following change can be applied everywhere in the TS in which there is an Gateway Control Session Establishment interaction.

Begin Fourth Change: 3GPP TS 23.402, section 5.4.3.2.3

9)
The PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW.

10)
The Trusted non-3GPP access sends a Gateway Control Session Establishment(UE Identity, PDN Identifier, IP Address(es)) message.  In the non-roaming case, this message is sent directly to the hPCRF. In the Roaming or LBO case, the Trusted non-3GPP access sends the message to the vPCRF which then forwards the request to the hPCRF. The message must contain the assigned IP address(es) as the hPCRF requires this information to generate UL and DL filters as part of the policy to be provisioned in the next step.

Editor's note:
It is FFS how the vPCRF determines the same hPCRF as was selected by the PDN GW.
11)
If the Gateway Control Session Establishment message sent by the Trusted non-3GPP access implies any change to the policy provisioned to the PDN GW in step 6, the PCRF sends an updated policy to the PDN GW by means of a PCC Policy Provision message.  In the LBO case, the message is sent from the hPCRF to the vPCRF and thence to the PDN GW in the VPLMN.

End Fourth Change

Begin Fifth Change: 3GPP TS 23.402, section 5.4.3.4.1

2)
After successful authentication the L3 connection is established between the UE and the Trusted Non-3GPP Access system. As a result of this procedure, an IP address or an IPv6 prefix is also assigned to the UE by the access system (i.e. a Local IP address that will be used as a Care-of Address for DSMIPv6 over the S2c reference point).

NOTE: 
It is assumed that the access system is aware that network-based mobility procedures do not need to be initiated.
NOTE:
The access system may complete the step 2 after step 3b.

3)
If the access system supports PCC-based policy control, the access gateway sends a Gateway Control Session Establishment message (UE identity, IP Address(es))  to the PCRF (3a). The message includes at least the UE IP address or IPv6 prefix allocated by the access system. Note that UE may have more than one address - namely an IPv4 and IPv6 assigned address.The message includes also the IP-CAN type.

Editor's Note: It is FFS how the hPCRF is discovered.
Editor’s Note: It if FFS if PDN Identifier is also sent.

Based e.g. on the UE identity and user profile, operator's policies and the IP-CAN type, the PCRF decides on the QoS policy rules and completes the session establishment towards the access gateway (3b). The rules provided in this step are referred to the address assigned by the trusted non-3GPP access.


In the roaming case, PCC signalling is sent via a vPCRF in the vPLMN


If PCC is not supported, these rules are provisioned to the Access System using configuration independent of this procedure

NOTE:
The UE identity information to be used by the access system to establish the session with the PCRF may be piggybacked by the AAA/HSS in step 1.
B)
PDNGW/HA Discovery and HoA Configuration

4)
The UE discovers the PDN GW (Home Agent) as specified in section 5.4.2.1 of TS 23.402. A security association is established between UE and PDN GW to secure the MIP messages between UE and PDN GW. The UE initiates the establishment of the security association.


In this step, the PDNGW may be either in the hPLMN or in the vPLMN. When the PDNGW is in the vPLMN, the interaction between the PDNGW in the vPLMN with the AAA/HSS in the hPLMN may involve a 3GPP AAA Proxy in the vPLMN as specified in TS 23.234

NOTE :
The PDN GW may communicate with the AAA infrastructure during this step.

Editor's Note:

Generation and provision of credentials, protocols used for Security Association Setup and PDN GW IP Address allocation are FFS. The use of IETF RFC4285 [13] is FFS. When it is used step 4 will not occur.

C)
Binding Update

5)
The UE sends the MIP Binding Update message to the PDN GW as specified in [10].


The PDN GW processes the binding update. During the processing the PDN GW performs authentication and authorization of the user based on the information received from AAA infrastructure, and allocates an IP address or IP addresses for the UE.

NOTE:
The communication between the PDN GW and the AAA infrastructure during this step is optional, e.g., the PDN GW may have received all needed information for authentication and authorization in step 1.

NOTE:
The PDN GW allocates only the type(s) of IP address (IPv6 and/or IPv4) that were explicitly requested by the UE. An IPv4 HoA, if needed, may be allocated within the BU/BA exchange.

Editor's Note:
The details of IPv6 home address allocation are FFS. Additional methods for IPv4 home address allocation are FFS.


The PDN GW informs the 3GPP AAA Server of the address of the selected PDN GW.

Editor's Note:
This additional step is needed only if RFC 4285 [13] is used in step 4. In case RFC 4877 [22] is used in step 4, the PDN GW address is already known by the AAA/HSS by other means and therefore this step is not needed.

Editor's Note:
It is FFS which entity stores the allocated PDN GW IP Address.

6)
If PCC is supported, the PDNGW sends an Indication of IP CAN Session Establishment(UE Identity, PDN identifier, IP Address(es)) to the PCRF (6a). The message includes at least the HoA and the CoA. The message may also include a permanent UE identity.



The PCRF decides on the PCC rules and completes the PCC session establishment towards the PDNGW (6b). The PDNGW installs the received PCC rules.


In this step, the PDNGW may be either in the hPLMN or in the vPLMN. When the PDNGW is in the vPLMN, the interaction between the PDNGW in the vPLMN with the PCRF in the hPLMN involves a visited PCRF.


If PCC is not supported, policy rules may be provisioned independent of this procedure.

NOTE:
The permanent UE identity to be used by the PDN GW to establish the session with the PCRF may be piggybacked by the AAA/HSS in step 4

7)
The PDN GW sends the MIP Binding Ack to the UE, including the IP address allocated for the UE as specified in [10].

NOTE: 
Rules related to the HoA can be sent to the Trusted Non-3GPP Access based on the procedure in Section 5.5.4.

End Fifth Change
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