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1. Overall Description:
In LS R3-071749 RAN3 asks SA3 provide feedback on two questions on the security mode command procedures within EPS/E-UTRAN. The first question is related to the timing between AS and NAS security mode commands. Furthermore, RAN3 asks about feedback on whether key and or algorithm changes during LTE active are required. SA3 would like to thank RAN3 for the LS and would like to give the following answers:
Timing between AS and NAS security mode commands: In LS R3-071749 RAN3 asks whether or not SA3 requires RRC ciphering/integrity for the NAS security mode command. SA3 has discussed this issue and came to the conclusion that no RRC ciphering/integrity protection for the NAS security mode command is needed. The NAS integrity protection of the NAS security mode command message and the NAS integrity/ciphering of the NAS security mode complete message sufficiently protect the NAS security mode command procedure. 

Requirement for key and or algorithm changes during LTE active: SA3 would like to point out that two different scenarios have to be considered when answering this question. The first scenario is handover in LTE active. During handover between different eNBs, RRC / UP algorithm changes as well as RRC / UP keys changes have to be possible.  In case MME changes during handover, NAS algorithms and NAS keys also have to be changeable. This is due to the fact that different eNBs (and different MMEs) may support different sets of algorithms, and different keys shall be used in connection with different algorithms. The second scenario is LTE active state without mobility.  For this scenario SA3 also sees a necessity to be able to change RRC and UP keys. SA3 requires such key changes (also discussed as “key change on the fly”) e.g. in order to be able to change the RRC and UP keys in the following situations: during long active sessions, after handover from UTRAN/GERAN, if KASME lifetime is about to end as well as if RRC and UP counters are about to wrap around. However, algorithms do not have to be changeable as long as UE stays connected to the same eNB.  It is still under study in SA3 whether all keys in the key hierarchy are changed at the same time if RRC and UP keys are changed.  
2. Actions:

RAN3
ACTION: 
SA3 kindly asks RAN3 to take the above considerations into account. 

3. Date of Next SA3 Meetings:

Adhoc on IMS and SAE/LTE
11 - 13 Dec 2007 
Sophia Antipolis, France

TSG-SA WG3 Meeting #50
25 - 29 Feb 2008  
Asia

TSG-SA WG3 Meeting #51
14 - 18 Apr 2008   
TBD

