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Abstract of the contribution: This contribution proposes to add a new section for ‘Security Function’ to TS 23.401.
1. Introduction

Although the clause “Security Function” is mentioned at a few places ’in TS 23.401, the section on Security Function does not exist in TS 23.401 yet. The stage 2 level description of the security functions is crucial for the completeness of the specification.
2. Discussion

There can be four different levels in terms of the security associations between the UE and the EPS.
· Level 0. No security data stored at all (for the detached UE, e.g. after Purge procedure):

· The network and UE do not have any stored security context. 

· The AKA procedure shall run during the attach procedure.
· Level 1. The network and UE have valid K_ASME (or can generate it from CK, IK) and KSI (for the detached UE):

· AKA run is not required. 

· In UMTS, many of detached UEs have this level. No impact on the legacy UICC is expected.

· Encryption and Integrity Protection of the Attach Request message is not possible
· Level 2. The network and UE keeps the valid NAS security association (for the idle UE, possibly for the detached UE)

· The network and UE have stored or can re-generate the values of the following parameters: K_ASME, KSI, K_NAS_INT, K_NAS_ENC, uplink NAS counter, downlink NAS counter, algorithm for NAS Integrity Protection, algorithm for NAS encryption
· UE can apply NAS encryption and NAS integrity protection to the NAS messages, including the Attach Request message.

· Level 3. both NAS and RRC security associations exist (for the active UE).

· NAS security association between UE and MME, and RRC security association between UE and eNB exist.
The transition from Level 0 to Level 1 requires AKA run. The transition from Level 1 to Level 2 requires a NAS security mode setup procedure as stated in the LS from SA3 (S3-070619). The transition from Level 2 to Level 3 is done when the MME triggers RRC Security Mode Command procedure to eNodeB.

Especially the NAS security mode setup procedure is used in the following cases:

· When the UE and the MME do not have a valid NAS security association, e.g. when only the security context from UMTS (such as CK, IK, KSI etc) is available.

· After the AKA procedure

· When the MME decides to update the NAS security association with a new set of parameters.

The roles of the NAS security mode setup procedure are:
· Exchange of parameters to generate NAS keys.
· Negotiate the NAS security algorithm

· NAS level of authentication between UE and network , using NAS MAC without AKA run
· Trigger start of the application of NAS level integrity protection and ciphering
3. Proposal

We propose to implement the following updates in TS 23.401.

*** Start of the 1st change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
(Snip) 

[xx]
3GPP TS 33.abc: "3GPP System Architecture Evolution: Security Architecture".
*** End of the 1st change ***
*** Start of the 2nd change ***
5.3.x
Security Function

The Security functions include:

-
Guards against unauthorised EPS service usage (authentication of the UE by the network and service request validation).

-
Provision of user identity confidentiality (temporary identification and ciphering).

-
Provision of user data and signalling confidentiality (ciphering).

-
Provision of data integrity and origin authentication of signalling data (integrity protection).

-
Authentication of the network by the UE.

Security-related network functions for EPS are described in TS 33.abc [xx].
5.3.x.1
Authentication

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN, between the UE and MME. EPS AKA is based on UMTS AKA (see TS 33.102). 

5.3.x.2
User Identity Confidentiality

An S‑TMSI identifies a user between the UE and the MME. The relationship between S‑TMSI and IMSI is known only in the UE and in the MME.
5.3.x.2.1
S‑TMSI Reallocation Procedure

The MME may initiate the S-TMSI Reallocation procedure to reallocate the S TMSI and TA list at any time when a signalling association is established between UE and MME. The S-TMSI Reallocation procedure allocates a new S TMSI and a new TA list to the UE. The S-TMSI and the TA list may also be reallocated by the Attach or the Tracking Area Update procedures.

The S TMSI Reallocation procedure is illustrated in Figure 5.3.x.-1.


[image: image1] 

Figure 5.3.x-1 S TMSI Reallocation Procedure

1.
The MME sends S-TMSI Reallocation Command (S-TMSI, TA list) to the UE. 

2.
The UE returns S-TMSI Reallocation Complete message to the MME.

5.3.x.3
User Data and Signalling Confidentiality
There are two different levels of the security associations between the UE and the network. 

i) RRC and UP security association is between the UE and eUTRAN. The RRC security associations protect the RRC signalling between the UE and eUTRAN. The UP security association is also between the UE and eUTRAN and provide user plane encryption function.

ii) NAS security association is between the UE and the MME. It provides integrity protection and encryption of NAS signalling.

5.3.x.3.1
RRC and UP security mode command procedure
The MME triggers the RRC security mode procedure to enable ciphering of the UP traffic and ciphering and integrity protection of the RRC signalling as described in TS 33.abc [xx].
5.3.x.3.2
NAS Security Mode Setup procedure
The MME uses the NAS security mode setup procedure to establish a NAS security association between the UE and MME, in order to protect the further NAS signalling messages. More details of the procedure are described in TS 33.abc [xx]. This procedure is used for the following cases:

· When the UE and the MME do not have a valid NAS security association, e.g. when only the security context from UMTS (such as CK, IK, KSI etc) is available.

· After the AKA procedure

· When the MME decides to update the NAS security association with a new set of parameters.

The roles of the NAS security mode setup procedure are:
· Exchange of parameters to generate NAS keys.
· Negotiate the NAS security algorithm

· NAS level of authenticate UE and network , using NAS MAC without AKA run
· Trigger start of the application of NAS level integrity protection and ciphering.
The NAS security mode setup procedure is illustrated in Figure 5.3.x.-2.
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Figure 5.3.x.-2 NAS Security Mode Setup Procedure

5.3.x.4
ME identity check procedure

Editor's note:
This subclause will contain details on ME identity checking (e.g. IMEI checking).

*** End of the 2nd change ***
*** Start of the 3rd change ***









*** End of 3rd change ***
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